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1 ɺʚʝʜʝʥʠʝ 

ɺ ʜʘʥʥʦʤ ʜʦʢʫʤʝʥʪʝ ʦʧʠʩʳʚʘʶʪʩʷ ʦʩʥʦʚʥʳʝ ʩʪʨʘʥʠʮʳ Web-ʠʥʪʝʨʬʝʡʩʘ 

ʫʧʨʘʚʣʝʥʠʷ ʇʊʂ «ʊʀʊɸʅ ʂʆʅʊʈʆʃ 1000». Web-ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ 

ʷʚʣʷʝʪʩʷ ʩʪʘʥʜʘʨʪʥʦʡ (ʠʩʧʦʣʴʟʫʝʤʦʡ ʧʦ ʫʤʦʣʯʘʥʠʶ) ʩʠʩʪʝʤʦʡ Web-

ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ OpenWrt (https://openwrt.org/) 

 

ʈʠʩʫʥʦʢ 1-1: ɻʣʘʚʥʦʝ ʤʝʥʶ Web-ʠʥʪʝʨʬʝʡʩʘ ʫʧʨʘʚʣʝʥʠʷ LuCI 

ɺ ʨʘʟʜʝʣʝ 2 (ʨʘʟʜʝʣ ʤʝʥʶ çʉʦʩʪʦʷʥʠʝè) ʩʦʙʨʘʥʳ ʦʧʠʩʘʥʠʷ ʩʪʨʘʥʠʮ, 

ʦʪʦʙʨʘʞʘʶʱʠʭ ʨʘʟʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʠʩʪʝʤʝ ʚ ʮʝʣʦʤ, ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʪʨʘʥʠʮʳ ʢʦʥʢʨʝʪʥʳʭ ʩʣʫʞʙ ʠʣʠ ʧʨʠʣʦʞʝʥʠʡ. ɺ ʯʘʩʪʥʦʩʪʠ, 

ʚ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʳ ʩʪʨʘʥʠʮʳ ʧʨʦʩʤʦʪʨʘ ʩʦʩʪʦʷʥʠʷ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

(ʨʘʟʜʝʣ 2.3), ʘʢʪʠʚʥʳʭ ʤʘʨʰʨʫʪʦʚ ʠ ʧʨʘʚʠʣ (ʨʘʟʜʝʣ 2.2), ʨʘʟʣʠʯʥʳʭ ʞʫʨʥʘʣʦʚ 

(ʨʘʟʜʝʣ 2.6), ʠ ʩʪʨʘʥʠʮʳ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʛʨʘʬʠʢʦʚ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʜʣʷ 

ʥʝʢʦʪʦʨʳʭ ʩʠʩʪʝʤʥʳʭ ʧʘʨʘʤʝʪʨʦʚ (ʨʘʟʜʝʣ 2.5). 

ɺ ʨʘʟʜʝʣʝ 3 (ʨʘʟʜʝʣ ʤʝʥʶ çʉʠʩʪʝʤʘè) ʩʢʦʥʮʝʥʪʨʠʨʦʚʘʥʳ ʦʧʠʩʘʥʠʷ 

ʩʪʨʘʥʠʮ ʫʧʨʘʚʣʝʥʠʷ ʨʘʟʣʠʯʥʳʤʠ ʩʠʩʪʝʤʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. ʅʘʧʨʠʤʝʨ, 

ʪʘʢʠʤʠ, ʢʘʢ ʪʝʢʫʱʠʝ ʜʘʪʘ ʠ ʚʨʝʤʷ, ʥʘʩʪʨʦʡʢʠ ʢʣʠʝʥʪʘ ʠ ʩʝʨʚʝʨʘ NTP, 

ʫʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ ʩʠʩʪʝʤʝ ʧʦ SSH ʧʨʦʪʦʢʦʣʫ, ʫʧʨʘʚʣʝʥʠʝ SSH ʢʣʶʯʘʤʠ, 

ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ (watchdog), ʫʧʨʘʚʣʝʥʠʝ 

ʤʦʥʠʪʦʨʠʚʘʥʠʝʤ ʨʘʟʜʝʣʦʚ, ʫʧʨʘʚʣʝʥʠʝ ʨʝʟʝʨʚʥʳʤ ʢʦʧʠʨʦʚʘʥʠʝʤ. ɺ ʨʘʟʜʝʣʝ 

çʉʠʩʪʝʤʘè ʪʘʢʞʝ ʦʧʠʩʘʥ ʬʫʥʢʮʠʦʥʘʣ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʰʠʚʢʠ ʫʩʪʨʦʡʩʪʚʘ (ʩʤ. 
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ʨʘʟʜʝʣ 4.7) ʠ ʬʫʥʢʮʠʦʥʘʣ ʜʦʩʪʫʧʘ ʢ ʪʝʨʤʠʥʘʣʫ ʫʩʪʨʦʡʩʪʚʘ ʯʝʨʝʟ ʩʣʫʞʙʫ ʚʝʙ-

ʪʝʨʤʠʥʘʣʘ (ʩʤ. ʨʘʟʜʝʣ 4.8). 

ɺ ʨʘʟʜʝʣʝ 4 (ʨʘʟʜʝʣ ʤʝʥʶ çʇʃʂè) ʦʧʠʩʘʥʳ ʩʪʨʘʥʠʮʳ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠ 

ʤʦʥʠʪʦʨʠʥʛʘ ʬʫʥʢʮʠʡ ʇʃʂ ʫʩʪʨʦʡʩʪʚʘ. ɺ ʯʘʩʪʥʦʩʪʠ, ʟʜʝʩʴ ʦʧʠʩʳʚʘʶʪʩʷ 

ʩʪʨʘʥʠʮʳ ʩ ʦʪʦʙʨʘʞʝʥʠʝʤ ʚʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʧʨʠʣʦʞʝʥʠʷ 

CODESYS (ʩʤ. ʨʘʟʜʝʣ 5.1), ʥʘʩʪʨʦʡʢʠ CODESYS (ʩʤ. ʨʘʟʜʝʣ 5.2), ʩʪʨʘʥʠʮʘ 

ʧʨʦʩʤʦʪʨʘ ʞʫʨʥʘʣʦʚ CODESYS (ʩʤ. ʨʘʟʜʝʣ 5.5) ʠ ʪʘʢʞʝ ʩʪʨʘʥʠʮʳ ʩ ʧʦʜʨʦʙʥʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʟʘʧʫʱʝʥʥʦʤ ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤ ʧʨʠʣʦʞʝʥʠʠ 

CODESYS (ʩʤ. ʨʘʟʜʝʣ 5.4). 

ɺ ʨʘʟʜʝʣʝ 5 (ʨʘʟʜʝʣ ʤʝʥʶ çʉʣʫʞʙʳè) ʩʦʜʝʨʞʘʪʩʷ ʩʪʨʘʥʠʮʳ ʥʘʩʪʨʦʡʢʠ 

ʨʘʟʣʠʯʥʳʭ ʩʣʫʞʙ ʠ ʧʨʠʣʦʞʝʥʠʡ. ʅʘʧʨʠʤʝʨ, HTTP-ʩʝʨʚʝʨ, ʩʣʫʞʙʘ STP/RSTP, 

ʩʣʫʞʙʘ DDNS, FTP-ʩʝʨʚʝʨ. 

ɺ ʨʘʟʜʝʣʝ 6 (ʨʘʟʜʝʣ ʤʝʥʶ çʉʝʪʴè) ʦʧʠʩʘʥʳ ʩʪʨʘʥʠʮʳ ʫʧʨʘʚʣʝʥʠʷ 

ʩʝʪʝʚʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʩʠʩʪʝʤʳ (ʥʘʩʪʨʦʡʢʘ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʥʘʩʪʨʦʡʢʘ 

ʩʪʘʪʠʯʝʩʢʠʭ ʤʘʨʰʨʫʪʦʚ ʠ ʪ. ʧ.) ʠ ʪʘʢʠʤʠ ʙʘʟʦʚʳʤʠ ʩʝʪʝʚʳʤʠ ʩʣʫʞʙʘʤʠ, ʢʘʢ 

DNS ʠ DHCP. ʊʘʢʞʝ ʚ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʦʜʠʪʩʷ ʦʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠ ʦʧʠʩʘʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʭ ʩʝʪʝʚʳʭ 

ʫʪʠʣʠʪ (ping, traceroute, nslookup), ʜʣʷ ʢʦʪʦʨʳʭ ʚ LuCI ʨʝʘʣʠʟʦʚʘʥ ʠʥʪʝʨʬʝʡʩ. 

ɺ ʨʘʟʜʝʣʝ 8 (ʨʘʟʜʝʣ ʤʝʥʶ çʉʪʘʪʠʩʪʠʢʘè) ʩʦʜʝʨʞʘʪʩʷ ʩʪʨʘʥʠʮʳ 

ʧʨʦʩʤʦʪʨʘ ʛʨʘʬʠʢʦʚ ʩʣʫʞʙʳ ʩʪʘʪʠʩʪʠʢʠ collectd ʠ RRDtool ʜʣʷ ʠʭ 

ʚʠʟʫʘʣʠʟʘʮʠʠ, ʘ ʪʘʢʞʝ ʩʪʨʘʥʠʮʳ ʥʘʩʪʨʦʡʢʠ ʜʘʥʥʳʭ ʩʣʫʞʙʳ. 

1.1 ʇʦʜʢʣʶʯʝʥʠʝ ʢ Web-ʠʥʪʝʨʬʝʡʩʫ 

ʇʨʠ ʧʝʨʚʦʤ ʧʦʜʢʣʶʯʝʥʠʠ ʢ Web-ʠʥʪʝʨʬʝʡʩʫ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTP ʙʫʜʝʪ 

ʦʪʦʙʨʘʞʝʥʘ ʩʪʨʘʥʠʮʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ ʧʦʣʷʤʠ ʜʣʷ ʚʚʦʜʘ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʠ ʧʘʨʦʣʷ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 1-2. 



 

ʈʠʩʫʥʦʢ 1-2: ʉʪʨʘʥʠʮʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʣʝʜʫʶʱʠʝ ʫʯʸʪʥʳʝ ʜʘʥʥʳʝ: 

ʀʤ̫  ʧʦʣʴʟʦʚʘʪʝʣʷ root 

ʇʘʨʦʣʴ root 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ çrootè ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ Web-

ʠʥʪʝʨʬʝʡʩʘ LuCI ʨʘʩʩʤʦʪʨʝʥʘ ʚ ʨʘʟʜʝʣʝ 4.3.1 ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. ʂʨʦʤʝ 

ʪʦʛʦ, ʥʘʩʪʨʦʡʢʘ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ çrootè ʤʦʞʝʪ ʙʳʪʴ ʚʳʧʦʣʥʝʥʘ ʚ ʭʦʜʝ 

ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚʘ ʧʨʠ ʧʦʤʦʱʠ ʤʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ, ʢʦʪʦʨʳʡ ʦʧʠʩʳʚʘʝʪʩʷ ʚ 

ʨʘʟʜʝʣʝ 2 ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. 

1.2 ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ 

ʅʘ ʤʥʦʛʠʭ ʩʪʨʘʥʠʮʘʭ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʨʝʘʣʠʟʦʚʘʥʘ ʬʫʥʢʮʠʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ɽʩʣʠ ʥʘ ʩʪʨʘʥʠʮʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ, ʪʦ ʚ ʟʘʛʦʣʦʚʢʝ ʩʪʨʘʥʠʮʳ ʩʧʨʘʚʘ ʦʪ ʛʣʘʚʥʦʛʦ 

ʤʝʥʶ ʙʫʜʝʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʥʘʜʧʠʩʴ çɸʚʪʦʦʙʥʦʚʣʝʥʠʝ» ʩʦ ʟʥʘʯʢʦʤ ʟʝʣʝʥʦʛʦ 

ʮʚʝʪʘ (ʩʤ. ʨʠʩʫʥʦʢ 1-3(a)). ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʜʘʥʥʳʭ ʤʦʞʝʪ ʙʳʪʴ 

ʦʪʢʣʶʯʝʥʦ ʧʫʪʸʤ ʥʘʞʘʪʠʷ ʥʘ ʟʥʘʯʦʢ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʮʚʝʪ ʟʥʘʯʢʘ ʠʟʤʝʥʠʪʩʷ ʥʘ 

ʩʝʨʳʡ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 1-3(b). 

 
 



(ʘ) ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʚʢʣʶʯʝʥʦ (ʙ) ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʚʳʢʣʶʯʝʥʦ 

ʈʠʩʫʥʦʢ 1-3: ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʜʘʥʥʳʭ ʩʪʨʘʥʠʮʳ 

ʀʥʪʝʨʚʘʣ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʨʘʚʝʥ 5 ʩʝʢʫʥʜʘʤ ʠ ʤʦʞʝʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥ ʚ ʚʢʣʘʜʢʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝè 

ʩʪʨʘʥʠʮʳ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè ʨʘʟʜʝʣʘ ʛʣʘʚʥʦʛʦ ʤʝʥʶ çʉʠʩʪʝʤʘè (ʩʤ. ʨʘʟʜʝʣ 

3.1.4). 

  



2 ʉʦʩʪʦʷʥʠʝ 

2.1 ʆʙʟʦʨ 

ʅʘ ʩʪʨʘʥʠʮʝ çʆʙʟʦʨè ʨʘʟʜʝʣʘ çʉʦʩʪʦʷʥʠʝè ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʚʦʜʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ ʫʩʪʨʦʡʩʪʚʘ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ 

çʆʙʟʦʨè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 2-1. 

 

ʈʠʩʫʥʦʢ 2-1: ʉʪʨʘʥʠʮʘ çʆʙʟʦʨè 

ʉʪʨʘʥʠʮʘ çʆʙʟʦʨè ʨʘʟʜʝʣʝʥʘ ʥʘ ʥʝʩʢʦʣʴʢʦ ʧʦʜʨʘʟʜʝʣʦʚ: 

- çʉʠʩʪʝʤʘè (ʩʤ. ʨʘʟʜʝʣ 2.1.1); 

- çʇʃʂè (ʩʤ. ʨʘʟʜʝʣ 2.1.2); 

- çʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ (RAM)è (ʩʤ. ʨʘʟʜʝʣ 2.1.3); 

- çʉʦʩʪʦʷʥʠʝ ʧʦʨʪʦʚ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚè (ʩʤ. ʨʘʟʜʝʣ 2.1.4); 

- çʉʝʪʴè (ʩʤ. ʨʘʟʜʝʣ 2.1.5); 

- çɸʢʪʠʚʥʳʝ DHCP ʘʨʝʥʜʳè (ʩʤ. ʨʘʟʜʝʣ 2.1.6). 



2.1.1 ʇʦʜʨʘʟʜʝʣ çʉʠʩʪʝʤʘè 

 

ʈʠʩʫʥʦʢ 2-2: ʉʦʩʪʦʷʥʠʝ. ʇʦʜʨʘʟʜʝʣ çʉʠʩʪʝʤʘè 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʠʩʪʝʤʘè ʩʪʨʘʥʠʮʳ çʆʙʟʦʨè (ʩʤ. ʨʠʩʫʥʦʢ 2-2) 

ʧʨʠʚʦʜʷʪʩʷ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʩʠʩʪʝʤʳ: 

- çʀʤʷ» ð ʠʤʷ ʩʠʩʪʝʤʳ (ʠʤʷ ʭʦʩʪʘ); 

- çʄʦʜʝʣʴè ð ʤʦʜʝʣʴ ʫʩʪʨʦʡʩʪʚʘ; 

- çɸʨʭʠʪʝʢʪʫʨʘè ð ʤʦʜʝʣʴ ʠ ʘʨʭʠʪʝʢʪʫʨʘ ʧʨʦʮʝʩʩʦʨʘ; 

- «ʎʝʣʝʚʘʷ ʧʣʘʪʬʦʨʤʘ» ð ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʨʝʜʘ ʢʦʥʪʨʦʣʣʝʨʘ; 

- çɺʝʨʩʠʷ ʧʨʦʰʠʚʢʠè ð ʚʝʨʩʠʷ ʧʨʦʰʠʚʢʠ; 

- çɺʝʨʩʠʷ ʷʜʨʘè ð ʚʝʨʩʠʷ ʷʜʨʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ; 

- «ɺʨʝʤʷè ð ʪʝʢʫʱʝʝ ʜʘʪʘ ʠ ʚʨʝʤʷ; 

- çɺʨʝʤʷ ʨʘʙʦʪʳè ð ʚʨʝʤʷ ʨʘʙʦʪʳ ʫʩʪʨʦʡʩʪʚʘ (ʩ ʤʦʤʝʥʪʘ ʚʢʣʶʯʝʥʠʷ); 

- «ʅʘʛʨʫʟʢʘè ð ʪʝʢʫʱʝʝ ʟʥʘʯʝʥʠʝ ʩʨʝʜʥʝʡ ʥʘʛʨʫʟʢʠ (ʩʨʝʜʥʠʝ ʟʥʘʯʝʥʠʷ ʟʘ 

1, 5 ʠ 15 ʤʠʥʫʪ); 

2.1.2 ʇʦʜʨʘʟʜʝʣ çʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ (RAM)è 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ (RAM)è ʩʪʨʘʥʠʮʳ çʆʙʟʦʨè 

ʧʨʠʚʦʜʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʥʷʪʦʡ ʠ ʩʚʦʙʦʜʥʦʡ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ 

ʫʩʪʨʦʡʩʪʚʘ ʚ ʚʠʜʝ ʰʢʘʣʳ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 2-3. 



 

ʈʠʩʫʥʦʢ 2-3: ʉʦʩʪʦʷʥʠʝ. ʇʦʜʨʘʟʜʝʣ çʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ (RAM)è 

2.1.3 ʇʦʜʨʘʟʜʝʣ çʉʦʩʪʦʷʥʠʝ ʧʦʨʪʦʚ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚè 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʦʩʪʦʷʥʠʝ ʧʦʨʪʦʚ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚè ʩʪʨʘʥʠʮʳ 

çʆʙʟʦʨè ʧʨʠʚʦʜʠʪʩʷ ʪʘʙʣʠʮʘ ʚʩʝʭ ʧʦʨʪʦʚ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ʚ ʚʠʜʝ 

ʪʘʙʣʠʮʳ (ʩʤ. ʨʠʩʫʥʦʢ 2-4). 

 

ʈʠʩʫʥʦʢ 2-4: ʉʦʩʪʦʷʥʠʝ. ʇʦʜʨʘʟʜʝʣ çʉʦʩʪʦʷʥʠʝ ʧʦʨʪʦʚ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚè 

ʂʘʞʜʘʷ ʩʪʨʦʢʘ ʪʘʙʣʠʮʳ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʜʥʦʤʫ ʬʠʟʠʯʝʩʢʦʤʫ ʩʝʪʝʚʦʤʫ 

ʠʥʪʝʨʬʝʡʩʫ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʀʤʷ ʠ MAC-ʘʜʨʝʩè ð ʠʤʷ ʩʝʪʝʚʦʛʦ ʧʦʨʪʘ ʠ MAC-ʘʜʨʝʩ ʬʠʟʠʯʝʩʢʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ʧʦʨʪʘ; 

- çʉʦʩʪʦʷʥʠʝ ʧʦʜʢʣʶʯʝʥʠʷè ð ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʧʦʜʢʣʶʯʝʥʠʷ ʩʝʪʝʚʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ. ʊʘʢʞʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʢʦʨʦʩʪʠ ʠ ʜʫʧʣʝʢʩʝ 

ʧʦʜʢʣʶʯʝʥʠʡ, ʝʩʣʠ ʪʘʢʘʷ ʠʥʬʦʨʤʘʮʠʷ ʜʦʩʪʫʧʥʘ ʜʣʷ ʜʘʥʥʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ. ɼʦʧʦʣʥʠʪʝʣʴʥʦ, ʚ ʜʘʥʥʦʤ ʩʪʦʣʙʮʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʠʤʝʥʘ 

ʧʦʨʪʦʚ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʪʠʧ ʠ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʧʦʜʢʣʶʯʝʥʠʡ. 

ɺʦʟʤʦʞʥʳʝ ʪʠʧʳ ʠ ʩʦʩʪʦʷʥʠʷ ʧʦʜʢʣʶʯʝʥʠʡ ʧʨʠʚʝʜʝʥʳ ʚ ʪʘʙʣʠʮʝ 3-1. 

- çʀʥʪʝʨʬʝʡʩè ð ʠʤʷ ʩʠʩʪʝʤʥʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʦʨʪʘ. ɺ ʩʢʦʙʢʘʭ 

ʫʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʚʠʨʪʫʘʣʴʥʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʢ ʢʦʪʦʨʦʤʫ 



ʧʨʠʚʷʟʘʥ ʩʠʩʪʝʤʥʳʡ ʠʥʪʝʨʬʝʡʩ (ʝʩʣʠ ʪʘʢʦʡ ʠʥʪʝʨʬʝʡʩ ʝʩʪʴ). ʇʨʠ ʵʪʦʤ 

ʠʤʷ ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʦ ʚ ʢʘʯʝʩʪʚʝ ʠʤʝʥʠ 

ʩʝʪʠ ʠʣʠ ʚ ʢʘʯʝʩʪʚʝ ʠʤʝʥʠ ʫʟʣʘ ʩʝʪʠ. 

- çɺ ʩʦʩʪʘʚʝ ʤʦʩʪʘè ð ʠʤʷ ʩʠʩʪʝʤʥʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʤʦʩʪʘ, ʚ 

ʢʦʪʦʨʳʡ ʚʢʣʶʯʸʥ ʜʘʥʥʳʡ ʧʦʨʪ. ɺ ʩʢʦʙʢʘʭ ʫʢʘʟʳʚʘʝʪʩʷ ʠʤʷ 

ʚʠʨʪʫʘʣʴʥʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʢ ʢʦʪʦʨʦʤʫ ʧʨʠʚʷʟʘʥ ʩʠʩʪʝʤʥʳʡ 

ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ (ʝʩʣʠ ʪʘʢʦʚʦʡ ʠʤʝʝʪʩʷ). ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʠʤʷ 

ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʦʠʟʦʡʜʸʪ ʧʝʨʝʭʦʜ ʢ ʩʪʨʘʥʠʮʝ ʥʘʩʪʨʦʡʢʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ (ʩʤ. ʨʘʟʜʝʣ 7.1.1). 

- çɿʦʥʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘè ð ʧʝʨʝʯʠʩʣʝʥʠʝ ʚʩʝʭ ʟʦʥ ʤʝʞʩʝʪʝʚʦʛʦ 

ʵʢʨʘʥʘ, ʚ ʢʦʪʦʨʳʝ ʚʢʣʶʯʸʥ ʠʥʪʝʨʬʝʡʩ; 

- çʇʦʣʫʯʝʥʠʝ (RX)è ð ʢʦʣʠʯʝʩʪʚʦ ʧʨʠʥʷʪʳʭ ʙʘʡʪ (ʧʘʢʝʪʦʚ) ʯʝʨʝʟ ʜʘʥʥʳʡ 

ʠʥʪʝʨʬʝʡʩ; 

- çʆʪʧʨʘʚʢʘ (TX)è ð ʢʦʣʠʯʝʩʪʚʦ ʦʪʧʨʘʚʣʝʥʥʳʭ ʙʘʡʪ (ʧʘʢʝʪʦʚ) ʯʝʨʝʟ 

ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ. 

ʊʘʙʣʠʮʘ 3-1: ʀʢʦʥʢʠ ʪʠʧʦʚ ʠ ʩʦʩʪʦʷʥʠʡ ʧʦʜʢʣʶʯʝʥʠʡ ʧʦʨʪʦʚ ʩʝʪʝʚʳʭ 

ʠʥʪʝʨʬʝʡʩʦʚ 

 

2.1.4 ʇʦʜʨʘʟʜʝʣ «ʍʨʘʥʠʣʠʱʝ» 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʍʨʘʥʠʣʠʱʝè ʩʪʨʘʥʠʮʳ çʆʙʟʦʨ ʧʨʠʚʦʜʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ 

ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʠ ʚʨʝʤʝʥʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʚ ʚʠʜʝ 

ʰʢʘʣʳ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 2-5. 



 

ʈʠʩʫʥʦʢ 2-5: ʉʦʩʪʦʷʥʠʝ. ʇʦʜʨʘʟʜʝʣ çʍʨʘʥʠʣʠʱʝ» 

2.1.5 ʇʦʜʨʘʟʜʝʣ çʉʝʪʴè 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʝʪʴè ʩʪʨʘʥʠʮʳ çʆʙʟʦʨè ʧʨʠʚʦʜʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ 

ʦʩʥʦʚʥʳʭ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ ʚ ʚʠʜʝ ʙʣʦʢʦʚ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 3-9. 

 

ʈʠʩʫʥʦʢ 2-6: ʉʦʩʪʦʷʥʠʝ. ʇʦʜʨʘʟʜʝʣ çʉʝʪʴè 

ʂʨʦʤʝ ʪʦʛʦ, ʚʥʠʟʫ ʧʦʜʨʘʟʜʝʣʘ çʉʝʪʴè ʩʪʨʘʥʠʮʳ çʆʙʟʦʨè ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʪʝʢʫʱʝʝ ʠ ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ ʚʠʜʝ 

ʰʢʘʣʳ (ʩʤ ʨʠʩʫʥʦʢ 2-6). 

2.1.6 ʇʦʜʨʘʟʜʝʣ çɸʢʪʠʚʥʳʝ DHCP ʘʨʝʥʜʳè 

ɺ ʧʦʜʨʘʟʜʝʣʝ çɸʢʪʠʚʥʳʝ DHCP ʘʨʝʥʜʳè ʩʪʨʘʥʠʮʳ çʆʙʟʦʨè ʧʨʠʚʦʜʠʪʩʷ 

ʪʘʙʣʠʮʘ ʘʢʪʠʚʥʳʭ ʘʨʝʥʜʦʚʘʥʥʳʭ DHCP ʘʜʨʝʩʦʚ (ʩʤ. ʨʠʩʫʥʦʢ 2-7). 

 

ʈʠʩʫʥʦʢ 2-7: ʉʦʩʪʦʷʥʠʝ. ʇʦʜʨʘʟʜʝʣ çɸʢʪʠʚʥʳʝ DHCP ʘʨʝʥʜʳè 



ɺ ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʳ ʘʨʝʥʜʦʚʘʥʥʳʝ IPv4-ʘʜʨʝʩʘ ʠ IPv6-ʘʜʨʝʩʘ. ʂʘʞʜʘʷ 

ʩʪʨʦʢʘ ʪʘʙʣʠʮʳ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʜʥʦʤʫ ʘʨʝʥʜʦʚʘʥʥʦʤʫ ʘʜʨʝʩʫ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ 

ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʀʤʷ» ð ʠʤʷ ʭʦʩʪʘ ʢʣʠʝʥʪʘ, ʢʦʪʦʨʦʤʫ ʚʳʜʘʥ ʘʜʨʝʩ ʚ ʘʨʝʥʜʫ; 

- «IPv4-ʘʜʨʝʩè ð IPv4/IPv6 ʘʜʨʝʩ, ʚʳʜʘʥʥʳʡ ʢʣʠʝʥʪʫ ʚ ʘʨʝʥʜʫ; 

- «MAC-ʘʜʨʝʩè ð ʘʧʧʘʨʘʪʥʳʡ MAC ʘʜʨʝʩ ʢʣʠʝʥʪʘ, ʧʦʣʫʯʠʚʰʝʛʦ ʘʜʨʝʩ ʚ 

ʘʨʝʥʜʫ; 

- «DUID» ð ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʠʝʥʪʘ, ʧʦʣʫʯʠʚʰʝʛʦ ʘʜʨʝʩ ʚ 

ʘʨʝʥʜʫ; 

- «ɼʦ ʢʦʥʮʘ ʘʨʝʥʜʳè ð ʦʩʪʘʚʰʝʝʩʷ ʚʨʝʤʷ ʘʨʝʥʜʳ ʚʳʜʘʥʥʦʛʦ ʘʜʨʝʩʘ; 

- «ɹʝʩʩʨʦʯʥʘʷ ʘʨʝʥʜʘ» ð ʩʪʦʣʙʝʮ ʘʢʪʠʚʝʥ, ʝʩʣʠ ʘʨʝʥʜʘ ʚʳʜʘʥʘ ʙʝʩʩʨʦʯʥʦ. 

2.2 ʄʘʨʰʨʫʪʠʟʘʮʠʷ 

ʅʘ ʩʪʨʘʥʠʮʝ çʄʘʨʰʨʫʪʠʟʘʮʠʷè ʨʘʟʜʝʣʘ çʉʦʩʪʦʷʥʠʝè ʦʪʦʙʨʘʞʘʶʪʩʷ 

ʪʝʢʫʱʠʝ IPv4 ʠ IPv6 ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʊʘʢʞʝ ʥʘ ʩʪʨʘʥʠʮʝ ʧʨʠʚʝʜʝʥʘ 

ʪʝʢʫʱʘʷ ARP ʪʘʙʣʠʮʘ (ʪʘʙʣʠʮʘ ʩʦʦʪʚʝʪʩʪʚʠʷ MAC-ʘʜʨʝʩʦʚ IP-ʘʜʨʝʩʘʤ). 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çʄʘʨʰʨʫʪʳè ʜʣʷ IPv4-ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʦʢʘʟʘʥ ʥʘ 

ʨʠʩʫʥʢʝ 2-8. 

 

ʈʠʩʫʥʦʢ 2-8: ʉʪʨʘʥʠʮʘ çʄʘʨʰʨʫʪʳè 



ɼʦʙʘʚʠʪʴ ʩʪʘʪʠʯʝʩʢʠʝ IPv4 ʠʣʠ IPv6 ʤʘʨʰʨʫʪʳ ʤʦʞʥʦ ʥʘ ʩʪʨʘʥʠʮʝ 

«ʄʘʨʰʨʫʪʳè ʨʘʟʜʝʣʘ çʉʝʪʴè (ʩʤ. ʨʘʟʜʝʣ 7.4). 

2.3 ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ 

ʅʘ ʩʪʨʘʥʠʮʝ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè ʨʘʟʜʝʣʘ çʉʦʩʪʦʷʥʠʝè ʦʪʦʙʨʘʞʘʶʪʩʷ 

ʘʢʪʠʚʥʳʝ ʧʨʘʚʠʣʘ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʜʣʷ ʚʩʝʭ ʪʘʙʣʠʮ (Filter, NAT, Mangle) ʠ 

ʠʭ ʮʝʧʦʯʝʢ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 

2-9. 

 

ʈʠʩʫʥʦʢ 2-9: ʉʪʨʘʥʠʮʘ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè 

ʋʧʨʘʚʣʝʥʠʝ ʤʝʞʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ (ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʠ ʜʦʙʘʚʣʝʥʠʝ 

ʧʨʘʚʠʣ) ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʩʪʨʘʥʠʮʝ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè ʨʘʟʜʝʣʘ çʉʝʪʴè (ʩʤ. 

ʨʘʟʜʝʣ 7.5). 



2.4 ʇʨʦʮʝʩʩ r

ʉʪʨʘʥʠʮʘ çʇʨʦʮʝʩʩʳè ʨʘʟʜʝʣʘ çʆʙʟʦʨè (ʠʣʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʨʘʟʜʝʣʘ) 

ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ʨʘʙʦʪʘʶʱʠʭ ʚ ʩʠʩʪʝʤʝ ʧʨʦʮʝʩʩʦʚ ʠ ʠʭ ʦʩʥʦʚʥʳʝ 

ʧʘʨʘʤʝʪʨʳ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çʇʨʦʮʝʩʩʳè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 2-10. 

 

ʈʠʩʫʥʦʢ 2-10: ʉʦʩʪʦʷʥʠʝ. ʇʦʜʨʘʟʜʝʣ çʉʝʪʴè 

ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- «PID» ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʮʝʩʩʘ; 

- çɺʣʘʜʝʣʝʮè ð ʧʦʣʴʟʦʚʘʪʝʣʴ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ ʟʘʧʫʱʝʥ ʧʨʦʮʝʩʩ; 

- çʂʦʤʘʥʜʘè ð ʠʤʷ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʠʣʠ ʢʦʤʘʥʜʘ, ʟʘʧʫʩʪʠʚʰʘʷ 

ʧʨʦʮʝʩʩ; 

- çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʎʇ (%)è ð ʧʨʦʮʝʥʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʮʝʩʩʦʨʥʦʛʦ 

ʚʨʝʤʝʥʠ ʜʘʥʥʳʤ ʧʨʦʮʝʩʩʦʤ; 

- çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʘʤʷʪʠ (%)è ð ʧʨʦʮʝʥʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʧʝʨʘʪʠʚʥʦʡ 

ʧʘʤʷʪʠ ʜʘʥʥʳʤ ʧʨʦʮʝʩʩʦʤ. 

ɺ ʥʠʞʥʝʡ ʯʘʩʪʠ ʩʪʨʘʥʠʮʳ ʨʘʩʧʦʣʦʞʝʥʳ ʢʥʦʧʢʠ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʮʝʩʩʘʤʠ: 

- çʇʝʨʝʟʘʧʫʩʪʠʪʴè ð ʚʳʧʦʣʥʷʝʪ ʧʝʨʝʟʘʧʫʩʢ ʚʳʙʨʘʥʥʦʛʦ ʧʨʦʮʝʩʩʘ; 



- çɿʘʚʝʨʰʠʪʴè ð ʦʪʧʨʘʚʣʷʝʪ ʚʳʙʨʘʥʥʦʤʫ ʧʨʦʮʝʩʩʫ ʩʠʛʥʘʣ ʟʘʚʝʨʰʝʥʠʷ 

(SIGTERM); 

- çʋʙʠʪʴè ð ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʟʘʚʝʨʰʘʝʪ ʚʳʙʨʘʥʥʳʡ ʧʨʦʮʝʩʩ (SIGKILL). 

2.5 ʄʦʥʠʪʦʨʠʥʛ 

ʉʪʨʘʥʠʮʘ çʄʦʥʠʪʦʨʠʥʛè ʨʘʟʜʝʣʘ çʆʙʟʦʨ» ʦʪʦʙʨʘʞʘʝʪ ʛʨʘʬʠʢʠ ʠ 

ʧʘʨʘʤʝʪʨʳ ʩʠʩʪʝʤʥʦʡ ʥʘʛʨʫʟʢʠ, ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʠ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ 

ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʘʭ 2-11 ʠ 2-12. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʪʨʠ ʧʦʜʨʘʟʜʝʣʘ: çʅʘʛʨʫʟʢʘè, çʊʨʘʬʠʢè ʠ 

çʉʦʝʜʠʥʝʥʠʷè. 

2.5.1 ʇʦʜʨʘʟʜʝʣ «ʅʘʛʨʫʟʢʘ» 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʅʘʛʨʫʟʢʘè ʦʪʦʙʨʘʞʘʝʪʩʷ ʛʨʘʬʠʢ ʩʨʝʜʥʝʡ ʟʘʛʨʫʟʢʠ 

ʩʠʩʪʝʤʳ ʟʘ 1, 5 ʠ 15 ʤʠʥʫʪ. ɻʨʘʬʠʢ ʧʦʩʪʨʦʝʥ ʩ ʚʨʝʤʝʥʥʳʤ ʦʢʥʦʤ 2 ʤʠʥʫʪʳ ʠ 

ʠʥʪʝʨʚʘʣʦʤ ʦʙʥʦʚʣʝʥʠʷ 3 ʩʝʢʫʥʜʳ. 

 

ʈʠʩʫʥʦʢ 2-11: ʄʦʥʠʪʦʨʠʥʛ. ʇʦʜʨʘʟʜʝʣ «ʅʘʛʨʫʟʢʘ»  

ʅʠʞʝ ʛʨʘʬʠʢʘ ʧʨʠʚʦʜʷʪʩʷ ʯʠʩʣʦʚʳʝ ʟʥʘʯʝʥʠʷ ʩʨʝʜʥʝʡ ʠ ʧʠʢʦʚʦʡ 

ʥʘʛʨʫʟʢʠ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʪʨʸʭ ʠʥʪʝʨʚʘʣʦʚ: 

- çʅʘʛʨʫʟʢʘ ʟʘ 1 ʤʠʥʫʪʫè ð ʪʝʢʫʱʝʝ ʟʥʘʯʝʥʠʝ, ʩʨʝʜʥʝʝ ʠ ʧʠʢʦʚʦʝ 

ʟʥʘʯʝʥʠʝ ʥʘʛʨʫʟʢʠ ʟʘ ʧʦʩʣʝʜʥʶʶ ʤʠʥʫʪʫ; 



- çʅʘʛʨʫʟʢʘ ʟʘ 5 ʤʠʥʫʪè ð ʪʝʢʫʱʝʝ ʟʥʘʯʝʥʠʝ, ʩʨʝʜʥʝʝ ʠ ʧʠʢʦʚʦʝ ʟʥʘʯʝʥʠʝ 

ʥʘʛʨʫʟʢʠ ʟʘ ʧʦʩʣʝʜʥʠʝ 5 ʤʠʥʫʪ; 

- çʅʘʛʨʫʟʢʘ ʟʘ 15 ʤʠʥʫʪè ð ʪʝʢʫʱʝʝ ʟʥʘʯʝʥʠʝ, ʩʨʝʜʥʝʝ ʠ ʧʠʢʦʚʦʝ 

ʟʥʘʯʝʥʠʝ ʥʘʛʨʫʟʢʠ ʟʘ ʧʦʩʣʝʜʥʠʝ 15 ʤʠʥʫʪ. 

2.5.2 ʇʦʜʨʘʟʜʝʣ «ʊʨʘʬʠʢ» 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʊʨʘʬʠʢè ʦʪʦʙʨʘʞʘʝʪʩʷ ʛʨʘʬʠʢ ʚʭʦʜʷʱʝʛʦ ʠ ʠʩʭʦʜʷʱʝʛʦ 

ʪʨʘʬʠʢʘ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ (br-lan, can0, eth0, eth1 ʠ ʜʨ.). 

ɻʨʘʬʠʢ ʧʦʩʪʨʦʝʥ ʩ ʚʨʝʤʝʥʥʳʤ ʦʢʥʦʤ 2 ʤʠʥʫʪʳ ʠ ʠʥʪʝʨʚʘʣʦʤ ʦʙʥʦʚʣʝʥʠʷ 3 

ʩʝʢʫʥʜʳ. 

 

ʈʠʩʫʥʦʢ 2-12: ʄʦʥʠʪʦʨʠʥʛ. ʇʦʜʨʘʟʜʝʣ «ʊʨʘʬʠʢ»  

ʅʠʞʝ ʛʨʘʬʠʢʘ ʧʨʠʚʦʜʷʪʩʷ ʯʠʩʣʦʚʳʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʚʭʦʜʷʱʝʛʦ ʠ 

ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ: 

- çɺʭʦʜʷʱʠʡè ð ʪʝʢʫʱʘʷ ʩʢʦʨʦʩʪʴ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ; 

- çʉʨʝʜʥʷʷè ð ʩʨʝʜʥʷʷ ʩʢʦʨʦʩʪʴ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʟʘ ʧʝʨʠʦʜ 

ʥʘʙʣʶʜʝʥʠʷ; 

- çʇʠʢʦʚʘʷè ð ʤʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʟʘ ʧʝʨʠʦʜ 

ʥʘʙʣʶʜʝʥʠʷ; 



ɸʥʘʣʦʛʠʯʥʳʝ ʟʥʘʯʝʥʠʷ ʦʪʦʙʨʘʞʘʶʪʩʷ ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ. 

2.5.3 ʇʦʜʨʘʟʜʝʣ «ʉʦʝʜʠʥʝʥʠʷ» 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʦʝʜʠʥʝʥʠʷè (ʩʤ. ʨʠʩʫʥʦʢ 2.13) ʦʪʦʙʨʘʞʘʝʪʩʷ ʛʨʘʬʠʢ 

ʢʦʣʠʯʝʩʪʚʘ ʘʢʪʠʚʥʳʭ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩ ʨʘʟʙʠʚʢʦʡ ʧʦ ʧʨʦʪʦʢʦʣʘʤ (UDP, 

TCP, ɼʨʫʛʠʝ). ɻʨʘʬʠʢ ʧʦʩʪʨʦʝʥ ʩ ʚʨʝʤʝʥʥʳʤ ʦʢʥʦʤ 2 ʤʠʥʫʪʳ ʠ ʠʥʪʝʨʚʘʣʦʤ 

ʦʙʥʦʚʣʝʥʠʷ 3 ʩʝʢʫʥʜʳ. 

 

ʈʠʩʫʥʦʢ 2-13: ʄʦʥʠʪʦʨʠʥʛ. ʇʦʜʨʘʟʜʝʣ «ʉʦʝʜʠʥʝʥʠʷ»  

ʅʠʞʝ ʛʨʘʬʠʢʘ ʧʨʠʚʦʜʷʪʩʷ ʯʠʩʣʦʚʳʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ 

ʩʦʝʜʠʥʝʥʠʡ: 

- «UDP» ð ʪʝʢʫʱʝʝ, ʩʨʝʜʥʝʝ ʠ ʧʠʢʦʚʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʠʚʥʳʭ UDP-

ʩʦʝʜʠʥʝʥʠʡ; 

- «TCP» ð ʪʝʢʫʱʝʝ, ʩʨʝʜʥʝʝ ʠ ʧʠʢʦʚʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʠʚʥʳʭ TCP-

ʩʦʝʜʠʥʝʥʠʡ; 

- çɼʨʫʛʠʝè ð ʪʝʢʫʱʝʝ, ʩʨʝʜʥʝʝ ʠ ʧʠʢʦʚʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʠʚʥʳʭ 

ʩʦʝʜʠʥʝʥʠʡ ʧʦ ʧʨʦʯʠʤ ʧʨʦʪʦʢʦʣʘʤ. 



ʅʠʞʝ ʨʘʩʧʦʣʦʞʝʥʘ ʦʧʮʠʷ çɺʢʣʶʯʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʠʤʸʥè, ʢʦʪʦʨʘʷ 

ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ ʦʙʨʘʪʥʦʝ DNS-ʨʘʟʨʝʰʝʥʠʝ IP-ʘʜʨʝʩʦʚ ʚ ʪʘʙʣʠʮʝ 

ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ. 

ʊʘʙʣʠʮʘ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʉʝʪʴè ð ʪʠʧ ʩʝʪʠ (IPv4/IPv6); 

- çʇʨʦʪʦʢʦʣè ð ʪʨʘʥʩʧʦʨʪʥʳʡ ʧʨʦʪʦʢʦʣ (TCP, UDP ʠ ʪ.ʜ.); 

- çʆʪʧʨʘʚʠʪʝʣʴè ð IP-ʘʜʨʝʩ ʠ ʧʦʨʪ ʠʩʪʦʯʥʠʢʘ; 

- çʇʦʣʫʯʘʪʝʣʴè ð IP-ʘʜʨʝʩ ʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ; 

- çʇʝʨʝʜʘʥʦè ð ʦʙʲʸʤ ʧʝʨʝʜʘʥʥʳʭ ʜʘʥʥʳʭ. 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ ʪʘʙʣʠʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ çʅʝʪ ʜʦʩʪʫʧʥʦʡ ʠʥʬʦʨʤʘʮʠʠè. 

2.6 ɾʫʨʥʘʣʳ 

ʉʪʨʘʥʠʮʘ çɾʫʨʥʘʣʳè ʨʘʟʜʝʣʘ çʉʦʩʪʦʷʥʠʝè ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʩʠʩʪʝʤʥʳʭ ʞʫʨʥʘʣʦʚ ʨʘʟʣʠʯʥʳʭ ʩʣʫʞʙ.  

ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʧʦʜʨʘʟʜʝʣʳ ʜʣʷ ʧʝʨʝʢʣʶʯʝʥʠʷ ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ 

ʞʫʨʥʘʣʘʤʠ: 

- çɾʫʨʥʘʣ ʷʜʨʘè (ʩʤ. ʨʘʟʜʝʣ 2.6.1); 

- çʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣè (ʩʤ. ʨʘʟʜʝʣ 2.6.2); 

- çɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ (cron)è (ʩʤ. ʨʘʟʜʝʣ 2.6.3); 

- çSNMPè (ʩʤ. ʨʘʟʜʝʣ 2.6.4). 

ɼʣʷ ʢʘʞʜʦʛʦ ʞʫʨʥʘʣʘ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʠ 

ʥʘʩʪʨʦʡʢʠ ʦʪʦʙʨʘʞʝʥʠʷ: 

- çʆʪʦʙʨʘʞʘʪʴ ʧʦ ʫʙʳʚʘʥʠʶ ʚʨʝʤʝʥʠ (ʧʦʩʣʝʜʥʝʝ ʩʚʝʨʭʫ)è ð ʧʨʠ 

ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʦʧʮʠʠ ʩʘʤʳʝ ʩʚʝʞʠʝ ʟʘʧʠʩʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʥʘʯʘʣʝ 

ʪʘʙʣʠʮʳ. 

- çʆʪʦʙʨʘʞʘʪʴ ʧʨʠʦʨʠʪʝʪʳè ð ʧʦʟʚʦʣʷʝʪ ʬʠʣʴʪʨʦʚʘʪʴ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ ʧʦ 

ʫʨʦʚʥʶ ʚʘʞʥʦʩʪʠ (Info, Notice, Error, Debug, Warning ʠ ʜʨ.). ʈʷʜʦʤ ʩ 

ʢʘʞʜʳʤ ʧʨʠʦʨʠʪʝʪʦʤ ʫʢʘʟʳʚʘʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ ʩ ʜʘʥʥʳʤ 

ʫʨʦʚʥʝʤ. 



- çʆʪʦʙʨʘʞʘʪʴ ʩʪʦʣʙʮʳè ð ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ, ʢʘʢʠʝ ʢʦʣʦʥʢʠ ʙʫʜʫʪ 

ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ ʪʘʙʣʠʮʝ ʟʘʧʠʩʝʡ. ɼʦʩʪʫʧʥʳʝ ʩʪʦʣʙʮʳ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ: 

o çˉè ð ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ; 

o çɺʨʝʤʷè / çɺʨʝʤʝʥʥʘʷ ʤʝʪʢʘè ð ʚʨʝʤʷ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʷ; 

o çʇʨʠʦʨʠʪʝʪè ð ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʷ; 

o çʉʦʦʙʱʝʥʠʝè ð ʪʝʢʩʪ ʩʦʙʳʪʠʷ; 

- çʌʠʣʴʪʨ ʟʘʧʠʩʝʡè ð ʧʦʣʝ ʜʣʷ ʪʝʢʩʪʦʚʦʛʦ ʧʦʠʩʢʘ ʧʦ ʟʘʧʠʩʷʤ ʞʫʨʥʘʣʘ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʚʚʝʩʪʠ ʩʪʨʦʢʫ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ. 

ɺ ʪʘʙʣʠʮʝ ʞʫʨʥʘʣʘ ʦʪʦʙʨʘʞʘʶʪʩʷ ʟʘʧʠʩʠ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ 

ʩʪʦʣʙʮʘʤʠ.  

2.6.1 ʇʦʜʨʘʟʜʝʣ «ɾʫʨʥʘʣ ʷʜʨʘ» 

ʅʘ ʩʪʨʘʥʠʮʝ çɾʫʨʥʘʣ ʷʜʨʘè ʨʘʟʜʝʣʘ çʉʦʩʪʦʷʥʠʝè ʦʪʦʙʨʘʞʘʝʪʩʷ ʚʳʚʦʜ 

ʞʫʨʥʘʣʘ ʷʜʨʘ, ʚ ʢʦʪʦʨʳʡ ʟʘʧʠʩʳʚʘʶʪʩʷ ʩʦʦʙʱʝʥʠʷ ʨʘʙʦʪʳ ʷʜʨʘ Linux, ʥʘʯʠʥʘʷ 

ʩ ʤʦʤʝʥʪʘ ʟʘʛʨʫʟʢʠ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çɾʫʨʥʘʣ ʷʜʨʘè ʧʦʢʘʟʘʥ ʥʘ 

ʨʠʩʫʥʢʝ 2-14. 

 

ʈʠʩʫʥʦʢ 2-14: ʉʪʨʘʥʠʮʘ çɾʫʨʥʘʣ ʷʜʨʘè 



ɺ ʞʫʨʥʘʣʝ ʷʜʨʘ ʥʝ ʨʝʛʠʩʪʨʠʨʫʶʪʩʷ ʢʘʢʠʝ-ʣʠʙʦ ʩʦʙʳʪʠʷ ʦʪ ʧʨʠʣʦʞʝʥʠʡ 

ʠ ʩʣʫʞʙ ʫʨʦʚʥʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

2.6.2 ʇʦʜʨʘʟʜʝʣ «ʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ» 

ʅʘ ʩʪʨʘʥʠʮʝ çʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣè ʨʘʟʜʝʣʘ çʉʦʩʪʦʷʥʠʝè ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʚʳʚʦʜ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ, ʚ ʢʦʪʦʨʳʡ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚʩʝ ʩʦʙʳʪʠʷ ʷʜʨʘ Linux, 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʣʫʞʙ, ʟʘʧʫʱʝʥʥʳʭ ʚ ʩʠʩʪʝʤʝ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ 

çʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 2-15. 

 

ʈʠʩʫʥʦʢ 2-15: ʉʪʨʘʥʠʮʘ çʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ» 

2.6.3 ʇʦʜʨʘʟʜʝʣ «ɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ (cron)» 

ɺ ʧʦʜʨʘʟʜʝʣʝ çɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ (cron)è ʦʪʦʙʨʘʞʘʝʪʩʷ ʞʫʨʥʘʣ 

ʩʣʫʞʙʳ cron, ʢʦʪʦʨʘʷ ʚʳʧʦʣʥʷʝʪ ʧʝʨʠʦʜʠʯʝʩʢʠ ʟʘʧʫʩʢʘʝʤʳʝ ʟʘʜʘʯʠ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ (cron)è ʧʦʢʘʟʘʥ ʥʘ 

ʨʠʩʫʥʢʝ 2-16. 



 

ʈʠʩʫʥʦʢ 2-16: ʉʪʨʘʥʠʮʘ çɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ (cron)» 

2.6.4 ʇʦʜʨʘʟʜʝʣ «SNMP» 

ɺ ʧʦʜʨʘʟʜʝʣʝ çSNMPè ʦʪʦʙʨʘʞʘʝʪʩʷ ʞʫʨʥʘʣ ʨʘʙʦʪʳ ʩʣʫʞʙʳ SNMP 

(Simple Network Management Protocol), ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʡ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çSNMPè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 2-17. 

 

ʈʠʩʫʥʦʢ 2-17: ʉʪʨʘʥʠʮʘ çSNMP»  



3 ʉʠʩʪʝʤʘ 

3.1 ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʩʠʩʪʝʤʳ ʨʘʟʤʝʱʝʥʳ ʥʘ ʩʪʨʘʥʠʮʝ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè 

ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʠ ʨʘʟʜʝʣʝʥʳ ʥʘ ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ: 

- çʋʩʪʨʦʡʩʪʚʦè (ʩʤ. ʨʘʟʜʝʣ 3.1.1); 

- çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè (ʩʤ. ʨʘʟʜʝʣ 3.1.2); 

- çʗʟʳʢ ʠ ʪʝʤʘè (ʩʤ. ʨʘʟʜʝʣ 3.1.3); 

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʝè (ʩʤ. ʨʘʟʜʝʣ 3.1.4); 

- çʅʘʩʪʨʦʡʢʠ ZRamè (ʩʤ. ʨʘʟʜʝʣ 3.1.5). 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çʉʠʩʪʝʤʘè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-1. 

 

ʈʠʩʫʥʦʢ 3-1: ʉʪʨʘʥʠʮʘ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè 

3.1.1 ɺʢʣʘʜʢʘ çʋʩʪʨʦʡʩʪʚʦ» 

ɺʢʣʘʜʢʘ çʋʩʪʨʦʡʩʪʚʦè ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʠʤʷ ʭʦʩʪʘ ʩʠʩʪʝʤʳ. ɺʥʝʰʥʠʡ 

ʚʠʜ ʚʢʣʘʜʢʠ çʋʩʪʨʦʡʩʪʚʦè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-2. 

 

ʈʠʩʫʥʦʢ 3-2: ʉʪʨʘʥʠʮʘ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè. ɺʢʣʘʜʢʘ çʍʦʩʪè 



3.1.2 ɺʢʣʘʜʢʘ çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè 

ɺʦ ʚʢʣʘʜʢʝ çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè ʚʳʧʦʣʥʷʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʩʠʩʪʝʤʥʦʡ 

ʩʣʫʞʙʳ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ. ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè ʧʦʢʘʟʘʥ 

ʥʘ ʨʠʩʫʥʢʝ 3-3. 

 

ʈʠʩʫʥʦʢ 3-3: ʉʪʨʘʥʠʮʘ çʉʠʩʪʝʤʘè. ɺʢʣʘʜʢʘ çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè 

ɼʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

- çʈʘʟʤʝʨ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘè ð ʨʘʟʤʝʨ ʭʨʘʥʠʤʦʛʦ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ 

ʚ ʢʠʣʦʙʘʡʪʘʭ. ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʫʢʘʟʘʥʥʦʛʦ ʨʘʟʤʝʨʘ ʩʘʤʳʝ ʩʪʘʨʳʝ 

ʟʘʧʠʩʠ ʙʫʜʫʪ ʫʜʘʣʷʪʴʩʷ ʠʟ ʞʫʨʥʘʣʘ; 

- çɺʥʝʰʥʠʡ ʩʝʨʚʝʨ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘè ð IP-ʘʜʨʝʩ ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ 

ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ. ʇʨʠ ʫʢʘʟʘʥʠʠ ʘʜʨʝʩʘ ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ 

ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ, ʩʦʙʳʪʠʷ ʙʫʜʫʪ ʜʫʙʣʠʨʦʚʘʪʴʩʷ ʥʘ ʥʝʛʦ; 

- çʇʦʨʪ ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘè ð ʥʦʤʝʨ ʧʦʨʪʘ ʚʥʝʰʥʝʛʦ 

ʩʝʨʚʝʨʘ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ; 

- «ʇʨʦʪʦʢʦʣ ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ» ð ʚʳʙʦʨ ʧʨʦʪʦʢʦʣʘ 

ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ; 

- çɿʘʧʠʩʳʚʘʪʴ ʩʠʩʪʝʤʥʳʝ ʩʦʙʳʪʠʷ ʚ ʬʘʡʣè ð ʣʦʢʘʣʴʥʳʡ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ; 

- «ʋʨʦʚʝʥʴ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ ʢʦʥʩʦʣʠ» ð ʚʳʙʦʨ ʫʨʦʚʥʷ ʩʦʙʳʪʠʡ ʜʣʷ 

ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ. ɺ ʩʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ ʙʫʜʫʪ ʟʘʧʠʩʳʚʘʪʴʩʷ ʚʩʝ ʩʦʙʳʪʠʷ 



ʩ ʫʨʦʚʥʝʤ ʚʳʰʝ ʠʣʠ ʨʘʚʥʳʤ ʚʳʙʨʘʥʥʦʤʫ. ɼʣʷ ʚʳʙʦʨʘ ʜʦʩʪʫʧʥʳ 

ʩʣʝʜʫʶʱʠʝ ʫʨʦʚʥʠ: 

o ʦʪʣʘʜʢʘ (debug); 

o ʠʥʬʦʨʤʘʮʠʷ (information); 

o ʟʘʤʝʪʢʘ (notice); 

o ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ (warning); 

o ʦʰʠʙʢʘ (error); 

o ʢʨʠʪʠʯʝʩʢʘʷ ʩʠʪʫʘʮʠʷ (critical); 

o ʪʨʝʚʦʛʘ (alarm); 

o ʯʨʝʟʚʳʯʘʡʥʘʷ ʩʠʪʫʘʮʠʷ (emergency); 

3.1.3 ɺʢʣʘʜʢʘ çʗʟʳʢ ʠ ʪʝʤʘ» 

ɺʦ ʚʢʣʘʜʢʝ çʗʟʳʢè ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʙʦʨʘ ʷʟʳʢʘ ʠ ʪʝʤʳ 

ʦʬʦʨʤʣʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ Web-ʠʥʪʝʨʬʝʡʩʘ LuCI. ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ çʗʟʳʢ 

ʠ ʪʝʤʘè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-4. 

 

ʈʠʩʫʥʦʢ 3-4: ʉʪʨʘʥʠʮʘ çʉʠʩʪʝʤʘè. ɺʢʣʘʜʢʘ çʗʟʳʢè 

ʇʦʤʠʤʦ ʩʧʠʩʢʘ ʷʟʳʢʦʚ ʚ ʚʳʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ çʗʟʳʢè ʩʦʜʝʨʞʠʪʩʷ 

ʵʣʝʤʝʥʪ çʘʚʪʦʤʘʪʠʯʝʩʢʠè, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʞʠʤ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʚʳʙʦʨʘ ʷʟʳʢʘ ʠʥʪʝʨʬʝʡʩʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʷʟʳʢʘ, 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʙʨʘʫʟʝʨʝ ʢʣʠʝʥʪʘ. 

  



3.1.4 ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝè 

ɺʦ ʚʢʣʘʜʢʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝè ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʥʘʩʪʨʦʡʢʠ. ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-5. 

 

ʈʠʩʫʥʦʢ 3-5: ʉʪʨʘʥʠʮʘ çʉʠʩʪʝʤʘè. ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝè 

ʅʘʩʪʨʦʡʢʘ çʀʥʪʝʨʚʘʣ ʘʚʪʦʦʙʥʦʚʣʝʥʠʷè ʦʧʨʝʜʝʣʷʝʪ ʠʥʪʝʨʚʘʣ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʩʪʨʘʥʠʮʘʭ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʭ 

ʜʘʥʥʫʶ ʚʦʟʤʦʞʥʦʩʪʴ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʬʫʥʢʮʠʠ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʩʦʜʝʨʞʠʪʩʷ ʚ ʨʘʟʜʝʣʝ 1.2. 

3.1.5 ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ZRamè 

ɺʦ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ ZRamè (ʩʤ. ʨʠʩʫʥʦʢ 3-6) ʩʪʨʘʥʠʮʳ çʆʙʱʠʝ 

ʥʘʩʪʨʦʡʢʠè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʦʙʲʝʤʘ ʩʞʘʪʦʡ 

ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ZRam ʠ ʘʣʛʦʨʠʪʤʘ ʢʦʤʧʨʝʩʩʠʠ. 

 

ʈʠʩʫʥʦʢ 3-6: ʉʪʨʘʥʠʮʘ çʉʠʩʪʝʤʘè. ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ZRam» 

3.2 ɺʨʝʤʷ 

ʅʘ ʩʪʨʘʥʠʮʝ çɺʨʝʤʷè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʨʘʟʤʝʱʝʥʳ ʥʘʩʪʨʦʡʢʠ 

ʣʦʢʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʫʩʪʨʦʡʩʪʚʘ, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʡʢʠ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ 

ʧʨʠ ʧʦʤʦʱʠ ʩʣʫʞʙʳ NTP. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çɺʨʝʤʷè ʧʦʢʘʟʘʥ ʥʘ 

ʨʠʩʫʥʢʝ 3-7. 



 

ʈʠʩʫʥʦʢ 3-7: ʉʪʨʘʥʠʮʘ çɺʨʝʤʷè 

ɺ ʧʦʣʝ çʉʠʩʪʝʤʥʦʝ ʚʨʝʤʷè ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʝʢʫʱʝʝ ʣʦʢʘʣʴʥʦʝ ʚʨʝʤʷ ʠ 

ʜʘʪʘ. ʂʥʦʧʢʘ çʉʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʩ ʙʨʘʫʟʝʨʦʤè ʚʳʧʦʣʥʷʝʪ ʫʩʪʘʥʦʚʢʫ 

ʣʦʢʘʣʴʥʦʡ ʜʘʪʳ ʠ ʚʨʝʤʝʥʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʝʢʫʱʝʡ ʜʘʪʦʡ ʠ 

ʚʨʝʤʝʥʝʤ, ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʢʣʠʝʥʪʘ (ʪʦ ʝʩʪʴ ʚ ʙʨʘʫʟʝʨʝ). ʇʨʠ 

ʩʣʝʜʫʶʱʝʤ ʦʙʥʦʚʣʝʥʠʠ ʟʥʘʯʝʥʠʷ ʧʦʣʷ çʃʦʢʘʣʴʥʦʝ ʚʨʝʤʷè, ʟʥʘʯʝʥʠʷ ʜʘʪʳ ʠ 

ʚʨʝʤʝʥʠ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʚ ʥʦʚʳʝ ʟʥʘʯʝʥʠʷ. 

ʂʥʦʧʢʘ çʉʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʧʦ NTPè ʚʳʧʦʣʥʷʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠ ʁ

ʚʨʝʤʝʥʠ ʫʩʪʨʦʡʩʪʚʘ ʩ NTP-ʩʝʨʚʝʨʘʤʠ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʨʘʟʜʝʣ 4.2.1). 

ɺ ʚʳʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ çʏʘʩʦʚʦʡ ʧʦʷʩè ʚʳʧʦʣʥʷʝʪʩʷ ʚʳʙʦʨ ʯʘʩʦʚʦʛʦ 

ʧʦʷʩʘ ʣʦʢʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʫʩʪʨʦʡʩʪʚʘ. ɼʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚ ʧʦʣʝ çʃʦʢʘʣʴʥʦʝ 

ʚʨʝʤʷè ʚʨʝʤʝʥʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʯʘʩʦʚʳʤ ʧʦʷʩʦʤ, ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʠʤʝʥʠʪʴ ʠʟʤʝʥʝʥʠʷ, ʥʘʞʘʚ ʢʥʦʧʢʫ çʉʦʭʨʘʥʠʪʴ ʠ ʧʨʠʤʝʥʠʪʴè. 

 



3.2.1 ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ 

ʆʧʮʠʷ çɺʢʣʶʯʠʪʴ NTP-ʢʣʠʝʥʪè ʚʢʣʶʯʘʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʧʨʠ 

ʧʦʤʦʱʠ NTP-ʢʣʠʝʥʪʘ. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʧʠʩʢʘ 

NTP-ʩʝʨʚʝʨʦʚ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʩʧʠʩʢʝ çʉʧʠʩʦʢ NTP-ʩʝʨʚʝʨʦʚè. 

ʆʧʮʠʷ çɺʢʣʶʯʠʪʴ NTP-ʩʝʨʚʝʨè ʚʢʣʶʯʘʝʪ ʩʣʫʞʙʫ NTP-ʩʝʨʚʝʨʘ. ɽʩʣʠ 

ʜʘʥʥʘʷ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ, ʪʦ ʫʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʦ ʚ ʢʘʯʝʩʪʚʝ 

NTP-ʩʝʨʚʝʨʘ ʚ ʩʝʪʠ. 

ʆʧʮʠʷ «ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʝʨʚʝʨʳ, ʦʙʲʷʚʣʝʥʥʳʝ ʯʝʨʝʟ DHCPè ʚʢʣʶʯʘʝʪ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ NTP-ʩʝʨʚʝʨʦʚ, ʧʦʣʫʯʝʥʥʳʭ ʦʪ DHCP-ʩʝʨʚʝʨʘ ʚ ʜʦʧʦʣʥʝʥʠʝ ʢ 

ʩʝʨʚʝʨʘʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʩʧʠʩʢʝ ʚʨʫʯʥʫʶ. 

ɺ ʩʧʠʩʢʝ çʉʧʠʩʦʢ NTP-ʩʝʨʚʝʨʦʚè ʫʢʘʟʳʚʘʝʪʩʷ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ NTP-

ʩʝʨʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʣʦʢʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʠ 

ʚʢʣʶʯʝʥʥʦʡ ʦʧʮʠʠ çɺʢʣʶʯʠʪʴ NTP-ʢʣʠʝʥʪè. 

3.3 ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ 

ʉʪʨʘʥʠʮʘ çʋʧʨʘʚʣʝʥʠʝè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʩʦʜʝʨʞʠʪ ʥʘʩʪʨʦʡʢʠ 

ʣʦʢʘʣʴʥʦʛʦ ʠ ʫʜʘʣʸʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ. ʅʘ ʩʪʨʘʥʠʮʝ çʋʧʨʘʚʣʝʥʠʝè 

ʨʘʟʤʝʱʝʥʳ ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ: 

- çʇʘʨʦʣʴ ʫʩʪʨʦʡʩʪʚʘè (ʩʤ. ʨʘʟʜʝʣ 3.3.1); 

- çɼʦʩʪʫʧ ʧʦ SSHè (ʩʤ. ʨʘʟʜʝʣ 3.3.2); 

- «SSH-ʢʣʶʯʠè (ʩʤ. ʨʘʟʜʝʣ 3.3.3); 

- «ɼʦʩʪʫʧ HTTP(S)è (ʩʤ. ʨʘʟʜʝʣ 3.3.4). 

3.3.1 ʇʘʨʦʣʴ ʫʩʪʨʦʡʩʪʚʘ 

ɺʦ ʚʢʣʘʜʢʝ çʇʘʨʦʣʴ ʫʩʪʨʦʡʩʪʚʘè ʩʪʨʘʥʠʮʳ çʋʧʨʘʚʣʝʥʠʝè (ʩʤ. ʨʠʩʫʥʦʢ 

3-8) ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʷ çrootè. ʋʢʘʟʘʥʥʳʡ ʧʘʨʦʣʴ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʦʥʩʦʣʠ ʫʩʪʨʦʡʩʪʚʘ, ʪʘʢ ʠ ʜʣʷ ʜʦʩʪʫʧʘ ʢ Web-

ʠʥʪʝʨʬʝʡʩʫ LuCI (ʩʤ. ʨʠʩʫʥʦʢ 1-2). 



 

ʈʠʩʫʥʦʢ 3-8: ʉʪʨʘʥʠʮʘ çʋʧʨʘʚʣʝʥʠʝè. ɺʢʣʘʜʢʘ çʇʘʨʦʣʴ ʫʩʪʨʦʡʩʪʚʘ» 

3.3.2 ɼʦʩʪʫʧ ʧʦ SSH 

ɺʦ ʚʢʣʘʜʢʝ çɼʦʩʪʫʧ ʧʦ SSHè ʩʪʨʘʥʠʮʳ çʋʧʨʘʚʣʝʥʠʝè (ʩʤ. ʨʠʩʫʥʦʢ 3-9) 

ʨʘʟʤʝʱʝʥʳ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ Dropbear, ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ 

ʫʩʪʨʦʡʩʪʚʘʤ ʧʦ ʧʨʦʪʦʢʦʣʘʤ SSH ʠ SFTP. 

 

ʈʠʩʫʥʦʢ 3-9: ʉʪʨʘʥʠʮʘ çʋʧʨʘʚʣʝʥʠʝè. ɺʢʣʘʜʢʘ çɼʦʩʪʫʧ ʧʦ SSHè 

ʂʥʦʧʢʠ çɼʦʙʘʚʠʪʴ ʵʢʟʝʤʧʣʷʨè ʠ çʋʜʘʣʠʪʴè ʧʦʟʚʦʣʷʶʪ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ 

ʜʦʙʘʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʵʢʟʝʤʧʣʷʨʳ ʩʝʨʚʝʨʘ Dropbear. ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʩʠʩʪʝʤʝ 

ʟʘʧʫʱʝʥ ʪʦʣʴʢʦ ʦʜʠʥ ʵʢʟʝʤʧʣʷʨ ʩʝʨʚʝʨʘ Dropbear, ʨʘʙʦʪʘʶʱʠʡ ʥʘ TCP ʧʦʨʪʫ 

22 ʥʘ ʚʩʝʭ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ. 



ɼʣʷ ʢʘʞʜʦʛʦ ʵʢʟʝʤʧʣʷʨʘ ʩʝʨʚʝʨʘ Dropbear ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ 

ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ: 

- çʀʥʪʝʨʬʝʡʩè ð ʚʳʙʦʨ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʫʪ 

ʧʨʠʥʠʤʘʪʴʩʷ ʚʭʦʜʷʱʠʝ ʧʦʜʢʣʶʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʵʢʟʝʤʧʣʷʨʘ 

ʩʝʨʚʝʨʘ Dropbear. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʝ ʚʳʙʨʘʥ (ʟʥʘʯʝʥʠʝ çʥʝ 

ʦʧʨʝʜʝʣʝʥʦè), ʪʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʵʢʟʝʤʧʣʷʨ ʩʝʨʚʝʨʘ Dropbear ʙʫʜʝʪ 

ʧʨʠʥʠʤʘʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʥʘ ʚʩʝʭ ʜʦʩʪʫʧʥʳʭ ʠʥʪʝʨʬʝʡʩʘʭ. 

- çʇʦʨʪè ð ʥʦʤʝʨ TCP ʧʦʨʪʘ ʜʣʷ ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ ʵʢʟʝʤʧʣʷʨʘ 

ʩʝʨʚʝʨʘ Dropbear. 

- çʉ ʧʦʤʦʱʴʶ ʧʘʨʦʣʷè ð ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʨʠ 

ʧʦʤʦʱʠ ʧʘʨʦʣʷ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʧʦ SSH. ɽʩʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʨʠ 

ʧʦʤʦʱʠ ʧʘʨʦʣʷ ʟʘʧʨʝʱʝʥʘ, ʪʦ ʚʭʦʜ ʚʦʟʤʦʞʝʥ ʪʦʣʴʢʦ ʧʦ SSH ʢʣʶʯʘʤ, 

ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʚ ʩʠʩʪʝʤʫ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʦʜʨʘʟʜʝʣʝ 

ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʳ. 

- çRoot ʚʭʦʜʠʪ ʧʦ ʧʘʨʦʣʶè ð ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʧʨʠ ʧʦʤʦʱʠ ʧʘʨʦʣʷ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ root. ɽʩʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ 

ʧʘʨʦʣʶ ʟʘʧʨʝʱʝʥʘ, ʪʦ ʚʭʦʜ ʧʦʣʴʟʦʚʘʪʝʣʷ root ʚʦʟʤʦʞʝʥ ʪʦʣʴʢʦ ʧʦ 

ʢʣʶʯʫ. 

- çʇʦʨʪʳ ʰʣʶʟʘè ð ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʧʦʜʢʣʶʯʝʥʠʝ ʫʜʘʣʸʥʥʳʭ 

ʢʣʠʝʥʪʦʚ ʢ ʣʦʢʘʣʴʥʳʤ ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʳʤ ʧʦʨʪʘʤ. 

ɺ ʧʨʠʣʦʞʝʥʠʠ ɸ ʧʨʠʚʦʜʠʪʩʷ ʧʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 

ʫʩʪʨʦʡʩʪʚʫ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH. 

3.3.3 SSH-ʢʣʶʯʠ 

ɺʦ ʚʢʣʘʜʢʝ çSSH-ʢʣʶʯʠè ʩʪʨʘʥʠʮʳ çʋʧʨʘʚʣʝʥʠʝè (ʩʤ. ʨʠʩʫʥʦʢ 3-10) 

ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʙʘʚʣʝʥʠʷ ʧʫʙʣʠʯʥʳʭ OpenSSH ʢʣʶʯʝʡ (.pub). ʕʪʠ 

SSH ʢʣʶʯʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʘʚʪʦʨʠʟʘʮʠʠ. 



 

ʈʠʩʫʥʦʢ 3-10: ʉʪʨʘʥʠʮʘ çʋʧʨʘʚʣʝʥʠʝè. ɺʢʣʘʜʢʘ çSSH-ʢʣʶʯʠè 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʥʝʦʙʭʦʜʠʤʦ ʚʩʪʘʚʠʪʴ ʩʪʨʦʢʫ 

ʧʫʙʣʠʯʥʦʛʦ SSH ʢʣʶʯʘ ʠʣʠ ʧʝʨʝʪʘʱʠʪʴ ç.pubè ʬʘʡʣ ʚ ʧʦʣʝ ʚʚʦʜʘ ʢʣʶʯʘ ʠ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ çɼʦʙʘʚʠʪʴè. ɼʣʷ ʫʜʘʣʝʥʠʷ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʦʛʦ ʢʣʶʯʘ, 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʩ ʢʨʘʩʥʳʤ ʢʨʝʩʪʠʢʦʤ ʩʧʨʘʚʘ ʦʪ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʢʣʶʯʝ. 

3.3.4 ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ HTTP(S) 

ɺʦ ʚʢʣʘʜʢʝ çɼʦʩʪʫʧ HTTP(S)è ʩʪʨʘʥʠʮʳ çʋʧʨʘʚʣʝʥʠʝè (ʩʤ. ʨʠʩʫʥʦʢ 3-

11) ʨʘʟʤʝʱʝʥʳ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧf ʢ Web-ʠʥʪʝʨʬʝʡʩʫ ʫʩʪʨʦʡʩʪʚʘ ʧʦ 

ʧʨʦʪʦʢʦʣʘʤ HTTP ʠ HTTPS. 

 

ʈʠʩʫʥʦʢ 3-11: ʉʪʨʘʥʠʮʘ çʋʧʨʘʚʣʝʥʠʝè. ɺʢʣʘʜʢʘ çɼʦʩʪʫʧ HTTP(S)» 

çʇʝʨʝʥʘʧʨʘʚʣʷʪʴ ʥʘ HTTPS» ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʦʧʮʠʠ ʚʩʝ 

ʚʭʦʜʷʱʠʝ HTTP-ʟʘʧʨʦʩʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʥʘʧʨʘʚʣʷʶʪʩʷ ʥʘ ʟʘʱʠʱʸʥʥʦʝ 

ʩʦʝʜʠʥʝʥʠʝ HTTPS. ʕʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʰʠʬʨʦʚʘʥʠʝ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ 

(ʣʦʛʠʥʦʚ, ʧʘʨʦʣʝʡ, ʢʦʥʬʠʛʫʨʘʮʠʠ) ʠ ʧʦʚʳʰʘʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ 

ʫʩʪʨʦʡʩʪʚʦʤ. 

 



3.4 ʉʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨ 

ʅʘ ʩʪʨʘʥʠʮʝ çʉʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʨʘʩʧʦʣʦʞʝʥʳ 

ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ (watchdog). ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ 

çʉʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-12. 

 

ʈʠʩʫʥʦʢ 3-12: ʉʪʨʘʥʠʮʘ çʉʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨè 

ɺ ʧʦʣʝ çʋʩʪʨʦʡʩʪʚʦè ʫʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʩʠʩʪʝʤʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 

ʘʧʧʘʨʘʪʥʦʛʦ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ. ʉʣʫʞʙʘ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ ʨʘʙʦʪʘʝʪ ʚ 

ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʧʦʣʥʷʝʪ ʩʙʨʦʩ ʘʧʧʘʨʘʪʥʦʛʦ ʩʪʦʨʦʞʝʚʦʛʦ 

ʪʘʡʤʝʨʘ ʩ ʧʝʨʠʦʜʦʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ çʇʝʨʠʦʜè (ʟʘʜʘʸʪʩʷ ʚ ʩʝʢʫʥʜʘʭ). 

ɿʥʘʯʝʥʠʝ ʪʘʡʤʘʫʪʘ ʘʧʧʘʨʘʪʥʦʛʦ ʪʘʡʤʝʨʘ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʧʦʣʷ 

çʊʘʡʤʘʫʪè (ʟʘʜʘʸʪʩʷ ʚ ʩʝʢʫʥʜʘʭ).  

ʅʘʩʪʨʦʡʢʘ çʇʦʣʠʪʠʢʘ ʧʣʘʥʠʨʦʚʱʠʢʘ ʟʘʜʘʯè ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʚʳʙʦʨʘ 

ʘʣʛʦʨʠʪʤʘ ʜʠʩʧʝʪʯʝʨʠʟʘʮʠʠ ʟʘʜʘʯʠ ʧʨʦʛʨʘʤʤʥʦʡ ʩʣʫʞʙʳ ʩʪʦʨʦʞʝʚʦʛʦ 

ʪʘʡʤʝʨʘ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʘʣʛʦʨʠʪʤʳ: 

 



- SCHED_OTHER ð ʩʪʘʥʜʘʨʪʥʳʡ ʘʣʛʦʨʠʪʤ ʧʣʘʥʠʨʦʚʱʠʢʘ ʩ ʨʘʟʜʝʣʝʥʠʝʤ 

ʚʨʝʤʝʥʠ; 

- SCHED_FIFO ð ʧʣʘʥʠʨʦʚʱʠʢ FIFO (First In First Out). ʗʚʣʷʝʪʩʷ 

ʧʦʣʠʪʠʢʦʡ ʧʣʘʥʠʨʦʚʘʥʠʷ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɼʘʥʥʳʡ ʘʣʛʦʨʠʪʤ 

ʧʣʘʥʠʨʦʚʘʥʠʷ ʥʝ ʠʩʧʦʣʴʟʫʝʪ ʥʠʢʘʢʠʭ ʠʥʪʝʨʚʘʣʦʚ ʚʨʝʤʝʥʠ. ʇʨʦʮʝʩʩ ʩ 

ʘʣʛʦʨʠʪʤʦʤ çSCHED_FIFOè ʚʳʧʦʣʥʷʝʪʩʷ ʜʦ ʟʘʚʝʨʰʝʥʠʷ, ʝʩʣʠ ʦʥ ʥʝ 

ʟʘʙʣʦʢʠʨʦʚʘʥ ʟʘʧʨʦʩʦʤ ʚʚʦʜʘ/ʚʳʚʦʜʘ, ʚʳʪʝʩʥʝʥ ʚʳʩʦʢʦʧʨʠʦʨʠʪʝʪʥʳʤ 

ʧʨʦʮʝʩʩʦʤ, ʠʣʠ ʦʥ ʜʦʙʨʦʚʦʣʴʥʦ ʦʪʢʘʟʳʚʘʝʪʩʷ ʦʪ ʧʨʦʮʝʩʩʦʨʥʦʛʦ 

ʚʨʝʤʝʥʠ; 

- SCHED_RR ð ʮʠʢʣʠʯʝʩʢʠʡ (Round-Robin) ʘʣʛʦʨʠʪʤ ʧʣʘʥʠʨʦʚʘʥʠʷ 

ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɺʩʸ, ʦʪʥʦʩʷʱʝʝʩʷ ʢ ʘʣʛʦʨʠʪʤʫ çSCHED_FIFOè, 

ʩʧʨʘʚʝʜʣʠʚʦ ʠ ʜʣʷ çSCHED_RRè ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʦʛʦ, ʯʪʦ ʢʘʞʜʦʤʫ 

ʧʨʦʮʝʩʩʫ ʨʘʟʨʝʰʝʥʦ ʨʘʙʦʪʘʪʴ ʥʝʧʨʝʨʳʚʥʦ ʥʝ ʜʦʣʴʰʝ ʥʝʢʦʪʦʨʦʛʦ 

ʚʨʝʤʝʥʠ, ʥʘʟʳʚʘʝʤʦʛʦ ʢʘʨʫʩʝʣʴʥʳʤ ʢʚʘʥʪʦʤ. 

ʅʘʩʪʨʦʡʢʠ çʇʨʠʦʨʠʪʝʪ ʟʘʜʘʯʠè ʠ çɿʥʘʯʝʥʠʝ niceè ʷʚʣʷʶʪʩʷ 

ʧʘʨʘʤʝʪʨʘʤʠ ʘʣʛʦʨʠʪʤʘ ʜʠʩʧʝʪʯʝʨʠʟʘʮʠʠ: 

3.5 ɸʚʪʦʟʘʧʫʩʢ 

ʅʘ ʩʪʨʘʥʠʮʝ çɸʚʪʦʟʘʧʫʩʢè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʧʨʦʠʟʚʦʜʠʪʩʷ ʫʧʨʘʚʣʝʥʠʝ 

ʩʢʨʠʧʪʘʤʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ (ʩʣʫʞʙʘʤʠ ʠ ʧʘʢʝʪʘʤʠ), ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʶʪʩʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʫʩʪʨʦʡʩʪʚʘ. ʊʘʢʞʝ ʟʜʝʩʴ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʠ ʟʘʛʨʫʟʢʝ. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʜʚʘ ʧʦʜʨʘʟʜʝʣʘ: çʉʢʨʠʧʪʳ ʠʥʠʮʠʘʣʠʟʘʮʠʠè ʠ 

«ɿʘʧʫʩʢ ʧʘʢʝʪʦʚ ʠ ʩʣʫʞʙ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʫʩʪʨʦʡʩʪʚʘ». 

3.5.1 ʉʢʨʠʧʪʳ ʠʥʠʮʠʘʣʠʟʘʮʠʠ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʢʨʠʧʪʳ ʠʥʠʮʠʘʣʠʟʘʮʠʠè ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʚʩʝʭ 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʩʢʨʠʧʪʦʚ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʩ ʠʭ ʧʘʨʘʤʝʪʨʘʤʠ. ɺʠʜ ʧʦʜʨʘʟʜʝʣʘ 

ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 3-13. 



 

ʈʠʩʫʥʦʢ 3-13: ʉʪʨʘʥʠʮʘ çɸʚʪʦʟʘʧʫʩʢ». ʉʢʨʠʧʪʳ ʠʥʠʮʠʘʣʠʟʘʮʠʠ 

ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʇʨʠʦʨʠʪʝʪè ð ʯʠʩʣʦʚʦʝ ʟʥʘʯʝʥʠʝ, ʦʧʨʝʜʝʣʷʶʱʝʝ ʧʦʨʷʜʦʢ ʟʘʧʫʩʢʘ 

ʩʢʨʠʧʪʦʚ (ʯʝʤ ʤʝʥʴʰʝ ʯʠʩʣʦ, ʪʝʤ ʨʘʥʴʰʝ ʚʳʧʦʣʥʷʝʪʩʷ ʩʢʨʠʧʪ); 

- çʉʢʨʠʧʪ ʠʥʠʮʠʘʣʠʟʘʮʠʠè ð ʠʤʷ ʩʣʫʞʙʳ ʠʣʠ ʩʢʨʠʧʪʘ (ʥʘʧʨʠʤʝʨ, 

«watchdog», «sysfixtime», «rngd»); 

- çɸʚʪʦʟʘʛʨʫʟʢʘè ð ʬʣʘʛ, ʫʢʘʟʳʚʘʶʱʠʡ, ʚʢʣʶʯʸʥ ʣʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ 

ʟʘʧʫʩʢ ʜʘʥʥʦʛʦ ʩʢʨʠʧʪʘ ʧʨʠ ʟʘʛʨʫʟʢʝ ʫʩʪʨʦʡʩʪʚʘ (ʦʪʤʝʯʝʥʥʳʡ ʯʝʢʙʦʢʩ 

çɺʢʣʶʯʝʥʘè ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʢʨʠʧʪ ʙʫʜʝʪ ʟʘʧʫʩʢʘʪʴʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ); 

- çɼʝʡʩʪʚʠʷè ð ʢʥʦʧʢʠ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʦʡ: 

o çɿʘʧʫʩʪʠʪʴè ð ʟʘʧʫʩʢʘʝʪ ʩʣʫʞʙʫ ʥʝʤʝʜʣʝʥʥʦ; 

o çʇʝʨʝʟʘʧʫʩʪʠʪʴè ð ʧʝʨʝʟʘʧʫʩʢʘʝʪ ʩʣʫʞʙʫ; 

o çʆʩʪʘʥʦʚʠʪʴè ð ʦʩʪʘʥʘʚʣʠʚʘʝʪ ʩʣʫʞʙʫ. 

3.5.2 ɿʘʧʫʩʢ ʧʘʢʝʪʦʚ ʠ ʩʣʫʞʙ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʫʩʪʨʦʡʩʪʚʘ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çɿʘʧʫʩʢ ʧʘʢʝʪʦʚ ʠ ʩʣʫʞʙ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʠ ʚʢʣʶʯʝʥʠʠ 

ʫʩʪʨʦʡʩʪʚʘè ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʦʜʝʨʞʠʤʦʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 

«/etc/rc.local». ɺʠʜ ʧʦʜʨʘʟʜʝʣʘ ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 3-14. 



 

ʈʠʩʫʥʦʢ 3-14: ʉʪʨʘʥʠʮʘ çɸʚʪʦʟʘʧʫʩʢ». ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʥʘʩʪʨʦʡʢʠ 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʢʦʤʘʥʜ ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʤʝʩʪʠʪʴ ʠʭ 

ʧʝʨʝʜ ʩʪʨʦʢʦʡ exit 0. ɼʣʷ ʩʦʭʨʘʥʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ 

çʉʦʭʨʘʥʠʪʴè. 

3.6 ʇʣʘʥʠʨʦʚʱʠʢ 

ʅʘ ʩʪʨʘʥʠʮʝ çʇʣʘʥʠʨʦʚʱʠʢè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʥʘʩʪʨʦʡʢʘ ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʭ ʟʘʜʘʯ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʫʞʙʳ cron. ɿʜʝʩʴ 

ʤʦʞʥʦ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ crontab, ʚ 

ʢʦʪʦʨʦʤ ʦʧʨʝʜʝʣʷʶʪʩʷ ʟʘʜʘʯʠ, ʚʳʧʦʣʥʷʝʤʳʝ ʧʝʨʠʦʜʠʯʝʩʢʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-15. 

 

ʈʠʩʫʥʦʢ 3-15: ʉʪʨʘʥʠʮʘ çʇʣʘʥʠʨʦʚʱʠʢ» 



3.7 ʊʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ 

ʋʧʨʘʚʣʝʥʠʝ ʤʦʥʪʠʨʦʚʘʥʠʝʤ ʨʘʟʜʝʣʦʚ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʩʪʨʘʥʠʮʝ 

«ʊʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè.  

ʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʫʪʠʣʠʪʦʡ block ʥʘ ʦʩʥʦʚʝ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ /etc/config/fstab. ɺʩʝ ʥʘʩʪʨʦʡʢʠ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʥʘ 

ʩʪʨʘʥʠʮʝ çʊʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷè ʭʨʘʥʷʪʩʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ 

/etc/config/fstab. 

ɺʩʝ ʥʘʩʪʨʦʡʢʠ ʥʘ ʩʪʨʘʥʠʮʝ çʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚè ʨʘʟʜʝʣʝʥʳ ʥʘ ʪʨʠ 

ʧʦʜʨʘʟʜʝʣʘ: 

- «ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʘʟʜʝʣ 3.7.1); 

- çʉʤʦʥʪʠʨʦʚʘʥʥʳʝ ʨʘʟʜʝʣʳè (ʩʤ. ʨʘʟʜʝʣ 3.7.2); 

- «ʊʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷè (ʩʤ. ʨʘʟʜʝʣ 3.7.3); 

- «ʈʘʟʜʝʣʳ ʧʦʜʢʘʯʢʠ (swap)» (ʩʤ. ʨʘʟʜʝʣ 3.7.4). 

3.7.1 ʇʦʜʨʘʟʜʝʣ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ɺ ʨʘʟʜʝʣʝ çɻʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè ʩʪʨʘʥʠʮʳ çʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚè 

(ʩʤ. ʨʠʩʫʥʦʢ 3-16) ʧʨʝʜʩʪʘʚʣʝʥʳ ʛʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ: 

- ʂʥʦʧʢʘ çʉʦʟʜʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ» ð ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ 

(ʧʝʨʝʧʠʩʘʪʴ) ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ç/etc/config/fstabè ʥʘ ʦʩʥʦʚʝ 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʚ ʩʠʩʪʝʤʝ ʨʘʟʜʝʣʦʚ.  

- ʂʥʦʧʢʘ çʄʦʥʪʠʨʦʚʘʪʴ ʧʦʜʢʣʶʯʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘè ð ʧʨʠ ʚʢʣʶʯʸʥʥʦʡ 

ʦʧʮʠʠ ʩʠʩʪʝʤʘ ʙʫʜʝʪ ʧʳʪʘʪʴʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʤʦʥʪʠʨʦʚʘʪʴ 

ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʝ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʜʣʷ ʧʦʜʢʣʶʯʘʝʤʳʭ 

ʫʩʪʨʦʡʩʪʚ. 

- çʅʝʠʟʚʝʩʪʥʳʡ swapè ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʦʧʮʠʠ ʙʫʜʝʪ 

ʚʳʧʦʣʥʷʪʴʩʷ ʤʦʥʪʠʨʦʚʘʥʠʝ (ʘʢʪʠʚʘʮʠʷ) ʥʝ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʭ 

ʨʘʟʜʝʣʦʚ ʧʦʜʢʘʯʢʠ (swap). ɽʩʣʠ ʦʧʮʠʷ ʚʳʢʣʶʯʝʥʘ, ʥʝʠʟʚʝʩʪʥʳʝ swap-

ʨʘʟʜʝʣʳ ʠʛʥʦʨʠʨʫʶʪʩʷ. 

- çʅʝʠʟʚʝʩʪʥʳʡ ʨʘʟʜʝʣè ð ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʤʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚ, ʜʘʞʝ 

ʝʩʣʠ ʵʪʠ ʨʘʟʜʝʣʳ ʷʚʥʦ ʥʝ ʫʢʘʟʘʥʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʜʨʘʟʜʝʣʘ çʊʦʯʢʠ 



ʤʦʥʪʠʨʦʚʘʥʠʷè (ʩʤ. ʨʘʟʜʝʣ 3.7.3). ɽʩʣʠ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ, ʪʦ ʥʝʠʟʚʝʩʪʥʳʝ 

ʨʘʟʜʝʣʳ ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʤʦʥʪʠʨʦʚʘʥʳ ʚ ʧʘʧʢʫ 

ç/mnt/<ʠʤʷ_ʫʩʪʨʦʡʩʪʚʘ>è. 

- çHotplug ʨʘʟʜʝʣʘ ʧʦʜʢʘʯʢʠè ð ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʤʦʥʪʠʨʦʚʘʥʠʝ 

(ʘʢʪʠʚʘʮʠʷ) ʨʘʟʜʝʣʘ ʧʦʜʢʘʯʢʠ ʧʨʠ ʝʛʦ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʠʩʪʝʤʝ ʚʦ ʚʨʝʤʷ 

ʝʸ ʨʘʙʦʪʳ (ʙʝʟ ʚʳʢʣʶʯʝʥʠʷ ʧʠʪʘʥʠʷ ʠ ʦʩʪʘʥʦʚʢʠ ʩʠʩʪʝʤʳ). 

- çHotplug ʨʘʟʜʝʣʘ» ð ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʤʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚ ʧʨʠ 

ʧʦʜʢʣʶʯʝʥʠʠ (hotplug). ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʤʦʥʪʠʨʦʚʘʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʪʦʣʴʢʦ ʜʣʷ ʨʘʟʜʝʣʦʚ, ʢʦʪʦʨʳʝ ʫʢʘʟʘʥʳ ʚ ʪʘʙʣʠʮʝ ʧʦʜʨʘʟʜʝʣʘ 

çʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚè (ʩʤ. ʨʘʟʜʝʣ 4.5.3). ɽʩʣʠ ʧʦʜʢʣʶʯʸʥʥʳʡ ʨʘʟʜʝʣ 

ʥʝ ʧʝʨʝʯʠʩʣʝʥ ʚ ʪʘʙʣʠʮʝ ʧʦʜʨʘʟʜʝʣʘ çʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚè, ʪʦ ʪʘʢʦʡ 

ʨʘʟʜʝʣ ʙʫʜʝʪ ʩʤʦʥʪʠʨʦʚʘʥ ʪʦʣʴʢʦ ʝʩʣʠ ʚʢʣʶʯʝʥʘ ʦʧʮʠʷ çʅʝʠʟʚʝʩʪʥʳʡ 

ʨʘʟʜʝʣè. ʊʦʯʢʦʡ ʤʦʥʪʠʨʦʚʘʥʠʷ ʚ ʪʘʢʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʧʘʧʢʘ 

ç/mnt/<ʠʤʷ_ʫʩʪʨʦʡʩʪʚʘ>è. 

- çʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʧʝʨʝʜ ʤʦʥʪʠʨʦʚʘʥʠʝʤè ð ʚʳʧʦʣʥʝʥʠʝ 

ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʨʘʟʜʝʣʘ ʧʝʨʝʜ ʤʦʥʪʠʨʦʚʘʥʠʝʤ. ɼʣʷ 

ʧʨʦʚʝʨʢʠ ʧʨʠʤʝʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʪʠʣʠʪʳ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ 

ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ: 

o VFAT ð /usr/sbin/dosfsck; 

o F2FS ð /usr/sbin/fscK.f2fs; 

o Btrfs ð /usr/bin/btrfsck; 

o ext2, ext3, ext4 ð /usr/sbin/e2fsck. 



 

ʈʠʩʫʥʦʢ 3-16: ʊʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ  

3.7.2 ʇʦʜʨʘʟʜʝʣ çʉʤʦʥʪʠʨʦʚʘʥʥʳʝ ʨʘʟʜʝʣʳè 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʤʦʥʪʠʨʦʚʘʥʥʳʝ ʨʘʟʜʝʣʳè ʩʪʨʘʥʠʮʳ çʄʦʥʪʠʨʦʚʘʥʠʝ 

ʨʘʟʜʝʣʦʚè ʧʨʠʚʝʜʝʥʘ ʪʝʢʫʱʘʷ ʪʘʙʣʠʮʘ ʤʦʥʪʠʨʦʚʘʥʠʷ (ʩʤ. ʨʠʩʫʥʦʢ 3-17). 

 

ʈʠʩʫʥʦʢ 3-17: ʉʪʨʘʥʠʮʘ çʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚè. ʊʝʢʫʱʘʷ ʪʘʙʣʠʮʘ ʤʦʥʪʠʨʦʚʘʥʠʷ 

ɺ ʪʘʙʣʠʮʝ ʧʝʨʝʯʠʩʣʝʥʳ ʚʩʝ ʩʤʦʥʪʠʨʦʚʘʥʥʳʝ ʨʘʟʜʝʣʳ, ʠʭ ʪʦʯʢʠ 

ʤʦʥʪʠʨʦʚʘʥʠʷ ʠ ʦʙʲʸʤ ʜʦʩʪʫʧʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. ʀʤʝʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ 

ʨʫʯʥʦʛʦ ʨʘʟʤʦʥʪʠʨʦʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʨʘʟʜʝʣʦʚ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ 

çʆʪʤʦʥʪʠʨʦʚʘʪʴè. 



3.7.3 ʇʦʜʨʘʟʜʝʣ çʊʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ» 

ʋʧʨʘʚʣʝʥʠʝ ʪʦʯʢʘʤʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʨʘʟʜʝʣʝ çʊʦʯʢʠ 

ʤʦʥʪʠʨʦʚʘʥʠʷ» (ʩʤ. ʨʠʩʫʥʦʢ 3-18). ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʪʦʯʢʠ 

ʤʦʥʪʠʨʦʚʘʥʠʷ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʨʘʟʜʝʣʦʚ (ʥʘʧʨʠʤʝʨ, ʜʣʷ USB-

ʥʘʢʦʧʠʪʝʣʝʡ). 

 

ʈʠʩʫʥʦʢ 3-18: ʉʪʨʘʥʠʮʘ çʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚè. ʋʧʨʘʚʣʝʥʠʝ ʤʦʥʪʠʨʦʚʘʥʠʝʤ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʨʘʟʜʝʣʦʚ 

ɺ ʨʘʟʜʝʣʝ ʧʨʠʚʝʜʝʥʘ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ ʪʦʯʝʢ ʤʦʥʪʠʨʦʚʘʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʨʘʟʜʝʣʦʚ ʩ ʠʭ ʧʘʨʘʤʝʪʨʘʤʠ. ʊʘʙʣʠʮʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ 

ʩʪʦʣʙʮʳ: 

- çɺʢʣʶʯʝʥʦè ð ʦʧʨʝʜʝʣʷʝʪ ʚʢʣʶʯʝʥʘ ʣʠ ʜʘʥʥʘʷ ʪʦʯʢʘ ʤʦʥʪʠʨʦʚʘʥʠʷ. 

- çʋʩʪʨʦʡʩʪʚʦè ð ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚʘ ʠ ʧʨʠʟʥʘʢ, ʧʦ ʢʦʪʦʨʦʤʫ 

ʫʩʪʨʦʡʩʪʚʦ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪʩʷ ʜʣʷ ʤʦʥʪʠʨʦʚʘʥʠʷ (UUID, ʤʝʪʢʘ 

ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʬʘʡʣ ʫʩʪʨʦʡʩʪʚʘ). 

- çʊʦʯʢʘ ʤʦʥʪʠʨʦʚʘʥʠʷè ð ʪʦʯʢʘ ʤʦʥʪʠʨʦʚʘʥʠʷ ʨʘʟʜʝʣʘ. 



- çʌʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘè ð ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ ʩʤʦʥʪʠʨʦʚʘʥʥʦʛʦ ʨʘʟʜʝʣʘ. 

- çʆʧʮʠʠ ʤʦʥʪʠʨʦʚʘʥʠʷ» ð ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʳʝ 

ʫʪʠʣʠʪʝ mount ʧʨʠ ʤʦʥʪʠʨʦʚʘʥʠʠ. 

- çʇʨʦʚʝʨʠʪʴè ð ʧʨʠʟʥʘʢ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʧʝʨʝʜ 

ʤʦʥʪʠʨʦʚʘʥʠʝʤ. 

3.7.3.1 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ 

ɼʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʨʘʟʜʝʣʘ 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ çʀʟʤʝʥʠʪʴè, ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʚ ʩʪʨʦʢʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʨʘʟʜʝʣʘ ʪʘʙʣʠʮʳ ʪʦʯʝʢ ʤʦʥʪʠʨʦʚʘʥʠʷ (ʩʤ. ʨʠʩʫʥʦʢ 3-18). 

ʇʨʠ ʵʪʦʤ ʦʪʢʨʦʝʪʩʷ ʩʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ 

ʨʘʟʜʝʣʘ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 3-19. 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʨʘʟʜʝʣʘ 

ʨʘʟʜʝʣʝʥʘ ʥʘ ʚʢʣʘʜʢʠ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 3-19) ʠ 

çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 3-20). 

 

ʈʠʩʫʥʦʢ 3-19: ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʨʘʟʜʝʣʘ 

 

ʈʠʩʫʥʦʢ 3-20: ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʨʘʟʜʝʣʘ 



ɺʦ ʚʢʣʘʜʢʝ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè ʨʘʟʤʝʱʝʥʳ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

- «ɺʢʣʶʯʝʥʦ» ð ʦʧʨʝʜʝʣʷʝʪ ʚʢʣʶʯʝʥʘ ʣʠ ʜʘʥʥʘʷ ʪʦʯʢʘ ʤʦʥʪʠʨʦʚʘʥʠʷ. 

- «UUID» ð ʝʩʣʠ ʚʳʙʨʘʥʘ ʜʘʥʥʘʷ ʦʧʮʠʷ, ʪʦ ʤʦʥʪʠʨʫʝʤʳʡ ʨʘʟʜʝʣ ʙʫʜʝʪ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴʩʷ ʧʦ ʚʳʙʨʘʥʥʦʤʫ UUID. ɺʦʟʤʦʞʝʥ ʨʫʯʥʦʡ ʚʚʦʜ 

UUID ʠʣʠ ʚʳʙʦʨ ʠʟ ʩʧʠʩʢʘ UUID ʚʩʝʭ ʧʦʜʢʣʶʯʸʥʥʳʭ ʨʘʟʜʝʣʦʚ ʥʘ 

ʤʦʤʝʥʪ ʟʘʛʨʫʟʢʠ ʩʪʨʘʥʠʮʳ. 

- çʊʦʯʢʘ ʤʦʥʪʠʨʦʚʘʥʠʷè ð ʦʧʨʝʜʝʣʷʝʪ ʪʦʯʢʫ ʤʦʥʪʠʨʦʚʘʥʠʷ ʨʘʟʜʝʣʘ. 

ɺʦʟʤʦʞʝʥ ʨʫʯʥʦʡ ʚʚʦʜ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʨʘʟʜʝʣʘ ʠʣʠ ʚʳʙʦʨ ʠʟ 

ʧʨʝʜʣʦʞʝʥʥʳʭ ʚʘʨʠʘʥʪʦʚ. 

ɺʦ ʚʢʣʘʜʢʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè ʨʘʩʧʦʣʦʞʝʥʳ ʩʣʝʜʫʶʱʠʝ 

ʥʘʩʪʨʦʡʢʠ: 

- çʌʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘè ð ʚʳʙʦʨ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʤʦʥʪʠʨʫʝʤʦʛʦ 

ʨʘʟʜʝʣʘ.  

- çʆʧʮʠʠ ʤʦʥʪʠʨʦʚʘʥʠʷè ð ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʳʝ 

ʫʪʠʣʠʪʝ mount ʧʨʠ ʤʦʥʪʠʨʦʚʘʥʠʠ ʨʘʟʜʝʣʘ. ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ 

ʦʪʦʙʨʘʞʝʥʠʷ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʢʘʪʘʣʦʛʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʠʤʚʦʣʦʚ 

ʢʠʨʠʣʣʠʮʳ, ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʩʣʝʜʫʶʱʠʝ ʦʧʮʠʠ ʤʦʥʪʠʨʦʚʘʥʠʷ: 

codepage=1251, iocharset=utf8 

- «ʇʨʦʚʝʨʠʪʴ» ð ʧʨʦʚʝʨʢʘ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʧʝʨʝʜ ʤʦʥʪʠʨʦʚʘʥʠʝʤ. 

3.7.3.2 ɼʦʙʘʚʣʝʥʠʝ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʨʘʟʜʝʣʘ 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ çɼʦʙʘʚʠʪʴè, ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʧʦʜ ʪʘʙʣʠʮʝʡ ʪʦʯʝʢ 

ʤʦʥʪʠʨʦʚʘʥʠʷ (ʩʤ. ʨʠʩʫʥʦʢ 3-18). 

ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʥʦʚʦʡ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʦʪʢʨʦʝʪʩʷ ʪʘʢʘʷ ʞʝ ʩʪʨʘʥʠʮʘ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ, ʢʘʢ ʠ ʧʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ 

ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʩʫʱʝʩʪʚʫʶʱʠʭ 

ʪʦʯʝʢ ʤʦʥʪʠʨʦʚʘʥʠʷ ʨʘʩʩʤʦʪʨʝʥʦ ʚ ʨʘʟʜʝʣʝ 3.7.3.1 ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. 



3.7.3.3 ʋʜʘʣʝʥʠʝ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʨʘʟʜʝʣʘ 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ çʋʜʘʣʠʪʴè, ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʚ ʩʪʨʦʢʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʨʘʟʜʝʣʘ ʪʘʙʣʠʮʳ ʪʦʯʝʢ ʤʦʥʪʠʨʦʚʘʥʠʷ (ʩʤ. ʨʠʩʫʥʦʢ 3-18). 

3.7.4 «ʈʘʟʜʝʣʳ ʧʦʜʢʘʯʢʠ (swap)» 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʈʘʟʜʝʣʳ ʧʦʜʢʘʯʢʠ (swap)è (ʩʤ. ʨʠʩʫʥʦʢ 3-21) ʩʪʨʘʥʠʮʳ 

çʄʦʥʪʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʦʚè ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ ʠ ʫʧʨʘʚʣʝʥʠʝ swap-

ʨʘʟʜʝʣʘʤʠ, ʠʩʧʦʣʴʟʫʝʤʳʤʠ ʜʣʷ ʚʨʝʤʝʥʥʦʛʦ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʧʨʠ ʥʝʜʦʩʪʘʪʢʝ 

ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ. 

ɽʩʣʠ ʬʠʟʠʯʝʩʢʦʡ ʧʘʤʷʪʠ ʥʝʜʦʩʪʘʪʦʯʥʦ, ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʜʘʥʥʳʝ ʤʦʛʫʪ 

ʙʳʪʴ ʚʨʝʤʝʥʥʦ ʧʝʨʝʤʝʱʝʥʳ ʚ ʨʘʟʜʝʣ ʧʦʜʢʘʯʢʠ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʫʚʝʣʠʯʠʪʴ 

ʦʙʲʸʤ ʜʦʩʪʫʧʥʦʡ ʩʚʦʙʦʜʥʦʡ RAM. ʆʜʥʘʢʦ ʩʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ 

ʧʝʨʝʤʝʱʝʥʠʝ ʜʘʥʥʳʭ ʥʘ swap-ʨʘʟʜʝʣ ð ʵʪʦ ʜʦʩʪʘʪʦʯʥʦ ʤʝʜʣʝʥʥʳʡ ʧʨʦʮʝʩʩ, 

ʪʘʢ ʢʘʢ ʫʩʪʨʦʡʩʪʚʦ, ʥʘ ʢʦʪʦʨʦʤ ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʨʘʟʜʝʣ ʧʦʜʢʘʯʢʠ (ʥʘʧʨʠʤʝʨ, 

flash-ʥʘʢʦʧʠʪʝʣʴ ʠʣʠ SD-ʢʘʨʪʘ), ʨʘʙʦʪʘʝʪ ʛʦʨʘʟʜʦ ʤʝʜʣʝʥʥʝʝ, ʯʝʤ ʦʧʝʨʘʪʠʚʥʘʷ 

ʧʘʤʷʪʴ. 

ɺ ʧʦʜʨʘʟʜʝʣʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ swap-ʨʘʟʜʝʣʦʚ. 

ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çɺʢʣʶʯʝʥʦè ð ʬʣʘʛ, ʫʢʘʟʳʚʘʶʱʠʡ, ʘʢʪʠʚʠʨʦʚʘʥ ʣʠ ʜʘʥʥʳʡ swap-

ʨʘʟʜʝʣ; 

- çʋʩʪʨʦʡʩʪʚʦè ð ʠʤʷ ʩʠʩʪʝʤʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʢʘʯʝʩʪʚʝ 

swap-ʨʘʟʜʝʣʘ (ʥʘʧʨʠʤʝʨ, /dev/sda2 ʠʣʠ ʧʫʪʴ ʢ swap-ʬʘʡʣʫ). 

 

ʈʠʩʫʥʦʢ 3-21: ʊʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ. ʈʘʟʜʝʣʳ ʧʦʜʢʘʯʢʠ 



3.8 ʀʥʜʠʢʘʪʦʨʳ 

ʅʘ ʩʪʨʘʥʠʮʝ çʅʘʩʪʨʦʡʢʘ LED ʠʥʜʠʢʘʮʠʠè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè 

ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ ʧʦʚʝʜʝʥʠʷ ʩʚʝʪʦʜʠʦʜʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ (LED) 

ʫʩʪʨʦʡʩʪʚʘ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-22. 

 

ʈʠʩʫʥʦʢ 3-22: ʉʪʨʘʥʠʮʘ «ʀʥʜʠʢʘʪʦʨʳ» 

ɺ ʧʦʜʨʘʟʜʝʣʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ ʧʨʘʚʠʣ ʫʧʨʘʚʣʝʥʠʷ 

ʩʚʝʪʦʜʠʦʜʘʤʠ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʅʘʟʚʘʥʠʝè ð ʩʠʤʚʦʣʴʥʦʝ ʠʤʷ ʜʣʷ ʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ; 

- çʀʤʷ LEDè ð ʩʠʩʪʝʤʥʦʝ ʠʤʷ ʩʚʝʪʦʜʠʦʜʘ, ʧʦʚʝʜʝʥʠʝ ʢʦʪʦʨʦʛʦ 

ʥʘʩʪʨʘʠʚʘʝʪʩʷ; 

- çʊʨʠʛʛʝʨè ð ʩʦʙʳʪʠʝ ʠʣʠ ʫʩʣʦʚʠʝ, ʧʨʠ ʢʦʪʦʨʦʤ ʩʚʝʪʦʜʠʦʜ ʙʫʜʝʪ 

ʘʢʪʠʚʠʨʦʚʘʥ. 

ʂʥʦʧʢʘ çɼʦʙʘʚʠʪʴ ʜʝʡʩʪʚʠʝ LEDè ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ 

ʧʨʘʚʠʣʘ ʫʧʨʘʚʣʝʥʠʷ ʩʚʝʪʦʜʠʦʜʦʤ. ʇʨʠ ʝʸ ʥʘʞʘʪʠʠ ʦʪʢʨʳʚʘʝʪʩʷ ʩʪʨʘʥʠʮʘ (ʩʤ. 

ʨʠʩʫʥʦʢ 3-23) ʜʣʷ ʚʳʙʦʨʘ ʩʚʝʪʦʜʠʦʜʘ, ʥʘʩʪʨʦʡʢʠ ʪʨʠʛʛʝʨʘ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʧʘʨʘʤʝʪʨʦʚ. 

 

ʈʠʩʫʥʦʢ 3-23: ʉʪʨʘʥʠʮʘ «ʀʥʜʠʢʘʪʦʨʳ». ɼʦʙʘʚʣʝʥʠʝ ʜʝʡʩʪʚʠʷ LED 



3.9 ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ 

ʅʘ ʩʪʨʘʥʠʮʝ çʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʨʘʩʧʦʣʦʞʝʥʳ 

ʥʘʩʪʨʦʡʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʩʦʟʜʘʥʠʝʤ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝʤ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʬʘʡʣʦʚ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. ʅʘʩʪʨʦʡʢʘ ʩʧʠʩʢʘ ʩʦʭʨʘʥʷʝʤʳʭ ʬʘʡʣʦʚ ʦʧʠʩʘʥʘ ʚ 

ʨʘʟʜʝʣʝ 3.9.1. ʂʨʦʤʝ ʪʦʛʦ, ʥʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʤʦʞʥʦ ʚʳʧʦʣʥʠʪʴ ʩʙʨʦʩ 

ʫʩʪʨʦʡʩʪʚʘ ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ (factory reset). 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-

24. 

 

ʈʠʩʫʥʦʢ 3-24: ʉʪʨʘʥʠʮʘ çʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝè 

ʅʘ ʩʪʨʘʥʠʮʝ çʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝè ʚʦ ʚʢʣʘʜʢʝ çɼʝʡʩʪʚʠʷè (ʩʤ. 

ʨʠʩʫʥʦʢ 3-24) ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ: 

- ʂʥʦʧʢʘ çʉʦʟʜʘʪʴ ʘʨʭʠʚè ð ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ (ʩʢʘʯʘʪʴ) tar-ʘʨʭʠʚ 

ʪʝʢʫʱʠʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ ʧʨʦʰʠʚʢʠ ʫʩʪʨʦʡʩʪʚʘ; 

ʂʥʦʧʢʘ çɿʘʛʨʫʟʠʪʴ ʘʨʭʠʚ» ð ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʥʘ ʣʦʢʘʣʴʥʦʤ 

ʢʦʤʧʴʶʪʝʨʝ tar-ʘʨʭʠʚ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʥʘʩʪʨʦʝʢ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ 

ʧʝʨʝʟʘʛʨʫʟʢʘ ʫʩʪʨʦʡʩʪʚʘ; 

- ʂʥʦʧʢʘ çɺʳʧʦʣʥʠʪʴ ʩʙʨʦʩè ð ʚʳʧʦʣʥʷʝʪ ʩʙʨʦʩ ʫʩʪʨʦʡʩʪʚʘ ʢ ʟʘʚʦʜʩʢʠʤ 

ʥʘʩʪʨʦʡʢʘʤ (factory reset); 



ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʩʙʨʦʩʘ ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ ʙʫʜʫʪ ʫʥʠʯʪʦʞʝʥʳ ʚʩʝ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʬʘʡʣʳ ʠ ʧʦʪʝʨʷʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʫʩʪʨʦʡʩʪʚʘ. 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʩʙʨʦʩʘ ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ 

ʧʝʨʝʟʘʛʨʫʟʢʘ ʫʩʪʨʦʡʩʪʚʘ. 

3.9.1 ʅʘʩʪʨʦʡʢʘ ʩʧʠʩʢʘ ʬʘʡʣʦʚ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ 

ʅʘ ʚʢʣʘʜʢʝ çʂʦʥʬʠʛʫʨʘʮʠʷè ʩʪʨʘʥʠʮʳ çʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝè ʤʦʞʥʦ 

ʚʳʧʦʣʥʠʪʴ ʥʘʩʪʨʦʡʢʫ ʩʧʠʩʢʘ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʩʦʭʨʘʥʷʪʴʩʷ ʚ ʨʝʟʝʨʚʥʦʡ 

ʢʦʧʠʠ. ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ çʂʦʥʬʠʛʫʨʘʮʠʷè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-25. 

 

ʈʠʩʫʥʦʢ 3-25: ʉʪʨʘʥʠʮʘ çʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝè. ɺʢʣʘʜʢʘ çʂʦʥʬʠʛʫʨʘʮʠʷ» 

ɿʜʝʩʴ ʧʨʝʜʩʪʘʚʣʝʥʦ ʩʦʜʝʨʞʠʤʦʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 

ç/etc/sysupgrade.confè, ʚ ʢʦʪʦʨʦʤ ʫʢʘʟʳʚʘʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ 

ʠ/ʠʣʠ ʧʘʧʢʘʤ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʩʦʭʨʘʥʷʪʴ ʚ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ (ʧʦ ʦʜʥʦʡ 

ʟʘʧʠʩʠ ʥʘ ʩʪʨʦʢʫ). ʉʪʨʦʢʠ, ʥʘʯʠʥʘʶʱʠʝʩʷ ʩ ʩʠʤʚʦʣʘ ç#è, ʷʚʣʷʶʪʩʷ 

ʢʦʤʤʝʥʪʘʨʠʷʤʠ ʠ ʠʛʥʦʨʠʨʫʶʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ. 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʇʦʢʘʟʘʪʴ ʪʝʢʫʱʠʡ ʩʧʠʩʦʢ...è ʙʫʜʝʪ ʦʪʦʙʨʘʞʸʥ 

ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʚ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʩ ʫʯʸʪʦʤ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ç/etc/sysupgrade.confè (ʩʤ. ʨʠʩʫʥʦʢ 3-26). 



 

ʈʠʩʫʥʦʢ 3-26: ʉʪʨʘʥʠʮʘ çʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝè. ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʘ config ʬʘʡʣʘè. 

ʉʧʠʩʦʢ ʬʘʡʣʦʚ 

ɺʦʟʚʨʘʪ ʢ ʨʝʜʘʢʪʠʨʦʚʘʥʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 

«/etc/sysupgrade.confè ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ çɿʘʢʨʳʪʴ». 

3.10 ʆʙʥʦʚʣʝʥʠʝ ʧʨʦʰʠʚʢʠ 

ʅʘ ʩʪʨʘʥʠʮʝ çʆʙʥʦʚʣʝʥʠʝ ʧʨʦʰʠʚʢʠè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʨʘʩʧʦʣʦʞʝʥ 

ʬʫʥʢʮʠʦʥʘʣ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʰʠʚʢʠ ʫʩʪʨʦʡʩʪʚʘ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ 

çʆʙʥʦʚʣʝʥʠʝ ʧʨʦʰʠʚʢʠè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-27. 

 

ʈʠʩʫʥʦʢ 3-27: ʉʪʨʘʥʠʮʘ çʆʙʥʦʚʣʝʥʠʝ ʧʨʦʰʠʚʢʠè 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʰʠʚʢʠ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʥʦ ʚʳʧʦʣʥʠʪʴ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʩʙʨʦʩ ʚʩʝʭ ʥʘʩʪʨʦʝʢ ʢ ʟʘʚʦʜʩʢʦʤʫ ʩʦʩʪʦʷʥʠʶ. ɼʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʩʙʨʦʩʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʥʘʩʪʨʦʡʢʘ çʆʯʠʩʪʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ 



ʜʘʥʥʳʭè (ʩʤ. ʨʠʩʫʥʦʢ 3-27). ɽʩʣʠ ʜʘʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʚʢʣʶʯʝʥʘ, ʪʦ ʧʨʠ 

ʚʳʧʦʣʥʝʥʠʠ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʰʠʚʢʠ ʚʩʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʜʘʥʥʳʝ 

ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʙʫʜʫʪ ʫʥʠʯʪʦʞʝʥʳ.  

ʇʨʦʮʝʜʫʨʳ ʨʫʯʥʦʛʦ ʩʦʟʜʘʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ 

ʧʦʜʨʦʙʥʦ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚ ʨʘʟʜʝʣʝ 3.9 ʜʘʥʥʦʛʦ ʜʦʢʫʤʝʥʪʘ. ʇʨʠ ʦʙʥʦʚʣʝʥʠʠ 

ʧʨʦʰʠʚʢʠ ʫʩʪʨʦʡʩʪʚʘ, ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʝ ʞʝ ʚʦʟʤʦʞʥʦʩʪʠ. 

ɼʣʷ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʰʠʚʢʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʥʦʚʳʡ ʬʘʡʣ ʦʙʨʘʟʘ 

ʧʨʦʰʠʚʢʠ ʜʣʷ ʟʘʛʨʫʟʢʠ ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ çʆʙʟʦʨ...è. 

ʇʨʠ ʥʘʣʠʯʠʠ ʥʘ ʚʥʝʰʥʝʤ ʫʩʪʨʦʡʩʪʚʝ ʢʦʨʨʝʢʪʥʦʛʦ ʬʘʡʣʘ ʦʙʨʘʟʘ 

ʧʨʦʰʠʚʢʠ ʢʥʦʧʢʘ çʆʙʥʦʚʠʪʴéè ʩʪʘʥʦʚʠʪʩʷ ʘʢʪʠʚʥʘ. ʅʘʞʘʪʠʝ ʵʪʦʡ ʢʥʦʧʢʠ 

ʥʘʯʠʥʘʝʪ ʧʨʦʮʝʜʫʨʫ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʰʠʚʢʠ ʫʩʪʨʦʡʩʪʚʘ.  

3.11 ʊʝʨʤʠʥʘʣ 

ʅʘ ʩʪʨʘʥʠʮʝ çʊʝʨʤʠʥʘʣè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʪʝʨʤʠʥʘʣʫ ʫʩʪʨʦʡʩʪʚʘ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʯʝʨʝʟ ʙʨʘʫʟʝʨ, ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʢʘʢʦʛʦ-ʣʠʙʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çʊʝʨʤʠʥʘʣè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-28. 

 

ʈʠʩʫʥʦʢ 3-28: ʉʪʨʘʥʠʮʘ çʊʝʨʤʠʥʘʣè 



3.11.1 ʅʘʩʪʨʦʡʢʠ ʪʝʨʤʠʥʘʣʘ 

ʉʪʨʘʥʠʮʘ ʥʘʩʪʨʦʝʢ ʪʝʨʤʠʥʘʣʘ ʧʦʢʘʟʘʥʘ ʥʘ ʨʠʩʫʥʢʝ 3-29. 

 

ʈʠʩʫʥʦʢ 3-29: ʉʪʨʘʥʠʮʘ ʦʩʥʦʚʥʳʭ ʥʘʩʪʨʦʝʢ ʪʝʨʤʠʥʘʣʘ 

ɺ ʧʦʣʝ çʇʦʨʪè ʫʢʘʟʳʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ TCP ʧʦʨʪʘ ʩʣʫʞʙʳ ʚʝʙ-ʪʝʨʤʠʥʘʣʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ, ʩʣʫʞʙʦʡ ʚʝʙ-ʪʝʨʤʠʥʘʣʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦʨʪ TCP 4200. 

ʅʘʩʪʨʦʡʢʘ çʆʪʢʣʶʯʠʪʴ ʚʳʚʦʜ ʟʚʫʢʦʚʳʭ ʩʠʛʥʘʣʦʚè ʦʪʢʣʶʯʘʝʪ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʝ ʙʨʘʫʟʝʨʦʤ ʟʚʫʢʦʚʳʭ ʩʠʛʥʘʣʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʩʛʝʥʝʨʠʨʦʚʘʥʳ ʚ ʪʝʨʤʠʥʘʣʝ, ʥʘʧʨʠʤʝʨ ʧʨʠ ʚʳʚʦʜʝ ʩʧʝʮʠʘʣʴʥʦʛʦ ʩʠʤʚʦʣʘ 

ASCII BEL (ʢʦʜ 7). 

ʅʘ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ SSLè ʨʘʩʧʦʣʦʞʝʥʳ ʥʘʩʪʨʦʡʢʠ ʰʠʬʨʦʚʘʥʠʷ SSL. 

ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ çʅʘʩʪʨʦʡʢʠ SSLè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-30. 

ʈʠʩʫʥʦʢ 3-30: ʉʪʨʘʥʠʮʘ SSL ʥʘʩʪʨʦʝʢ ʪʝʨʤʠʥʘʣʘ 

ʅʘʩʪʨʦʡʢʘ çɺʢʣʶʯʠʪʴ SSLè ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ SSL ʧʨʠ ʨʘʙʦʪʝ ʪʝʨʤʠʥʘʣʘ. 

ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʫʞʙʫ ʪʝʨʤʠʥʘʣʦʚ ʙʝʟ ʚʢʣʶʯʸʥʥʦʛʦ 

SSL ʰʠʬʨʦʚʘʥʠʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ, ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʩʝʪʠ ʧʝʨʝʜʘʶʪʩʷ ʚ ʦʪʢʨʳʪʦʤ 

ʚʠʜʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ. 



ʅʘʩʪʨʦʡʢʘ çʉʝʨʪʠʬʠʢʘʪ HTTPS (ʬʦʨʤʘʪ PEM)è ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʫʪʴ 

ʢ SSL ʩʝʨʪʠʬʠʢʘʪʫ ʥʘ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʚʳʧʦʣʥʠʪʴ ʟʘʛʨʫʟʢʫ 

ʥʦʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ PEM ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ. 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʇʝʨʝʛʝʥʝʨʠʨʦʚʘʪʴ SSL ʩʝʨʪʠʬʠʢʘʪè ʧʨʦʠʩʭʦʜʠʪ 

ʫʜʘʣʝʥʠʝ ʪʝʢʫʱʝʛʦ SSL ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʘʷ ʛʝʥʝʨʘʮʠʷ ʥʦʚʦʛʦ 

ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ. 

3.12 ʇʝʨʝʟʘʛʨʫʟʢʘ 

ʉʪʨʘʥʠʮʘ çʇʝʨʝʟʘʛʨʫʟʢʘè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʡ ʧʝʨʝʟʘʛʨʫʟʢʠ ʫʩʪʨʦʡʩʪʚʘ. ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ 

ʘʥʘʣʦʛʠʯʥʘ ʚʳʧʦʣʥʝʥʠʶ ʚ ʢʦʥʩʦʣʠ ʢʦʤʘʥʜʳ gboot. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ 

çʇʝʨʝʟʘʛʨʫʟʢʘè ʨʘʟʜʝʣʘ çʉʠʩʪʝʤʘè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 3-31. 

 

ʈʠʩʫʥʦʢ 3-31: ʉʪʨʘʥʠʮʘ çʇʝʨʝʟʘʛʨʫʟʢʘè 

ʇʝʨʝʟʘʛʨʫʟʢʘ ʫʩʪʨʦʡʩʪʚʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çɺʳʧʦʣʥʠʪʴ 

ʧʝʨʝʟʘʛʨʫʟʢʫè. 

  



4 ʇʃʂ 

ʈʘʟʜʝʣ çʇʃʂè ʛʣʘʚʥʦʛʦ ʤʝʥʶ Web-ʠʥʪʝʨʬʝʡʩʘ ʩʦʜʝʨʞʠʪ ʩʪʨʘʥʠʮʳ ʜʣʷ 

ʥʘʩʪʨʦʡʢʠ ʠ ʤʦʥʠʪʦʨʠʥʛʘ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʠʨʫʝʤʦʛʦ ʣʦʛʠʯʝʩʢʦʛʦ 

ʢʦʥʪʨʦʣʣʝʨʘ (ʇʃʂ) ʫʩʪʨʦʡʩʪʚʘ. ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ ʩʪʨʘʥʠʮʳ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʨʘʙʦʪʦʡ ʷʜʨʘ CODESYS, ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ ʧʨʠʣʦʞʝʥʠʝʤ, 

ʟʘʛʨʫʟʢʘʤʠ, ʞʫʨʥʘʣʘʤʠ ʠ ʜʨʫʛʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

4.1 ɺʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʷ 

ʇʨʠʤʝʯʘʥʠʝ: ʥʘ ʤʦʤʝʥʪ ʧʦʜʛʦʪʦʚʢʠ ʜʦʢʫʤʝʥʪʘʮʠʠ ʩʪʨʘʥʠʮʘ ʚʝʙ-

ʚʠʟʫʘʣʠʟʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʧʨʠʣʦʞʝʥʠʷ CODESYS ʥʝ ʬʫʥʢʮʠʦʥʠʨʫʝʪ 

(çʥʝ ʨʘʙʦʪʘʝʪè). ʇʨʠ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʥʝʡ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ 

ʦʰʠʙʢʝ ʠʣʠ ʧʫʩʪʘʷ ʩʪʨʘʥʠʮʘ. ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʘ ʚ 

ʩʣʝʜʫʶʱʠʭ ʚʝʨʩʠʷʭ ʧʨʦʰʠʚʢʠ. 

4.2 ʅʘʩʪʨʦʡʢʠ CODESYS 

ʅʘ ʩʪʨʘʥʠʮʝ çʅʘʩʪʨʦʡʢʠ CODESYSè ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʧʘʨʘʤʝʪʨʦʚ ʷʜʨʘ CODESYS, ʚʢʣʶʯʘʷ ʩʝʪʝʚʳʝ ʥʘʩʪʨʦʡʢʠ ʚʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʠ, 

ʦʙʨʘʙʦʪʢʫ ʠʩʢʣʶʯʝʥʠʡ, ʧʘʨʘʤʝʪʨʳ ʪʨʝʥʜʦʚ ʠ ʪʨʝʚʦʛ, ʘ ʪʘʢʞʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʩʣʝʜʫʶʱʠʝ ʧʦʜʨʘʟʜʝʣʳ. 

- «ʉʝʪʝʚʳʝ ʥʘʩʪʨʦʡʢʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ» (ʩʤ. ʨʘʟʜʝʣ 4.2.1); 

- «ʀʩʢʣʶʯʝʥʠʷ» (ʩʤ. ʨʘʟʜʝʣ 4.2.2); 

- «ʊʨʝʥʜʳ ʠ ʪʨʝʚʦʛʠ» (ʩʤ. ʨʘʟʜʝʣ 4.2.3); 

- «ʈʘʟʥʦʝ» (ʩʤ. ʨʘʟʜʝʣ 4.2.4). 

4.2.1 ʉʝʪʝʚʳʝ ʥʘʩʪʨʦʡʢʠ ʚʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʠ 

ɺ ʜʘʥʥʦʤ ʧʦʜʨʘʟʜʝʣʝ (ʩʤ. ʨʠʩʫʥʦʢ 4-1) ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ 

ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 



 

ʈʠʩʫʥʦʢ 4-1: ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ CODESYSè. ʉʝʪʝʚʳʝ ʥʘʩʪʨʦʡʢʠ ʚʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʠ 

ɺ ʧʦʜʨʘʟʜʝʣʝ ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʩʣʝʜʫʶɦ ʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çʊʠʧ ʧʦʜʢʣʶʯʝʥʠʷè ð ʚʳʙʦʨ ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-

ʚʠʟʫʘʣʠʟʘʮʠʠ; 

- çʅʦʤʝʨ ʧʦʨʪʘ HTTPè ð TCP-ʧʦʨʪ ʜʣʷ ʚʭʦʜʷʱʠʭ HTTP-ʩʦʝʜʠʥʝʥʠʡ. ʇʦ 

ʫʤʦʣʯʘʥʠʶ: 8080; 

- çʅʦʤʝʨ ʧʦʨʪʘ HTTPSè ð TCP-ʧʦʨʪ ʜʣʷ ʚʭʦʜʷʱʠʭ HTTPS-ʩʦʝʜʠʥʝʥʠʡ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ: 8443; 

- çSSL ʩʝʨʪʠʬʠʢʘʪè ð ʠʥʬʦʨʤʘʮʠʷ ʦ ʪʝʢʫʱʝʤ SSL-ʩʝʨʪʠʬʠʢʘʪʝ ʜʣʷ 

HTTPS.  

4.2.1.1 ɿʘʛʨʫʟʢʘ SSL-ʩʝʨʪʠʬʠʢʘʪʘ 

ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ çɿʘʛʨʫʟʠʪʴ...è ʚ ʧʦʜʨʘʟʜʝʣʝ çʉʝʪʝʚʳʝ ʥʘʩʪʨʦʡʢʠ 

ʚʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʠè ʦʪʢʨʳʚʘʝʪʩʷ ʜʠʘʣʦʛʦʚʦʝ ʦʢʥʦ çɿʘʛʨʫʟʢʘ SSL ʩʝʨʪʠʬʠʢʘʪʘè. 

ɺʥʝʰʥʠʡ ʚʠʜ ʦʢʥʘ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 4-2. 

 

ʈʠʩʫʥʦʢ 4-2: ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ CODESYSè 



ɼʠʘʣʦʛʦʚʦʝ ʦʢʥʦ ʧʦʟʚʦʣʷʝʪ ʟʘʛʨʫʟʠʪʴ SSL-ʩʝʨʪʠʬʠʢʘʪ ʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʣʫʞʙʦʡ ʚʝʙ-

ʚʠʟʫʘʣʠʟʘʮʠʠ CODESYS ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS. 

ʇʘʨʘʤʝʪʨʳ ʟʘʛʨʫʟʢʠ 

- çʌʘʡʣ ʩʝʨʪʠʬʠʢʘʪʘ (.cer ʬʘʡʣ)è ð ʚʳʙʦʨ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ 

.cer. 

- çʌʘʡʣ ʧʨʠʚʘʪʥʦʛʦ ʢʣʶʯʘ (.key ʬʘʡʣ)è ð ʚʳʙʦʨ ʬʘʡʣʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ʚ ʬʦʨʤʘʪʝ .key.  

- çDH (Diffie Hellman) ʢʣʶʯ (.pem ʬʘʡʣ)è ð ʚʳʙʦʨ ʬʘʡʣʘ ʧʘʨʘʤʝʪʨʦʚ 

Diffie-Hellman ʚ ʬʦʨʤʘʪʝ .pem  

4.2.1.2 ɻʝʥʝʨʘʮʠʷ SSL ʩʝʨʪʠʬʠʢʘʪʘ 

ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ çʉʛʝʥʝʨʠʨʦʚʘʪʴ...è ʚ ʧʦʜʨʘʟʜʝʣʝ çʉʝʪʝʚʳʝ 

ʥʘʩʪʨʦʡʢʠ ʚʝʙ-ʚʠʟʫʘʣʠʟʘʮʠʠè (ʩʤ. ʨʘʟʜʝʣ 4.2.1) ʦʪʢʨʳʚʘʝʪʩʷ ʜʠʘʣʦʛʦʚʦʝ ʦʢʥʦ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʛʝʥʝʨʘʮʠʠ ʥʦʚʦʛʦ SSL-ʩʝʨʪʠʬʠʢʘʪʘ. ɺʥʝʰʥʠʡ ʚʠʜ ʦʢʥʘ 

ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 4-3. 

 

ʈʠʩʫʥʦʢ 4-3: ɼʠʘʣʦʛʦʚʦʝ ʦʢʥʦ çɻʝʥʝʨʘʮʠʷ SSL ʩʝʨʪʠʬʠʢʘʪʘè 

4.2.2 ʀʩʢʣʶʯʝʥʠʷ 

ʇʦʜʨʘʟʜʝʣ çʆʙʨʘʙʦʪʢʘ ʠʩʢʣʶʯʝʥʠʡè (ʩʤ. ʨʠʩʫʥʦʢ 4-4) ʦʧʨʝʜʝʣʷʝʪ 

ʧʦʚʝʜʝʥʠʝ ʷʜʨʘ CODESYS ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʠʩʢʣʶʯʝʥʠʷ. ɿʥʘʯʝʥʠʝ 

çʆʪʚʘʣʠʚʘʝʪʩʷ CODESYSè ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʠ ʢʨʠʪʠʯʝʩʢʦʡ ʦʰʠʙʢʝ ʷʜʨʦ ʇʃʂ 

ʙʫʜʝʪ ʦʩʪʘʥʦʚʣʝʥʦ. 

 

ʈʠʩʫʥʦʢ 4-4: ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ CODESYSè. ʀʩʢʣʶʯʝʥʠʷ 



4.2.3 ʊʨʝʥʜʳ ʠ ʪʨʝʚʦʛʠ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʊʨʝʥʜʳ ʠ ʪʨʝʚʦʛʠè (ʩʤ. ʨʠʩʫʥʦʢ 4-5) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʘʨʘʤʝʪʨʳ ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʦ ʭʦʜʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʦʮʝʩʩʘ 

(ʪʨʝʥʜʳ) ʠ ʘʚʘʨʠʡʥʳʭ ʩʦʙʳʪʠʷʭ (ʪʨʝʚʦʛʠ). 

- çʂʘʪʘʣʦʛ ʪʨʝʥʜʦʚè ð ʧʫʪʴ ʢ ʜʠʨʝʢʪʦʨʠʠ ʜʣʷ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʪʨʝʥʜʦʚ 

(ʠʩʪʦʨʠʠ ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ). 

- çʂʘʪʘʣʦʛ ʪʨʝʚʦʛè ð ʧʫʪʴ ʢ ʜʠʨʝʢʪʦʨʠʠ ʜʣʷ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʪʨʝʚʦʛ 

(ʘʚʘʨʠʡʥʳʭ ʩʦʙʳʪʠʡ). 

- çʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ, ʠʩʧʦʣʴʟʫʝʤʳʡ memsys5, ʄʙè ð ʦʙʲʸʤ 

ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ (ʚ ʤʝʛʘʙʘʡʪʘʭ), ʚʳʜʝʣʷʝʤʳʡ ʜʣʷ ʩʠʩʪʝʤʳ 

ʫʧʨʘʚʣʝʥʠʷ ʧʘʤʷʪʴʶ memsys5. 

- çʇʝʨʠʦʜ ʜʠʘʛʥʦʩʪʠʢʠ, ʩʝʢ.è ð ʠʥʪʝʨʚʘʣ (ʚ ʩʝʢʫʥʜʘʭ) ʩʙʦʨʘ 

ʜʠʘʛʥʦʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

 

ʈʠʩʫʥʦʢ 4-5: ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ CODESYSè. ʊʨʝʥʜʳ ʠ ʪʨʝʚʦʛʠ 

4.2.4 ʈʘʟʥʦʝ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʈʘʟʥʦʝè (ʩʤ. ʨʠʩʫʥʦʢ 4-6) ʨʘʟʤʝʱʝʥʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʢʥʦʧʢʠ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʷʜʨʦʤ CODESYS ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ ʧʨʦʝʢʪʦʤ. 

- çʆʯʠʩʪʠʪʴ retain ʧʘʤʷʪʴ...è ð ʢʥʦʧʢʘ ʜʣʷ ʦʯʠʩʪʢʠ retain-ʧʘʤʷʪʠ 

(ʵʥʝʨʛʦʥʝʟʘʚʠʩʠʤʦʡ ʧʘʤʷʪʠ, ʩʦʭʨʘʥʷʶʱʝʡ ʟʥʘʯʝʥʠʷ ʧʝʨʝʤʝʥʥʳʭ ʧʨʠ 

ʧʝʨʝʟʘʛʨʫʟʢʝ). 

- çʇʝʨʝʟʘʧʫʩʪʠʪʴ CODESYS...è ð ʢʥʦʧʢʘ ʜʣʷ ʧʝʨʝʟʘʧʫʩʢʘ ʷʜʨʘ 

CODESYS. 



- çʋʜʘʣʠʪʴ ʧʨʦʝʢʪ...è ð ʢʥʦʧʢʘ ʜʣʷ ʫʜʘʣʝʥʠʷ ʟʘʛʨʫʞʝʥʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʧʨʦʝʢʪʘ. 

 

ʈʠʩʫʥʦʢ 4-6: ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ CODESYSè. ʈʘʟʥʦʝ 

4.3 ɿʘʛʨʫʟʢʠ 

ʅʘ ʩʪʨʘʥʠʮʝ çɿʘʛʨʫʟʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 4-7) ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʩʳʣʢʠ ʜʣʷ 

ʩʢʘʯʠʚʘʥʠʷ ʬʘʡʣʦʚ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʘʙʦʪʳ ʩ ʫʩʪʨʦʡʩʪʚʦʤ. 

 

ʈʠʩʫʥʦʢ 4-7: ʉʪʨʘʥʠʮʘ çɿʘʛʨʫʟʢʠè 

«TITAN CODESYS package» ð ʧʘʢʝʪ ʜʣʷ ʨʘʙʦʪʳ ʩ CODESYS. ʂʥʦʧʢʘ 

çʉʢʘʯʘʪʴ (1024 ɹ)è ʘʢʪʠʚʠʨʫʝʪ ʟʘʛʨʫʟʢʫ ʧʘʢʝʪʘ. 

çɼʨʘʡʚʝʨ RNDIS ʜʣʷ Windowsè ð ʜʨʘʡʚʝʨ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʩʝʪʝʚʦʛʦ 

ʧʦʜʢʣʶʯʝʥʠʷ ʯʝʨʝʟ USB (RNDIS). ʂʥʦʧʢʘ çʉʢʘʯʘʪʴ (1,46 ʄɹ)è ʘʢʪʠʚʠʨʫʝʪ 

ʟʘʛʨʫʟʢʫ ʜʨʘʡʚʝʨʘ. 

4.4 ʇʨʠʣʦʞʝʥʠʝ 

ʅʘ ʩʪʨʘʥʠʮʝ çʇʨʠʣʦʞʝʥʠʝè (ʩʤ. ʨʠʩʫʥʦʢ 4-8) ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ 

ʦ ʟʘʛʨʫʞʝʥʥʦʤ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤ ʧʨʠʣʦʞʝʥʠʠ CODESYS, ʘ ʪʘʢʞʝ ʤʦʥʠʪʦʨ 

ʟʘʜʘʯ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʚʳʧʦʣʥʝʥʠʷ. 



 

ʈʠʩʫʥʦʢ 4-8: ʉʪʨʘʥʠʮʘ çʇʨʠʣʦʞʝʥʠʝè 

ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ: 

çʉʦʩʪʦʷʥʠʝè ð ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʧʨʠʣʦʞʝʥʠʷ; 

çʅʘʟʚʘʥʠʝè ð ʠʤʷ ʟʘʛʨʫʞʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ; 

çɸʚʪʦʨè ð ʘʚʪʦʨ ʧʨʠʣʦʞʝʥʠʷ (ʝʩʣʠ ʫʢʘʟʘʥ); 

çɺʝʨʩʠʷè ð ʚʝʨʩʠʷ ʧʨʠʣʦʞʝʥʠʷ (ʝʩʣʠ ʫʢʘʟʘʥʘ); 

çʀʟʤʝʥʝʥʦè ð ʜʘʪʘ ʠ ʚʨʝʤʷ ʧʦʩʣʝʜʥʝʛʦ ʠʟʤʝʥʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ; 

«Target» ð ʚʝʨʩʠʷ target-ʬʘʡʣʘ CODESYS. 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʄʦʥʠʪʦʨ ʟʘʜʘʯè ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʟʘʜʘʯ ʨʝʘʣʴʥʦʛʦ 

ʚʨʝʤʝʥʠ, ʚʳʧʦʣʥʷʝʤʳʭ ʚ ʧʨʠʣʦʞʝʥʠʠ. ɼʦʩʪʫʧʥʘ ʩʦʨʪʠʨʦʚʢʘ: 

- çʉʦʨʪʠʨʦʚʘʪʴ ʧʦ ʩʪʦʣʙʮʫè ð ʚʳʙʦʨ ʩʪʦʣʙʮʘ ʜʣʷ ʩʦʨʪʠʨʦʚʢʠ (ʥʘʧʨʠʤʝʨ, 

çʇʨʠʦʨʠʪʝʪè). 

- çʇʦʨʷʜʦʢ ʩʦʨʪʠʨʦʚʢʠè ð ʚʳʙʦʨ ʥʘʧʨʘʚʣʝʥʠʷ ʩʦʨʪʠʨʦʚʢʠ (çʇʦ 

ʚʦʟʨʘʩʪʘʥʠʶè ʠʣʠ çʇʦ ʫʙʳʚʘʥʠʶè). 



ɺ ʥʠʞʥʝʡ ʯʘʩʪʠ ʩʪʨʘʥʠʮʳ ʨʘʩʧʦʣʦʞʝʥʘ ʢʥʦʧʢʘ çʉʙʨʦʩʠʪʴ ʚʩʸè, ʢʦʪʦʨʘʷ 

ʩʙʨʘʩʳʚʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʜʣʷ ʚʩʝʭ ʟʘʜʘʯ. 

4.5 ʌʘʡʣʳ ʞʫʨʥʘʣʦʚ 

ʅʘ ʩʪʨʘʥʠʮʝ çʌʘʡʣʳ ʞʫʨʥʘʣʦʚè (ʩʤ. ʨʠʩʫʥʦʢ 4-9) ʦʪʦʙʨʘʞʘʝʪʩʷ ʞʫʨʥʘʣ 

ʨʘʙʦʪʳ ʷʜʨʘ CODESYS (PlcLog). ʉʪʨʘʥʠʮʘ ʧʦʟʚʦʣʷʝʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ, 

ʬʠʣʴʪʨʦʚʘʪʴ ʠ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ. 

 

ʈʠʩʫʥʦʢ 4-9: ʉʪʨʘʥʠʮʘ çʌʘʡʣʳ ʞʫʨʥʘʣʦʚè 

ɺ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʩʪʨʘʥʠʮʳ ʨʘʩʧʦʣʦʞʝʥʳ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ 

ʫʧʨʘʚʣʝʥʠʷ: 

 



- çʆʪʦʙʨʘʞʘʪʴ ʧʦ ʫʙʳʚʘʥʠʶ ʚʨʝʤʝʥʠ (ʧʦʩʣʝʜʥʝʝ ʩʚʝʨʭʫ)è ð ʧʨʠ 

ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʦʧʮʠʠ ʩʘʤʳʝ ʩʚʝʞʠʝ ʟʘʧʠʩʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʥʘʯʘʣʝ 

ʪʘʙʣʠʮʳ. 

- çʇʝʨʝʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʞʫʨʥʘʣʘè ð ʢʥʦʧʢʘ ʜʣʷ ʧʨʠʥʫʜʠʪʝʣʴʥʦʛʦ 

ʦʙʥʦʚʣʝʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ ʞʫʨʥʘʣʘ. 

- çʉʢʘʯʘʪʴ CSVè ð ʢʥʦʧʢʘ ʜʣʷ ʵʢʩʧʦʨʪʘ ʞʫʨʥʘʣʘ ʚ ʬʦʨʤʘʪʝ CSV 

(ʟʥʘʯʝʥʠʷ, ʨʘʟʜʝʣʸʥʥʳʝ ʟʘʧʷʪʳʤʠ). 

- ʌʠʣʴʪʨ ʧʦ ʫʨʦʚʥʶ ð ʧʨʠ ʥʘʞʘʪʠʠ ʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʵʣʝʤʝʥʪ 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ ʟʘʧʠʩʠ ʚʳʙʨʘʥʥʦʛʦ ʫʨʦʚʥʷ. 

ʅʠʞʝ ʥʘ ʩʪʨʘʥʠʮʝ ʥʘʭʦʜʷʪʩʷ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ. ʊʘʙʣʠʮʘ ʞʫʨʥʘʣʘ ʠʤʝʝʪ 

ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʋʨʦʚʝʥʴè ð ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʷ (Error, Warning, Info, Debug). 

- çɺʨʝʤʝʥʥʘʷ ʤʝʪʢʘè ð ʜʘʪʘ ʠ ʚʨʝʤʷ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʷ. 

- çʆʧʠʩʘʥʠʝè ð ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʩʦʙʳʪʠʷ ʠʣʠ ʢʦʜ ʦʰʠʙʢʠ. 

- çʂʦʤʧʦʥʝʥʪè ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʦʤʧʦʥʝʥʪʘ, ʩʛʝʥʝʨʠʨʦʚʘʚʰʝʛʦ 

ʩʦʙʳʪʠʝ. 

  



5 ʉʣʫʞʙʳ 

5.1 DDNS 

ʅʘ ʩʪʨʘʥʠʮʝ çɼʠʥʘʤʠʯʝʩʢʠʡ DNSè ʨʘʟʜʝʣʘ çʉʣʫʞʙʳè ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʥʘʩʪʨʦʡʢʘ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ DNS-ʟʘʧʠʩʝʡ ʜʣʷ ʜʦʤʝʥʥʳʭ ʠʤʸʥ ʧʨʠ 

ʠʟʤʝʥʝʥʠʠ IP-ʘʜʨʝʩʘ ʫʩʪʨʦʡʩʪʚʘ. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʚʢʣʘʜʢʠ:  

- çʀʥʬʦʨʤʘʮʠʷè (ʩʤ. ʨʘʟʜʝʣ 5.1.1);  

- çɻʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʘʟʜʝʣ 5.1.2); 

- «ʉʣʫʞʙʳ» (ʩʤ. ʨʘʟʜʝʣ 5.1.3).  

5.1.1 ɺʢʣʘʜʢʘ çʀʥʬʦʨʤʘʮʠʷè 

ʅʘ ʚʢʣʘʜʢʝ çʀʥʬʦʨʤʘʮʠʷè (ʩʤ. ʨʠʩʫʥʦʢ 5-1) ʦʪʦʙʨʘʞʘʝʪʩʷ ʦʙʱʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʠ ʚʝʨʩʠʠ DDNS-ʢʣʠʝʥʪʘ, ʘ ʪʘʢʞʝ ʵʣʝʤʝʥʪʳ 

ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʝʛʦ ʟʘʧʫʩʢʘ ʠ ʦʙʥʦʚʣʝʥʠʷ. 

 

ʈʠʩʫʥʦʢ 5-1: ʉʪʨʘʥʠʮʘ çɼʠʥʘʤʠʯʝʩʢʠʡ DNSè. ɺʢʣʘʜʢʘ çʀʥʬʦʨʤʘʮʠʷè 

ʅʘ ʚʢʣʘʜʢʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ: 

- çɺʝʨʩʠʷ DDNSè ð ʚʝʨʩʠʷ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʧʘʢʝʪʘ DDNS $ 

- çʉʦʩʪʦʷʥʠʝè ð ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ DDNS-ʢʣʠʝʥʪʘ. ʉʦʦʙʱʘʝʪ, ʚʢʣʶʯʸʥ 

ʣʠ ʘʚʪʦʟʘʧʫʩʢ DDNS ʧʨʠ ʟʘʛʨʫʟʢʝ ʠ ʧʨʠ ʩʦʙʳʪʠʷʭ ʠʥʪʝʨʬʝʡʩʘ;  



- çɿʘʧʫʩʪʠʪʴ DDNSè ð ʢʥʦʧʢʘ ʜʣʷ ʥʝʤʝʜʣʝʥʥʦʛʦ ʟʘʧʫʩʢʘ ʚʩʝʭ 

ʥʘʩʪʨʦʝʥʥʳʭ DDNS-ʩʣʫʞʙ; 

- çʇʝʨʝʟʘʧʫʩʪʠʪʴ DDNSè ð ʢʥʦʧʢʘ ʜʣʷ ʧʝʨʝʟʘʧʫʩʢʘ ʚʩʝʭ ʥʘʩʪʨʦʝʥʥʳʭ 

DDNS-ʩʣʫʞʙ; 

- çʇʦʩʣʝʜʥʝʝ ʦʙʥʦʚʣʝʥʠʝ ʩʧʠʩʢʘ ʩʣʫʞʙè ð ʜʘʪʘ ʠ ʚʨʝʤʷ ʧʦʩʣʝʜʥʝʛʦ 

ʦʙʥʦʚʣʝʥʠʷ ʚʩʪʨʦʝʥʥʦʛʦ ʩʧʠʩʢʘ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ DDNS-ʧʨʦʚʘʡʜʝʨʦʚ; 

- çʆʙʥʦʚʠʪʴ ʩʧʠʩʦʢ ʩʣʫʞʙ DDNSè ð ʢʥʦʧʢʘ ʜʣʷ ʧʨʠʥʫʜʠʪʝʣʴʥʦʛʦ 

ʦʙʥʦʚʣʝʥʠʷ ʩʧʠʩʢʘ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ DDNS-ʧʨʦʚʘʡʜʝʨʦʚ ʠʟ ʚʥʝʰʥʝʛʦ 

ʠʩʪʦʯʥʠʢʘ. 

IPv6 ʚ ʜʘʥʥʦʡ ʩʠʩʪʝʤʝ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. 

5.1.2 ɺʢʣʘʜʢʘ çɻʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ çɻʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-2) ʨʘʩʧʦʣʦʞʝʥʳ 

ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ DDNS-ʢʣʠʝʥʪʘ, ʚʣʠʷʶʱʠʝ ʥʘ ʧʦʚʝʜʝʥʠʝ ʚʩʝʭ ʩʣʫʞʙ. 

 

ʈʠʩʫʥʦʢ 5-2: ʉʪʨʘʥʠʮʘ çɼʠʥʘʤʠʯʝʩʢʠʡ DNSè. ɺʢʣʘʜʢʘ çɻʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 



- çʈʘʟʨʝʰʠʪʴ ʥʝ ʧʫʙʣʠʯʥʳʝ IP-ʘʜʨʝʩʘè ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʦʧʮʠʠ 

ʨʘʟʨʝʰʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʠʚʘʪʥʳʭ IP-ʘʜʨʝʩʦʚ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ 

DDNS.  

- çʌʦʨʤʘʪ ʜʘʪʳè ð ʦʧʨʝʜʝʣʷʝʪ ʬʦʨʤʘʪ ʦʪʦʙʨʘʞʝʥʠʷ ʜʘʪʳ ʠ ʚʨʝʤʝʥʠ ʚ 

ʠʥʪʝʨʬʝʡʩʝ DDNS. 

- çʇʘʧʢʘ ʩʦʩʪʦʷʥʠʷè ð ʧʫʪʴ ʢ ʜʠʨʝʢʪʦʨʠʠ, ʚ ʢʦʪʦʨʦʡ ʭʨʘʥʷʪʩʷ PID-ʬʘʡʣʳ 

ʠ ʜʨʫʛʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʢʘʞʜʦʡ ʟʘʧʫʱʝʥʥʦʡ DDNS-ʩʣʫʞʙʳ. 

- çʇʘʧʢʘ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘè ð ʧʫʪʴ ʢ ʜʠʨʝʢʪʦʨʠʠ, ʚ ʢʦʪʦʨʦʡ ʭʨʘʥʷʪʩʷ 

ʬʘʡʣʳ ʞʫʨʥʘʣʦʚ ʜʣʷ ʢʘʞʜʦʡ ʟʘʧʫʱʝʥʥʦʡ DDNS-ʩʣʫʞʙʳ. 

- çʇʨʦʩʤʦʪʨ ʞʫʨʥʘʣʘè ð ʯʠʩʣʦ ʩʦʭʨʘʥʷʝʤʳʭ ʩʪʨʦʢ ʞʫʨʥʘʣʘ ʜʣʷ ʢʘʞʜʦʡ 

ʩʣʫʞʙʳ. 

- çʀʩʧʦʣʴʟʦʚʘʪʴ cURLè ð ʚʳʙʦʨ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʜʣʷ 

HTTP-ʟʘʧʨʦʩʦʚ. 

- çʇʫʪʴ ʢ CA-ʩʝʨʪʠʬʠʢʘʪʘʤè ð ʧʫʪʴ ʢ CA-ʩʝʨʪʠʬʠʢʘʪʘʤ, ʠʩʧʦʣʴʟʫʝʤʳʤ 

ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʨʠ ʟʘʛʨʫʟʢʝ ʜʘʥʥʳʭ ʩʝʨʚʠʩʦʚ. 

- çURL ʬʘʡʣʘ ʧʦʜʜʝʨʞʢʠ ʩʣʫʞʙè ð URL-ʘʜʨʝʩ ʜʣʷ ʟʘʛʨʫʟʢʠ ʬʘʡʣʘ ʩʦ 

ʩʧʠʩʢʦʤ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ DDNS-ʧʨʦʚʘʡʜʝʨʦʚ. 

5.1.3 ʇʦʜʨʘʟʜʝʣ çʉʣʫʞʙʳè (ʩʧʠʩʦʢ DDNS-ʩʝʨʚʠʩʦʚ) 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʣʫʞʙʳè (ʩʤ. ʨʠʩʫʥʦʢ 5-3) ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʚʩʝʭ 

ʥʘʩʪʨʦʝʥʥʳʭ DDNS-ʩʣʫʞʙ. 

 

ʈʠʩʫʥʦʢ 5-3: ʉʪʨʘʥʠʮʘ çɼʠʥʘʤʠʯʝʩʢʠʡ DNSè. ʇʦʜʨʘʟʜʝʣ çʉʣʫʞʙʳè 



ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʉʦʩʪʦʷʥʠʝè ð ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʩʣʫʞʙʳ; 

- çʅʘʟʚʘʥʠʝè ð ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʝ ʠʤʷ; 

- çʇʦʠʩʢ ʠʤʝʥʠ ʭʦʩʪʘ / ɿʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʡ IP-ʘʜʨʝʩè ð ʜʦʤʝʥʥʦʝ ʠʤʷ, 

ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʦʙʥʦʚʣʷʪʴʩʷ, ʠ ʪʝʢʫʱʠʡ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʡ IP-ʘʜʨʝʩ; 

- çɺʢʣʶʯʝʥʦè ð ʬʣʘʛ, ʫʢʘʟʳʚʘʶʱʠʡ, ʘʢʪʠʚʥʘ ʣʠ ʜʘʥʥʘʷ DDNS-ʩʣʫʞʙʘ; 

- çʇʦʩʣʝʜʥʝʝ ʦʙʥʦʚʣʝʥʠʝ / ʉʣʝʜʫʶʱʝʝ ʦʙʥʦʚʣʝʥʠʝè ð ʜʘʪʘ ʠ ʚʨʝʤʷ 

ʧʦʩʣʝʜʥʝʛʦ ʫʩʧʝʰʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ, ʘ ʪʘʢʞʝ ʚʨʝʤʷ ʩʣʝʜʫʶʱʝʡ 

ʟʘʧʣʘʥʠʨʦʚʘʥʥʦʡ ʧʦʧʳʪʢʠ ʦʙʥʦʚʣʝʥʠʷ. 

5.1.3.1 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ DDNS-ʩʣʫʞʙʳ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ DDNS-ʩʣʫʞʙʳ ʦʪʢʨʳʚʘʝʪʩʷ ʧʨʠ 

ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʀʟʤʝʥʠʪʴè ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʩʣʫʞʙʳ (ʩʤ. ʨʘʟʜʝʣ 

5.1.3). ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 5-4. 

 

ʈʠʩʫʥʦʢ 5-4: ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ DDNS-ʩʣʫʞʙʳ (ʥʘ ʧʨʠʤʝʨʝ çmyddns_ipv6è) 

ʅʘ ʩʪʨʘʥʠʮʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

- çɺʢʣʶʯʝʥʦè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʠʣʠ ʦʪʢʣʶʯʘʶʱʠʡ ʜʘʥʥʫʶ DDNS-

ʩʣʫʞʙʫ. 



- çʇʦʠʩʢ ʠʤʝʥʠ ʭʦʩʪʘè ð ʠʤʷ ʭʦʩʪʘ ʠʣʠ ʧʦʣʥʦʝ ʜʦʤʝʥʥʦʝ ʠʤʷ (FQDN), 

ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʙʥʦʚʣʝʥʠʷ 

IP-ʘʜʨʝʩʘ. 

- çɺʝʨʩʠʷ IP-ʘʜʨʝʩʘè ð ʚʳʙʦʨ ʚʝʨʩʠʠ ʧʨʦʪʦʢʦʣʘ IP-ʘʜʨʝʩʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʦʪʧʨʘʚʣʷʪʴʩʷ ʧʨʦʚʘʡʜʝʨʫ DDNS.  

- çʇʨʦʚʘʡʜʝʨ ʩʣʫʞʙʳ DDNSè ð ʚʳʙʦʨ ʧʨʦʚʘʡʜʝʨʘ DDNS-ʫʩʣʫʛ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ. 

- ʂʥʦʧʢʘ «ʇʝʨʝʢʣʶʯʠʪʴ ʩʣʫʞʙʫè ʤʝʥʷʝʪ ʧʨʦʚʘʡʜʝʨʘ DDNS. 

- çʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ URL ʦʙʥʦʚʣʝʥʠʷè ð URL-ʘʜʨʝʩ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ 

ʦʙʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ ʫ DDNS-ʧʨʦʚʘʡʜʝʨʘ. 

- çʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʩʢʨʠʧʪ ʦʙʥʦʚʣʝʥʠʷè ð ʧʫʪʴ ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤʫ 

ʩʢʨʠʧʪʫ ʦʙʥʦʚʣʝʥʠʷ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʚʘʰʝʛʦ 

ʧʨʦʚʘʡʜʝʨʘ DDNS. 

5.1.3.2 ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʡ DDNS-ʩʣʫʞʙʳ 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ DDNS-ʩʣʫʞʙʳ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çɼʦʙʘʚʠʪʴ 

ʥʦʚʫʶ ʩʣʫʞʙʫ...è, ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʚ ʧʦʜʨʘʟʜʝʣʝ çʉʣʫʞʙʳè (ʩʤ. ʨʘʟʜʝʣ 5.1.3). 

ʇʨʠ ʝʸ ʥʘʞʘʪʠʠ ʦʪʢʨʳʚʘʝʪʩʷ ʜʠʘʣʦʛʦʚʦʝ ʦʢʥʦ ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ ʩʣʫʞʙʳ, 

ʚʥʝʰʥʠʡ ʚʠʜ ʢʦʪʦʨʦʛʦ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 5-5. 

 

ʈʠʩʫʥʦʢ 5-5: ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʡ DDNS-ʩʣʫʞʙʳ 

ɺ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çʅʘʟʚʘʥʠʝè ð ʫʥʠʢʘʣʴʥʦʝ ʩʠʤʚʦʣʴʥʦʝ ʠʤʷ ʩʦʟʜʘʚʘʝʤʦʡ DDNS-ʩʣʫʞʙʳ 

(ʥʘʧʨʠʤʝʨ, çʅʦʚʘʷ DDNS ʩʣʫʞʙʘ...è). 

- çɺʝʨʩʠʷ IP-ʘʜʨʝʩʘè ð ʚʳʙʦʨ ʚʝʨʩʠʠ ʧʨʦʪʦʢʦʣʘ IP-ʘʜʨʝʩʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʦʪʧʨʘʚʣʷʪʴʩʷ ʧʨʦʚʘʡʜʝʨʫ DDNS.  



- çʇʨʦʚʘʡʜʝʨ ʩʣʫʞʙʳ DDNSè ð ʚʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʜʣʷ ʚʳʙʦʨʘ 

ʧʨʦʚʘʡʜʝʨʘ DDNS-ʫʩʣʫʛ  

5.2 LLDP  

LLDP (Link Layer Discovery Protocol) ð ʵʪʦ ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʥʥʳʡ 

ʧʨʦʪʦʢʦʣ ʢʘʥʘʣʴʥʦʛʦ ʫʨʦʚʥʷ, ʧʦʟʚʦʣʷʶʱʠʡ ʩʝʪʝʚʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʦʙʲʷʚʣʷʪʴ ʦ 

ʩʝʙʝ ʠ ʦʙʥʘʨʫʞʠʚʘʪʴ ʩʦʩʝʜʥʠʝ ʫʩʪʨʦʡʩʪʚʘ. ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ 

ʩʪʨʘʥʠʮʳ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʝʜʷʭ ʠ ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳ LLDPd. 

5.2.1 ʉʦʩʪʦʷʥʠʝ LLDP 

ʉʪʨʘʥʠʮʘ çʉʦʩʪʦʷʥʠʝ LLDPè ʧʦʟʚʦʣʷʝʪ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʣʦʢʘʣʴʥʦʤ ʰʘʩʩʠ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʩʦʩʝʜʷʭ ʠ ʩʪʘʪʠʩʪʠʢʫ ʠʥʪʝʨʬʝʡʩʦʚ. 

5.2.1.1 ʃʦʢʘʣʴʥʦʝ ʰʘʩʩʠ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʃʦʢʘʣʴʥʦʝ ʰʘʩʩʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-6) ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʘʤʦʤ ʫʩʪʨʦʡʩʪʚʝ: 

- çʅʘʟʚʘʥʠʝè ð ʠʤʷ ʫʩʪʨʦʡʩʪʚʘ; 

- çʆʧʠʩʘʥʠʝè ð ʦʧʠʩʘʥʠʝ ʩʠʩʪʝʤʳ; 

- «ID» ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʰʘʩʩʠ; 

- çʊʠʧ IDè ð ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ; 

- «IP-ʘʜʨʝʩʘè ð IP-ʘʜʨʝʩʘ ʫʩʪʨʦʡʩʪʚʘ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ. 

- çɺʦʟʤʦʞʥʦʩʪʠè ð ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠ ʚʢʣʶʯʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 

ʫʩʪʨʦʡʩʪʚʘ. 

 

ʈʠʩʫʥʦʢ 5-6: ʉʪʨʘʥʠʮʘ çʉʦʩʪʦʷʥʠʝ LLDPè 



5.2.1.2 ʆʙʥʘʨʫʞʝʥʥʳʝ ʩʦʩʝʜʠ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʆʙʥʘʨʫʞʝʥʥʳʝ ʩʦʩʝʜʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-7) ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʪʘʙʣʠʮʘ ʩʦʩʝʜʥʠʭ ʫʩʪʨʦʡʩʪʚ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʧʦ ʧʨʦʪʦʢʦʣʘʤ LLDP, CDP ʠ 

ʜʨʫʛʠʤ. ɼʣʷ ʢʘʞʜʦʛʦ ʦʙʥʘʨʫʞʝʥʥʦʛʦ ʩʦʩʝʜʘ ʧʨʠʚʦʜʷʪʩʷ ʩʣʝʜʫʶʱʠʝ ʩʚʝʜʝʥʠʷ: 

ʃʦʢʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ: 

- çʅʘʟʚʘʥʠʝè ð ʠʤʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʫʩʪʨʦʡʩʪʚʘ, ʥʘ ʢʦʪʦʨʦʤ 

ʦʙʥʘʨʫʞʝʥ ʩʦʩʝʜ; 

- çɺʦʟʨʘʩʪè ð ʚʨʝʤʷ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʛʦ ʧʦʣʫʯʝʥʠʷ LLDP-ʧʘʢʝʪʘ ʦʪ 

ʜʘʥʥʦʛʦ ʩʦʩʝʜʘ. 

ʇʨʦʪʦʢʦʣ: 

- çʇʨʦʪʦʢʦʣè ð ʧʨʦʪʦʢʦʣ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʦʙʥʘʨʫʞʝʥ ʩʦʩʝʜ. 

ʆʙʥʘʨʫʞʝʥʥʦʝ ʰʘʩʩʠ: 

- çʅʘʟʚʘʥʠʝè ð ʠʤʷ ʩʦʩʝʜʥʝʛʦ ʫʩʪʨʦʡʩʪʚʘ; 

- çʆʧʠʩʘʥʠʝè ð ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʩʦʩʝʜʥʝʛʦ ʫʩʪʨʦʡʩʪʚʘ; 

- «ID» ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʰʘʩʩʠ ʩʦʩʝʜʥʝʛʦ ʫʩʪʨʦʡʩʪʚʘ; 

- çʊʠʧ IDè ð ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ; 

- «IP-ʘʜʨʝʩʘè ð IP-ʘʜʨʝʩʘ ʩʦʩʝʜʥʝʛʦ ʫʩʪʨʦʡʩʪʚʘ; 

- çɺʦʟʤʦʞʥʦʩʪʠè ð ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠ ʚʢʣʶʯʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 

ʩʦʩʝʜʥʝʛʦ ʫʩʪʨʦʡʩʪʚʘ. 

ʆʙʥʘʨʫʞʝʥʥʳʡ ʧʦʨʪ: 

- çID ʧʦʨʪʘè ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʩʦʩʝʜʥʝʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʢ ʢʦʪʦʨʦʤʫ 

ʧʦʜʢʣʶʯʝʥʦ ʜʘʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ; 

- çʊʠʧ ID ʧʦʨʪʘè ð ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʨʪʘ; 

- çʆʧʠʩʘʥʠʝ ʧʦʨʪʘè ð ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʧʦʨʪʘ ʩʦʩʝʜʥʝʛʦ ʫʩʪʨʦʡʩʪʚʘ; 

- «TTL» ð ʚʨʝʤʷ ʞʠʟʥʠ (Time To Live) ʧʦʣʫʯʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʩʝʢʫʥʜʘʭ (ʥʘʧʨʠʤʝʨ, ç120è). ʇʦ ʠʩʪʝʯʝʥʠʠ ʵʪʦʛʦ ʚʨʝʤʝʥʠ ʟʘʧʠʩʴ ʦ 

ʩʦʩʝʜʝ ʫʜʘʣʷʝʪʩʷ, ʝʩʣʠ ʥʝ ʧʦʣʫʯʝʥ ʥʦʚʳʡ ʧʘʢʝʪ. 



 

ʈʠʩʫʥʦʢ 5-7: ʉʪʨʘʥʠʮʘ çʉʦʩʪʦʷʥʠʝ LLDPè. ʇʦʜʨʘʟʜʝʣ çʆʙʥʘʨʫʞʝʥʥʳʝ ʩʦʩʝʜʠè 

5.2.1.3 ʉʪʘʪʠʩʪʠʢʘ ʠʥʪʝʨʬʝʡʩʦʚ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʪʘʪʠʩʪʠʢʘ ʠʥʪʝʨʬʝʡʩʦʚè (ʩʤ. ʨʠʩʫʥʦʢ 5-8) ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʚʦʜʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʢʘʞʜʦʤʫ ʠʥʪʝʨʬʝʡʩʫ: ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʳʭ ʠ 

ʧʨʠʥʷʪʳʭ LLDP-ʧʘʢʝʪʦʚ, ʦʰʠʙʢʠ, ʫʩʪʘʨʝʚʰʠʝ ʟʘʧʠʩʠ ʠ ʪ.ʜ. 

 

ʈʠʩʫʥʦʢ 5-8: ʉʪʨʘʥʠʮʘ çʉʦʩʪʦʷʥʠʝ LLDPè. ʉʪʘʪʠʩʪʠʢʘ ʠʥʪʝʨʬʝʡʩʦʚ 

ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʃʦʢʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩè ð ʠʤʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ (ʥʘʧʨʠʤʝʨ, çeth0è, 

çeth1è), ʘ ʪʘʢʞʝ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʪʝʨʬʝʡʩʝ: 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ (ID), ʪʠʧ ID, ʦʧʠʩʘʥʠʝ ʧʦʨʪʘ, TTL (ʚʨʝʤʷ ʞʠʟʥʠ) ʠ ʪ.ʜ; 

- çʇʨʦʪʦʢʦʣè ð ʧʨʦʪʦʢʦʣ ʦʙʥʘʨʫʞʝʥʠʷ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʚʝʜʸʪʩʷ ʩʪʘʪʠʩʪʠʢʘ; 

- çɸʜʤʠʥʠʩʪʨʘʪʠʚʥʦʝ ʩʦʩʪʦʷʥʠʝè ð ʨʝʞʠʤ ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʘ ʥʘ 

ʠʥʪʝʨʬʝʡʩʝ; 

- «Tx» ð ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʳʭ ʧʘʢʝʪʦʚ; 

- «Rx» ð ʢʦʣʠʯʝʩʪʚʦ ʧʨʠʥʷʪʳʭ ʧʘʢʝʪʦʚ; 



- çTx (ʦʪʙʨʦʰʝʥʦ)è ð ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʳʭ ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ʧʦ 

ʨʘʟʣʠʯʥʳʤ ʧʨʠʯʠʥʘʤ; 

- çTx (ʥʝ ʨʘʩʧʦʟʥʘʥʦ)è ð ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʳʭ ʧʘʢʝʪʦʚ, ʢʦʪʦʨʳʝ ʥʝ 

ʙʳʣʠ ʨʘʩʧʦʟʥʘʥʳ; 

- çʋʩʪʘʨʝʣʦè ð ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ ʦ ʩʦʩʝʜʷʭ, ʫʜʘʣʸʥʥʳʭ ʧʦ ʠʩʪʝʯʝʥʠʠ 

TTL; 

- çʆʙʥʘʨʫʞʝʥʦè ð ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʩʦʩʝʜʝʡ ʥʘ ʜʘʥʥʦʤ 

ʠʥʪʝʨʬʝʡʩʝ; 

- çʋʜʘʣʝʥʦè ð ʢʦʣʠʯʝʩʪʚʦ ʫʜʘʣʸʥʥʳʭ ʟʘʧʠʩʝʡ ʦ ʩʦʩʝʜʷʭ (ʧʦ ʣʶʙʦʡ 

ʧʨʠʯʠʥʝ); 

5.2.2 ʅʘʩʪʨʦʡʢʠ LLDPd 

ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ LLDPdè (ʩʤ. ʨʠʩʫʥʦʢ 5-9) ʧʦʟʚʦʣʷʝʪ 

ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʩʣʫʞʙʳ LLDPd. ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʚʢʣʘʜʢʠ: 

çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè, çʉʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳè, çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʥʘʩʪʨʦʡʢʠè, çʇʦʜʜʝʨʞʢʘ ʧʨʦʪʦʢʦʣʦʚè. 

 

ʈʠʩʫʥʦʢ 5-9: ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ LLDPdè 

5.2.2.1 ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-10) ʜʦʩʪʫʧʥʳ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çɺʢʣʶʯʠʪʴ ʩʣʫʞʙʫè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʠʣʠ ʦʪʢʣʶʯʘʶʱʠʡ ʨʘʙʦʪʫ 

LLDPd; 



- çʆʧʠʩʘʥʠʝ ʩʠʩʪʝʤʳè ð ʧʝʨʝʦʧʨʝʜʝʣʝʥʠʝ ʩʠʩʪʝʤʥʦʛʦ ʦʧʠʩʘʥʠʷ; 

- çʀʤʷ ʩʠʩʪʝʤʳè ð ʧʝʨʝʦʧʨʝʜʝʣʝʥʠʝ ʠʤʝʥʠ ʩʠʩʪʝʤʳ; 

- çʆʧʠʩʘʥʠʝ ʧʣʘʪʬʦʨʤʳè ð ʧʝʨʝʦʧʨʝʜʝʣʝʥʠʝ ʦʧʠʩʘʥʠʷ ʧʣʘʪʬʦʨʤʳ; 

- çɸʜʨʝʩʘ ʫʧʨʘʚʣʝʥʠʷ ʜʘʥʥʦʡ ʩʠʩʪʝʤʳè ð ʧʝʨʝʦʧʨʝʜʝʣʝʥʠʝ ʘʜʨʝʩʦʚ 

ʫʧʨʘʚʣʝʥʠʷ; 

- çɿʘʜʝʨʞʢʘ ʦʪʧʨʘʚʢʠè ð ʟʘʜʝʨʞʢʘ ʤʝʞʜʫ ʜʚʫʤʷ ʧʝʨʝʜʘʯʘʤʠ LLDP PDU; 

- çɿʥʘʯʝʥʠʝ çtransmit holdèè ð ʤʥʦʞʠʪʝʣʴ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ TTL; 

- çɺʢʣʶʯʠʪʴ ʨʝʞʠʤ çʪʦʣʴʢʦ ʧʨʠʸʤèè ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʦʧʮʠʠ 

LLDPd ʥʝ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʧʘʢʝʪʳ, ʘ ʪʦʣʴʢʦ ʧʨʦʩʣʫʰʠʚʘʪʴ ʩʝʪʴ ʜʣʷ 

ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʩʝʜʝʡ. 

 

ʈʠʩʫʥʦʢ 5-10: ɺʢʣʘʜʢʘ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè 



5.2.2.2 ʉʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ 

ʅʘ ʚʢʣʘʜʢʝ çʉʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳè (ʩʤ. ʨʠʩʫʥʦʢ 5-11) ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʚʳʙʦʨ ʠʥʪʝʨʬʝʡʩʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ LLDPd. 

- çʉʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳè ð ʩʧʠʩʦʢ ʠʥʪʝʨʬʝʡʩʦʚ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ 

ʧʨʦʩʣʫʰʠʚʘʪʴ ʠ ʦʪʧʨʘʚʣʷʪʴ LLDPDU; 

- çʉʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ ID ʰʘʩʩʠ (chassis 

ID)» ð ʫʢʘʟʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʰʘʩʩʠ. 

 

ʈʠʩʫʥʦʢ 5-11: ɺʢʣʘʜʢʘ çʉʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳè 

5.2.2.3 ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-12) ʜʦʩʪʫʧʥʳ 

ʨʘʩʰʠʨʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ: 

- çʇʫʪʴ ʢ ʩʦʢʝʪʫ SNMP agentXè ð ʧʫʪʴ ʢ ʩʦʢʝʪʫ SNMP AgentX; 

- çʂʣʘʩʩ ʫʩʪʨʦʡʩʪʚʘ LLDP-MED» ð ʚʳʙʦʨ ʢʣʘʩʩʘ ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ LLDP-

MED; 

- çʆʪʢʣʶʯʠʪʴ ʦʪʧʨʘʚʢʫ ʠʥʚʝʥʪʘʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ LLDP-MED TLV» ð

LLDPd ʥʝ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʠʥʚʝʥʪʘʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʥʦ ʙʫʜʝʪ 

ʧʦʣʫʯʘʪʴ ʠ ʧʫʙʣʠʢʦʚʘʪʴ ʝʸ; 

- çʇʦʚʝʜʝʥʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʥʝʩʢʦʣʴʢʠʭ ʩʦʩʝʜʝʡè ð ʪʘʙʣʠʮʘ 

ʬʠʣʴʪʨʘʮʠʠ ʚʭʦʜʷʱʠʭ ʠ ʠʩʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʧʨʦʪʦʢʦʣʦʚ; 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ID ʧʦʨʪʘè ð ʧʨʠʥʫʜʠʪʝʣʴʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʠʤʝʥʠ ʠʥʪʝʨʬʝʡʩʘ ʠʣʠ MAC-ʘʜʨʝʩʘ ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʨʪʘ. 

- «MAC-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʦʪʧʨʘʚʢʠ LLDPDUè ð 

MAC-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ LLDPDU. 



 

 

ʈʠʩʫʥʦʢ 5-12: ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè 

5.2.2.4 ʇʦʜʜʝʨʞʢʘ ʧʨʦʪʦʢʦʣʦʚ 

ʅʘ ʚʢʣʘʜʢʝ çʇʦʜʜʝʨʞʢʘ ʧʨʦʪʦʢʦʣʦʚè ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ 

ʧʦʜʜʝʨʞʢʠ ʨʘʟʣʠʯʥʳʭ ʧʨʦʪʦʢʦʣʦʚ ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʩʝʜʝʡ. 

 

ʈʠʩʫʥʦʢ 5-13: ɺʢʣʘʜʢʘ çʇʦʜʜʝʨʞʢʘ ʧʨʦʪʦʢʦʣʦʚè 



5.2.2.4.1 LLDP 

ʅʘ ʚʢʣʘʜʢʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ LLDP ð ʩʤ. ʨʠʩʫʥʦʢ 5-13. 

- çɺʢʣʶʯʠʪʴ LLDPè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʧʦʜʜʝʨʞʢʫ ʧʨʦʪʦʢʦʣʘ LLDP. 

- çʌʦʨʩʠʨʦʚʘʪʴ ʦʪʧʨʘʚʢʫ LLDP ʧʘʢʝʪʦʚè ð ʧʨʠʥʫʜʠʪʝʣʴʥʘʷ ʦʪʧʨʘʚʢʘ 

LLDP-ʧʘʢʝʪʦʚ. 

5.2.2.4.2 CDP 

ʅʘ ʚʢʣʘʜʢʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ CDP (Cisco Discovery Protocol) ð ʩʤ. 

ʨʠʩʫʥʦʢ 5-14. 

- çɺʢʣʶʯʠʪʴ CDPè ð ʚʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ ʧʨʦʪʦʢʦʣʘ CDP. 

- çɺʝʨʩʠʷ ʧʨʦʪʦʢʦʣʘ CDPè ð ʚʳʙʦʨ ʚʝʨʩʠʠ. 

- çʆʪʧʨʘʚʣʷʪʴ CDP ʧʘʢʝʪʳ ʜʘʞʝ ʝʩʣʠ ʥʝ ʦʙʥʘʨʫʞʝʥʦ ʩʦʩʝʜʝʡ ʩ CDP 

ʧʨʦʪʦʢʦʣʦʤè ð ʧʨʠʥʫʜʠʪʝʣʴʥʘʷ ʦʪʧʨʘʚʢʘ CDP-ʧʘʢʝʪʦʚ. 

 

ʈʠʩʫʥʦʢ 5-14: ʅʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ CDP 

5.2.2.4.3 FDP 

ʅʘ ʚʢʣʘʜʢʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ FDP (Foundry Discovery Protocol) ð ʩʤ. 

ʨʠʩʫʥʦʢ 5-15. 

- çɺʢʣʶʯʠʪʴ FDPè ð ʚʢʣʶʯʝʥʠʝ ʧʨʦʪʦʢʦʣʘ FDP ʜʣʷ ʨʘʙʦʪʳ ʩ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

- çʆʪʧʨʘʚʣʷʪʴ FDP ʧʘʢʝʪʳ ʜʘʞʝ ʝʩʣʠ ʥʝ ʦʙʥʘʨʫʞʝʥʦ ʩʦʩʝʜʝʡ ʩ FDP 

ʧʨʦʪʦʢʦʣʦʤè ð ʧʨʠʥʫʜʠʪʝʣʴʥʘʷ ʦʪʧʨʘʚʢʘ FDP-ʧʘʢʝʪʦʚ. 



 

ʈʠʩʫʥʦʢ 5-15: ʅʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ FDP 

5.2.2.4.4 EDP 

ʅʘ ʚʢʣʘʜʢʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ EDP (Extreme Discovery Protocol) ð ʩʤ. 

ʨʠʩʫʥʦʢ 5-16. 

- çɺʢʣʶʯʠʪʴ EDPè ð ʚʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ ʧʨʦʪʦʢʦʣʘ EDP ʜʣʷ ʨʘʙʦʪʳ 

ʩ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

- çʆʪʧʨʘʚʣʷʪʴ EDP ʧʘʢʝʪʳ ʜʘʞʝ ʝʩʣʠ ʥʝ ʦʙʥʘʨʫʞʝʥʦ ʩʦʩʝʜʝʡ ʩ EDP 

ʧʨʦʪʦʢʦʣʦʤè ð ʧʨʠʥʫʜʠʪʝʣʴʥʘʷ ʦʪʧʨʘʚʢʘ EDP-ʧʘʢʝʪʦʚ. 

 

ʈʠʩʫʥʦʢ 5-16: ʅʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ EDP 

5.2.2.4.5 SONMP 

ʅʘ ʚʢʣʘʜʢʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ SONMP (SynOptics Network 

Management Protocol, ʪʘʢʞʝ ʠʟʚʝʩʪʥʦʛʦ ʢʘʢ NDP, NTDP) ð ʩʤ. ʨʠʩʫʥʦʢ 5-17. 

çɺʢʣʶʯʠʪʴ SONMPè ð ʚʢʣʶʯʝʥʠʝ ʧʨʦʪʦʢʦʣʘ SONMP ʜʣʷ ʨʘʙʦʪʳ ʩ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

çʆʪʧʨʘʚʣʷʪʴ SONMP ʧʘʢʝʪʳ ʜʘʞʝ ʝʩʣʠ ʥʝ ʦʙʥʘʨʫʞʝʥʦ ʩʦʩʝʜʝʡ ʩ 

SONMP ʧʨʦʪʦʢʦʣʦʤè ð ʧʨʠʥʫʜʠʪʝʣʴʥʘʷ ʦʪʧʨʘʚʢʘ SONMP-ʧʘʢʝʪʦʚ. 

 

ʈʠʩʫʥʦʢ 5-17: ʅʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ 5.2.2.4.5 SONMP 



5.3 STP/RSTP 

STP (Spanning Tree Protocol) ʠ RSTP (Rapid Spanning Tree Protocol) ð 

ʵʪʦ ʧʨʦʪʦʢʦʣʳ ʩʚʷʟʫʶʱʝʛʦ ʜʝʨʝʚʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʧʝʪʝʣʴ ʚ ʩʝʪʷʭ ʩ ʠʟʙʳʪʦʯʥʳʤʠ ʩʚʷʟʷʤʠ. RSTP ʷʚʣʷʝʪʩʷ ʫʣʫʯʰʝʥʥʦʡ ʚʝʨʩʠʝʡ 

STP, ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ ʙʦʣʝʝ ʙʳʩʪʨʦʝ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʚʷʟʥʦʩʪʠ ʧʦʩʣʝ 

ʠʟʤʝʥʝʥʠʷ ʪʦʧʦʣʦʛʠʠ. 

5.3.1 ʉʦʩʪʦʷʥʠʝ STP/RSTP 

ʉʪʨʘʥʠʮʘ çʉʦʩʪʦʷʥʠʝ STP/RSTPè (ʩʤ. ʨʠʩʫʥʦʢ 5-18) ʧʦʟʚʦʣʷʝʪ 

ʧʨʦʩʤʦʪʨʝʪʴ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʤʦʩʪʦʚ, ʫʧʨʘʚʣʷʝʤʳʭ ʧʨʦʪʦʢʦʣʘʤʠ 

STP/RSTP, ʠ ʠʭ ʧʦʨʪʦʚ. 

 

ʈʠʩʫʥʦʢ 5-18: ʉʪʨʘʥʠʮʘ çʉʦʩʪʦʷʥʠʝ STP/RSTPè 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʥʘʩʪʨʦʝʥʥʳʭ ʤʦʩʪʦʚ ʠʣʠ ʝʩʣʠ ʥʠ ʦʜʠʥ ʤʦʩʪ ʥʝ ʚʳʙʨʘʥ 

ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʦʡ STP/RSTP, ʥʘ ʩʪʨʘʥʠʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʩʦʦʙʱʝʥʠʝ. 

5.3.2 ʅʘʩʪʨʦʡʢʠ STP/RSTP 

ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ STP/RSTPè (ʩʤ. ʨʠʩʫʥʦʢ 5-19) ʧʦʟʚʦʣʷʝʪ 

ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʩʣʫʞʙʳ STP/RSTP. 

 

ʈʠʩʫʥʦʢ 5-19: ʉʪʨʘʥʠʮʘ çʅʘʩʪʨʦʡʢʠ STP/RSTPè 



ʅʘ ʩʪʨʘʥʠʮʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çʋʨʦʚʝʥʴ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷè ð ʚʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʜʣʷ ʚʳʙʦʨʘ ʫʨʦʚʥʷ 

ʜʝʪʘʣʠʟʘʮʠʠ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ STP/RSTP ʚ ʩʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ. 

- çʄʦʩʪʳ ʫʧʨʘʚʣʷʝʤʳʝ ʩʣʫʞʙʦʡ STP/RSTPè ð ʚʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʜʣʷ 

ʚʳʙʦʨʘ ʤʦʩʪʦʚ (ʥʘʧʨʠʤʝʨ, çbr-lanè), ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʫʧʨʘʚʣʷʪʴʩʷ 

ʩʣʫʞʙʦʡ STP/RSTP.  

5.4 ʅʘʩʪʨʦʡʢʠ SNMP 

SNMP (Simple Network Management Protocol) ð ʵʪʦ ʩʪʘʥʜʘʨʪʥʳʡ 

ʧʨʦʪʦʢʦʣ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. ʅʘ ʩʪʨʘʥʠʮʝ çʅʘʩʪʨʦʡʢʠ 

SNMPè ʨʘʟʜʝʣʘ çʉʣʫʞʙʳè ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ SNMP-ʘʛʝʥʪʘ, 

ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʨʦʡʩʪʚʝ ʠ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʠʤ 

ʯʝʨʝʟ ʩʠʩʪʝʤʳ ʩʝʪʝʚʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ: çɻʣʦʙʘʣʴʥʳʝè, 

çSNMPv1/SNMPv2cè, çSNMPv3è, çʊʨʘʧʳè, çʉʠʩʪʝʤʘè, çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè. 

5.4.1 ɺʢʣʘʜʢʘ çɻʣʦʙʘʣʴʥʳʝè 

ʅʘ ʚʢʣʘʜʢʝ çɻʣʦʙʘʣʴʥʳʝè (ʩʤ. ʨʠʩʫʥʦʢ 5-20) ʟʘʜʘʶʪʩʷ ʦʩʥʦʚʥʳʝ 

ʧʘʨʘʤʝʪʨʳ SNMP-ʘʛʝʥʪʘ. 

 

ʈʠʩʫʥʦʢ 5-20: ʅʘʩʪʨʦʡʢʠ SNMP. ɺʢʣʘʜʢʘ çɻʣʦʙʘʣʴʥʳʝè 

ʅʘ ʚʢʣʘʜʢʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

- çɺʢʣʶʯʠʪʴ ʩʣʫʞʙʫ SNMPè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʠʣʠ ʦʪʢʣʶʯʘʶʱʠʡ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʟʘʧʫʩʢ SNMP-ʘʛʝʥʪʘ ʧʨʠ ʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ; 



- çɺʝʨʩʠʷ IP-ʧʨʦʪʦʢʦʣʘè ð ʚʳʙʦʨ ʚʝʨʩʠʠ IP-ʧʨʦʪʦʢʦʣʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ SNMP-ʘʛʝʥʪ; 

- çʇʦʨʪè ð UDP-ʧʦʨʪ, ʥʘ ʢʦʪʦʨʦʤ SNMP-ʘʛʝʥʪ ʙʫʜʝʪ ʧʨʠʥʠʤʘʪʴ 

ʟʘʧʨʦʩʳ; 

- çɺʝʨʩʠʷ SNMPè ð ʚʳʙʦʨ ʠʩʧʦʣʴʟʫʝʤʦʡ ʚʝʨʩʠʠ ʧʨʦʪʦʢʦʣʘ SNMP.  

- çʇʫʪʴ ʢ ʩʦʢʝʪʫ AgentXè ð ʧʫʪʴ ʢ ʩʦʢʝʪʫ AgentX ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʜʨʫʛʠʤʠ ʘʛʝʥʪʘʤʠ. 

5.4.2 ɺʢʣʘʜʢʘ çSNMPv1/SNMPv2cè 

ʅʘ ʚʢʣʘʜʢʝ çSNMPv1/SNMPv2cè (ʩʤ. ʨʠʩʫʥʦʢ 5-21) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʘʨʘʤʝʪʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʫʩʪʘʨʝʚʰʠʭ ʚʝʨʩʠʡ ʧʨʦʪʦʢʦʣʘ. 

 

ʈʠʩʫʥʦʢ 5-21: ʅʘʩʪʨʦʡʢʠ SNMP. ɺʢʣʘʜʢʘ çSNMPv1/SNMPv2cè 

- çSNMP ʩʦʦʙʱʝʩʪʚʦ ʜʣʷ ʯʪʝʥʠʷè ð ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ (community 

string), ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʯʪʝʥʠʷ ʜʘʥʥʳʭ (GET-ʟʘʧʨʦʩʳ). 

- çʀʩʪʦʯʥʠʢ SNMP ʩʦʦʙʱʝʩʪʚʘ ʜʣʷ ʯʪʝʥʠʷè ð ʦʛʨʘʥʠʯʝʥʠʝ ʠʩʪʦʯʥʠʢʘ 

ʟʘʧʨʦʩʦʚ ʜʣʷ ʯʪʝʥʠʷ. 

- çSNMP ʩʦʦʙʱʝʩʪʚʦ ʜʣʷ ʟʘʧʠʩʠè ð ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ 

ʜʣʷ ʟʘʧʠʩʠ ʜʘʥʥʳʭ (SET-ʟʘʧʨʦʩʳ). 

- çʀʩʪʦʯʥʠʢ SNMP ʩʦʦʙʱʝʩʪʚʘ ʜʣʷ ʟʘʧʠʩʠè ð ʦʛʨʘʥʠʯʝʥʠʝ ʠʩʪʦʯʥʠʢʘ 

ʟʘʧʨʦʩʦʚ ʜʣʷ ʟʘʧʠʩʠ. 



5.4.3 ɺʢʣʘʜʢʘ çSNMPv3è 

ʅʘ ʚʢʣʘʜʢʝ çSNMPv3è (ʩʤ. ʨʠʩʫʥʦʢ 5-22) ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ ʜʣʷ ʟʘʱʠʱʸʥʥʦʡ ʚʝʨʩʠʠ ʧʨʦʪʦʢʦʣʘ. 

 

ʈʠʩʫʥʦʢ 5-22: ʅʘʩʪʨʦʡʢʠ SNMP. ɺʢʣʘʜʢʘ çSNMPv3è 

- çʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMPv3è ð ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ; 

- çʈʘʟʨʝʰʠʪʴ ʟʘʧʠʩʴè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʚʳʧʦʣʥʝʥʠʝ SET-ʟʘʧʨʦʩʦʚ 

(ʟʘʧʠʩʴ/ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ) ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

- çʊʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ SNMPv3è ð ʚʳʙʦʨ ʘʣʛʦʨʠʪʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ɼʦʩʪʫʧʥʳʝ ʚʘʨʠʘʥʪʳ: çSHAè, çMD5è; 

- çʇʘʨʦʣʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ SNMPv3è ð ʧʘʨʦʣʴ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

(ʩʢʨʳʪ ʩʠʤʚʦʣʘʤʠ ç*è); 

- çʊʠʧ ʰʠʬʨʦʚʘʥʠʷ SNMPv3è ð ʚʳʙʦʨ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ. 

ɼʦʩʪʫʧʥʳʝ ʚʘʨʠʘʥʪʳ: çAESè, çDESè; 

- çʇʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ SNMPv3è ð ʧʘʨʦʣʴ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ (ʩʢʨʳʪ 

ʩʠʤʚʦʣʘʤʠ ç*è). 

5.4.4 ɺʢʣʘʜʢʘ çʊʨʘʧʳè 

ʅʘ ʚʢʣʘʜʢʝ çʊʨʘʧʳè (ʩʤ. ʨʠʩʫʥʦʢ 5-23) ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ 

ʦʪʧʨʘʚʢʠ SNMP-ʪʨʘʧʦʚ ð ʘʩʠʥʭʨʦʥʥʳʭ ʫʚʝʜʦʤʣʝʥʠʡ ʦ ʩʦʙʳʪʠʷʭ. 



 

ʈʠʩʫʥʦʢ 5-23: ʅʘʩʪʨʦʡʢʠ SNMP. ɺʢʣʘʜʢʘ çʊʨʘʧʳè 

- çɺʢʣʶʯʠʪʴ SNMP ʪʨʘʧʳè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʬʫʥʢʮʠʦʥʘʣ ʦʪʧʨʘʚʢʠ 

SNMP-ʪʨʘʧʦʚ; 

- çɺʝʨʩʠʷ SNMP ʪʨʘʧʦʚè ð ʚʳʙʦʨ ʚʝʨʩʠʠ ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʦʪʧʨʘʚʢʠ 

ʪʨʘʧʦʚ; 

- çʍʦʩʪ/IP-ʘʜʨʝʩè ð ʘʜʨʝʩ ʭʦʩʪʘ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʪʨʘʧʦʚ; 

- çʇʦʨʪè ð ʧʦʨʪ ʜʣʷ ʦʪʧʨʘʚʢʠ ʪʨʘʧʦʚ; 

- çSNMP ʩʦʦʙʱʝʩʪʚʦè ð ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ ʜʣʷ ʪʨʘʧʦʚ. 

5.4.5 ɺʢʣʘʜʢʘ çʉʠʩʪʝʤʘè 

ʅʘ ʚʢʣʘʜʢʝ çʉʠʩʪʝʤʘè (ʩʤ. ʨʠʩʫʥʦʢ 5-24) ʟʘʜʘʶʪʩʷ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ 

ʩʚʝʜʝʥʠʷ ʦʙ ʫʩʪʨʦʡʩʪʚʝ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʚʦʟʚʨʘʱʘʪʴʩʷ SNMP-ʘʛʝʥʪʦʤ. 

 

ʈʠʩʫʥʦʢ 5-24: ʅʘʩʪʨʦʡʢʠ SNMP. ɺʢʣʘʜʢʘ çʉʠʩʪʝʤʘè 

- çʅʘʟʚʘʥʠʝè ð ʠʤʷ ʩʠʩʪʝʤʳ (sysName); 



- çʂʦʥʪʘʢʪè ð ʢʦʥʪʘʢʪʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʘʜʤʠʥʠʩʪʨʘʪʦʨʝ ʩʠʩʪʝʤʳ 

(sysContact); 

- çʈʘʩʧʦʣʦʞʝʥʠʝè ð ʬʠʟʠʯʝʩʢʦʝ ʨʘʩʧʦʣʦʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ (sysLocation). 

5.4.6 ɺʢʣʘʜʢʘ çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè 

ʅʘ ʚʢʣʘʜʢʝ çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè (ʩʤ. ʨʠʩʫʥʦʢ 5-25) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʘʨʘʤʝʪʨʳ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ SNMP-ʘʛʝʥʪʘ ʚ ʞʫʨʥʘʣʳ. 

 

ʈʠʩʫʥʦʢ 5-25: ʅʘʩʪʨʦʡʢʠ SNMP. ɺʢʣʘʜʢʘ çɾʫʨʥʘʣʠʨʦʚʘʥʠʝè 

- çɺʢʣʶʯʠʪʴ ʞʫʨʥʘʣʠʨʦʚʘʥʠʝ ʚ ʬʘʡʣè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʟʘʧʠʩʴ 

ʩʦʙʳʪʠʡ ʚ ʬʘʡʣ; 

- çʇʫʪʴ ʢ ʬʘʡʣʫ ʞʫʨʥʘʣʘè ð ʧʫʪʴ ʢ ʬʘʡʣʫ ʞʫʨʥʘʣʘ; 

- çʇʨʠʦʨʠʪʝʪ ʩʦʦʙʱʝʥʠʡ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ ʚ ʬʘʡʣè ð ʤʠʥʠʤʘʣʴʥʳʡ 

ʧʨʠʦʨʠʪʝʪ ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʟʘʧʠʩʳʚʘʪʴʩʷ ʚ ʬʘʡʣ; 

- çɺʢʣʶʯʠʪʴ ʞʫʨʥʘʣʠʨʦʚʘʥʠʝ ʚ syslogè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʦʪʧʨʘʚʢʫ 

ʩʦʙʳʪʠʡ SNMP-ʘʛʝʥʪʘ ʚ ʩʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ (syslog). 

5.5 ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ 

FTP-ʩʝʨʚʝʨ (vsftpd ð Very Secure FTP Daemon) ʧʦʟʚʦʣʷʝʪ ʦʨʛʘʥʠʟʦʚʘʪʴ 

ʜʦʩʪʫʧ ʢ ʬʘʡʣʘʤ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʧʨʦʪʦʢʦʣʘʤ FTP ʠ FTPS. ʅʘ ʩʪʨʘʥʠʮʝ 

çʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘè ʨʘʟʜʝʣʘ çʉʣʫʞʙʳè ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʧʘʨʘʤʝʪʨʦʚ ʜʦʩʪʫʧʘ, ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ: çʅʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳè, 

çʅʘʩʪʨʦʡʢʠ ʧʦʜʢʣʶʯʝʥʠʷè, çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè, çʃʦʢʘʣʴʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠè, çɺʠʨʪʫʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠè, çɸʥʦʥʠʤʥʳʡ ʜʦʩʪʫʧè, 

çʅʘʩʪʨʦʡʢʠ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷè. 



5.5.1 ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳè 

ʅʘ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳè (ʩʤ. ʨʠʩʫʥʦʢ 5-26) ʟʘʜʘʶʪʩʷ ʦʩʥʦʚʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ FTP-ʩʝʨʚʝʨʘ ʠ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

 

ʈʠʩʫʥʦʢ 5-26: ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ. ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳè 

- çɺʢʣʶʯʠʪʴ FTP-ʩʝʨʚʝʨè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʟʘʧʫʩʢ 

FTP-ʩʝʨʚʝʨʘ ʧʨʠ ʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ; 

- çɺʢʣʶʯʠʪʴ IPv4è ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʧʦʜʜʝʨʞʢʫ ʧʨʦʪʦʢʦʣʘ IPv4; 

- çIPv4 ʘʜʨʝʩè ð IP-ʘʜʨʝʩ, ʥʘ ʢʦʪʦʨʦʤ ʩʝʨʚʝʨ ʙʫʜʝʪ ʧʨʠʥʠʤʘʪʴ ʚʭʦʜʷʱʠʝ 

ʩʦʝʜʠʥʝʥʠʷ. ɿʥʘʯʝʥʠʝ 0.0.0.0 ʦʟʥʘʯʘʝʪ çʚʩʝ ʜʦʩʪʫʧʥʳʝ IPv4-ʘʜʨʝʩʘè; 

- çɺʢʣʶʯʠʪʴ IPv6è ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʧʦʜʜʝʨʞʢʫ ʧʨʦʪʦʢʦʣʘ IPv6; 

- çʇʦʨʪ ʜʣʷ ʚʭʦʜʷʱʠʭ ʩʦʝʜʠʥʝʥʠʡè ð TCP-ʧʦʨʪ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

(ʢʦʤʘʥʜ); 

- çʇʦʨʪ ʜʣʷ ʜʘʥʥʳʭè ð TCP-ʧʦʨʪ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ. 

5.5.2 ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ʧʦʜʢʣʶʯʝʥʠʷè 

ʅʘ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ ʧʦʜʢʣʶʯʝʥʠʷè (ʩʤ. ʨʠʩʫʥʦʢ 5-27) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʘʨʘʤʝʪʨʳ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʠ ʨʝʞʠʤʦʚ ʨʘʙʦʪʳ FTP. 



 

ʈʠʩʫʥʦʢ 5-27: ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ. ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ʧʦʜʢʣʶʯʝʥʠʷè 

- çɺʢʣʶʯʠʪʴ ʨʝʞʠʤ PORTè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʘʢʪʠʚʥʳʡ ʨʝʞʠʤ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ (PORT). ɺ ʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ ʩʝʨʚʝʨ ʩʘʤ ʫʩʪʘʥʘʚʣʠʚʘʝʪ 

ʩʦʝʜʠʥʝʥʠʝ ʩ ʢʣʠʝʥʪʦʤ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ; 

- çɺʢʣʶʯʠʪʴ ʨʝʞʠʤ PASVè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʧʘʩʩʠʚʥʳʡ ʨʝʞʠʤ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ (PASV). ɺ ʧʘʩʩʠʚʥʦʤ ʨʝʞʠʤʝ ʢʣʠʝʥʪ ʩʘʤ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʝʨʚʝʨʦʤ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ ʢʣʠʝʥʪʦʚ ʟʘ 

NAT; 

- çʅʦʤʝʨ ʧʦʨʪʘ, ʥʘʯʠʥʘʷ ʩ ʢʦʪʦʨʦʛʦ ʨʘʟʤʝʱʘʶʪʩʷ ʧʦʨʪʳ ʜʣʷ PASV 

ʨʝʞʠʤʘè ð ʥʘʯʘʣʦ ʜʠʘʧʘʟʦʥʘ ʧʦʨʪʦʚ ʜʣʷ ʧʘʩʩʠʚʥʦʛʦ ʨʝʞʠʤʘ; 



- çʅʦʤʝʨ ʧʦʨʪʘ, ʜʦ ʢʦʪʦʨʦʛʦ ʨʘʟʤʝʱʘʶʪʩʷ ʧʦʨʪʳ ʜʣʷ PASV ʨʝʞʠʤʘè ð 

ʢʦʥʝʮ ʜʠʘʧʘʟʦʥʘ ʧʦʨʪʦʚ ʜʣʷ ʧʘʩʩʠʚʥʦʛʦ ʨʝʞʠʤʘ; 

- çʈʝʞʠʤ ASCIIè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʧʦʜʜʝʨʞʢʫ ʪʝʢʩʪʦʚʦʛʦ ʨʝʞʠʤʘ 

ʧʝʨʝʜʘʯʠ (ASCII). ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʪʝʢʩʪʦʚʳʝ ʬʘʡʣʳ ʧʝʨʝʜʘʶʪʩʷ ʩ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʝʤ ʧʝʨʝʚʦʜʘ ʩʪʨʦʢʠ; 

- çʊʘʡʤʘʫʪ ʥʝʘʢʪʠʚʥʦʡ ʩʝʩʩʠʠè ð ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʙʝʟʜʝʡʩʪʚʠʷ ʩʝʩʩʠʠ ʚ 

ʩʝʢʫʥʜʘʭ; 

- çʊʘʡʤʘʫʪ ʧʦʜʢʣʶʯʝʥʠʷè ð ʪʘʡʤʘʫʪ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʷ ʚ ʩʝʢʫʥʜʘʭ; 

- çʊʘʡʤʘʫʪ ʧʦʜʢʣʶʯʝʥʠʷ ʜʣʷ ʜʘʥʥʳʭè ð ʪʘʡʤʘʫʪ ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

ʩʦʝʜʠʥʝʥʠʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʚ ʩʝʢʫʥʜʘʭ; 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʣʠʝʥʪʦʚè ð ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʦʜʢʣʶʯʸʥʥʳʭ ʢʣʠʝʥʪʦʚ; 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʣʠʝʥʪʦʚ ʜʣʷ ʦʜʥʦʛʦ IP-ʘʜʨʝʩʘè ð 

ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩ ʦʜʥʦʛʦ IP-

ʘʜʨʝʩʘ; 

- çʄʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠè ð ʤʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ 

ʜʘʥʥʳʭ ʚ ʙʘʡʪʘʭ/ʩ; 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʰʠʙʦʢ ʘʚʪʦʨʠʟʘʮʠʠè ð ʢʦʣʠʯʝʩʪʚʦ 

ʜʦʧʫʩʪʠʤʳʭ ʦʰʠʙʦʢ ʚʚʦʜʘ ʧʘʨʦʣʷ ʜʦ ʨʘʟʨʳʚʘ ʩʦʝʜʠʥʝʥʠʷ. 

5.5.3 ɺʢʣʘʜʢʘ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-28) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʠ ʧʦʚʝʜʝʥʠʝ FTP-ʩʝʨʚʝʨʘ. 



 

ʈʠʩʫʥʦʢ 5-28: ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ. ɺʢʣʘʜʢʘ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè 

- çʈʘʟʨʝʰʠʪʴ ʟʘʧʠʩʴè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʟʘʧʠʩʴ ʥʘ ʩʝʨʚʝʨ; 

- çʈʘʟʨʝʰʠʪʴ ʩʢʘʯʠʚʘʥʠʝ (download)è ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʩʢʘʯʠʚʘʥʠʝ 

ʬʘʡʣʦʚ; 

- çʈʘʟʨʝʰʠʪʴ ʧʨʦʩʤʦʪʨ ʩʧʠʩʢʘ ʜʠʨʝʢʪʦʨʠʡè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ 

ʧʨʦʩʤʦʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ʢʘʪʘʣʦʛʦʚ; 

- çʈʘʟʨʝʰʠʪʴ ʨʝʢʫʨʩʠʚʥʳʡ ʧʨʦʩʤʦʪʨ ʢʘʪʘʣʦʛʦʚè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ 

ʨʝʢʫʨʩʠʚʥʳʡ ʧʨʦʩʤʦʪʨ ʢʘʪʘʣʦʛʦʚ; 

- çʇʦʢʘʟʳʚʘʪʴ ʩʢʨʳʪʳʝ ʬʘʡʣʳ (dot files)è ð ʬʣʘʛ, ʦʧʨʝʜʝʣʷʶʱʠʡ, ʙʫʜʫʪ 

ʣʠ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʢʨʳʪʳʝ ʬʘʡʣʳ; 

- çʈʝʞʠʤ ʩʦʟʜʘʥʠʷ ʬʘʡʣʦʚ (umask)è ð ʟʥʘʯʝʥʠʝ umask ʜʣʷ ʩʦʟʜʘʚʘʝʤʳʭ 

ʬʘʡʣʦʚ; 

- çʉʦʦʙʱʝʥʠʝ ʩʝʨʚʝʨʘ (FTP ʙʘʥʥʝʨ)è ð ʪʝʢʩʪ ʧʨʠʚʝʪʩʪʚʝʥʥʦʛʦ 

ʩʦʦʙʱʝʥʠʷ, ʦʪʦʙʨʘʞʘʝʤʦʛʦ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢʣʠʝʥʪʘ; 



- çɺʢʣʶʯʠʪʴ ʩʦʦʙʱʝʥʠʷ ʧʨʠ ʚʭʦʜʝ ʚ ʢʘʪʘʣʦʛè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ 

ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʦʙʱʝʥʠʡ ʧʨʠ ʚʭʦʜʝ ʚ ʢʘʪʘʣʦʛ; 

- çʀʤʷ ʬʘʡʣʘ ʩʦʦʙʱʝʥʠʷ ʜʠʨʝʢʪʦʨʠʠè ð ʠʤʷ ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʝʛʦ 

ʩʦʦʙʱʝʥʠʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʧʨʠ ʚʭʦʜʝ ʚ ʢʘʪʘʣʦʛ. 

5.5.4 ɺʢʣʘʜʢʘ çʃʦʢʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠè 

ʅʘ ʚʢʣʘʜʢʝ çʃʦʢʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-29) ʥʘʩʪʨʘʠʚʘʝʪʩʷ 

ʜʦʩʪʫʧ ʜʣʷ ʩʠʩʪʝʤʥʳʭ (ʣʦʢʘʣʴʥʳʭ) ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʫʩʪʨʦʡʩʪʚʘ. 

 

ʈʠʩʫʥʦʢ 5-29: ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ. ɺʢʣʘʜʢʘ çʃʦʢʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠè 

- çɺʢʣʶʯʠʪʴ ʣʦʢʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʜʦʩʪʫʧ 

ʣʦʢʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʠʩʪʝʤʳ. 

- çʂʦʨʥʝʚʘʷ ʧʘʧʢʘè ð ʢʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ ʜʣʷ ʣʦʢʘʣʴʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

5.5.5 ɺʢʣʘʜʢʘ çɺʠʨʪʫʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠè 

ʅʘ ʚʢʣʘʜʢʝ çɺʠʨʪʫʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-30) 

ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʚʠʨʪʫʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ FTP-ʩʝʨʚʝʨʘ, ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ 

ʩʠʩʪʝʤʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʫʩʪʨʦʡʩʪʚʘ. 



 

ʈʠʩʫʥʦʢ 5-30: ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ. ɺʢʣʘʜʢʘ çɺʠʨʪʫʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠè 

- çɺʢʣʶʯʠʪʴ ʚʠʨʪʫʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ 

ʧʦʜʜʝʨʞʢʫ ʚʠʨʪʫʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

- çʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷè ð ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ 

ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʜʦʩʪʫʧ ʚʠʨʪʫʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

ʊʘʙʣʠʮʘ ʚʠʨʪʫʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- «ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ» ð ʠʤʷ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

- «ɼʦʤʘʰʥʠʡ ʢʘʪʘʣʦʛ» ð ʢʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

- «ʈʘʟʨʝʰʠʪʴ ʟʘʧʠʩʴ ʠ ʩʦʟʜʘʥʠʝ ʜʠʨʝʢʪʦʨʠʡ» ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ 

ʩʦʟʜʘʥʠʝ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ; 

- «ʈʘʟʨʝʰʠʪʴ ʟʘʛʨʫʟʢʫ (upload)» ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʟʘʛʨʫʟʢʫ ʬʘʡʣʦʚ 

ʥʘ ʩʝʨʚʝʨ; 

- «ʈʘʟʨʝʰʠʪʴ ʧʨʦʯʠʝ ʜʝʡʩʪʚʠʷ» ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʧʝʨʝʠʤʝʥʦʚʘʥʠʝ, 

ʫʜʘʣʝʥʠʝ ʠ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ. 

5.5.5.1 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʩʤ. ʨʠʩʫʥʦʢ 5-31) 

ʦʪʢʨʳʚʘʝʪʩʷ ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʀʟʤʝʥʠʪʴè. 



 

ʈʠʩʫʥʦʢ 5-31: ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷè ð ʠʤʷ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

- çʇʘʨʦʣʴè ð ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

- çɼʦʤʘʰʥʠʡ ʢʘʪʘʣʦʛè ð ʢʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

- çʈʝʞʠʤ ʩʦʟʜʘʥʠʷ ʬʘʡʣʦʚ (umask)è ð ʟʥʘʯʝʥʠʝ umask ʜʣʷ ʩʦʟʜʘʚʘʝʤʳʭ 

ʬʘʡʣʦʚ; 

- çʄʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠè ð ʦʛʨʘʥʠʯʝʥʠʝ ʩʢʦʨʦʩʪʠ ʚ ʙʘʡʪʘʭ/ʩ; 

- çʈʘʟʨʝʰʠʪʴ ʟʘʧʠʩʴ ʠ ʩʦʟʜʘʥʠʝ ʜʠʨʝʢʪʦʨʠʡè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ 

ʩʦʟʜʘʥʠʝ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ; 

- çʈʘʟʨʝʰʠʪʴ ʟʘʛʨʫʟʢʫ (upload)è ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʟʘʛʨʫʟʢʫ ʬʘʡʣʦʚ 

ʥʘ ʩʝʨʚʝʨ; 

- çʈʘʟʨʝʰʠʪʴ ʧʨʦʯʠʝ ʜʝʡʩʪʚʠʷè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʧʝʨʝʠʤʝʥʦʚʘʥʠʝ, 

ʫʜʘʣʝʥʠʝ ʠ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ; 

5.5.5.2 ɼʦʙʘʚʣʝʥʠʝ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʉʪʨʘʥʠʮʘ ʜʦʙʘʚʣʝʥʠʷ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʩʤ. ʨʠʩʫʥʦʢ 5-31, 

ʚʳʟʳʚʘʝʪʩʷ ʧʦ ʢʥʦʧʢʝ çɼʦʙʘʚʠʪʴè) ʩʦʜʝʨʞʠʪ ʪʝ ʞʝ ʧʘʨʘʤʝʪʨʳ, ʯʪʦ ʠ ʩʪʨʘʥʠʮʘ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. ʇʦʣʷ çʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷè ʠ çʇʘʨʦʣʴè ʜʦʣʞʥʳ ʙʳʪʴ 

ʟʘʧʦʣʥʝʥʳ ʦʙʷʟʘʪʝʣʴʥʦ. 



5.5.6 ɺʢʣʘʜʢʘ çɸʥʦʥʠʤʥʳʡ ʜʦʩʪʫʧè 

ʅʘ ʚʢʣʘʜʢʝ çɸʥʦʥʠʤʥʳʡ ʜʦʩʪʫʧè (ʩʤ. ʨʠʩʫʥʦʢ 5-32) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʫʧʘ ʜʣʷ ʘʥʦʥʠʤʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

 

ʈʠʩʫʥʦʢ 5-32: ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ. ɺʢʣʘʜʢʘ çɸʥʦʥʠʤʥʳʡ ʜʦʩʪʫʧè 

- çɺʢʣʶʯʠʪʴ ʘʥʦʥʠʤʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ 

ʘʥʦʥʠʤʥʳʡ ʜʦʩʪʫʧ; 

- çʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷè ð ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ 

ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʘʥʦʥʠʤʥʳʡ ʜʦʩʪʫʧ; 

- çʂʦʨʥʝʚʘʷ ʧʘʧʢʘè ð ʢʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ ʜʣʷ ʘʥʦʥʠʤʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

- çʈʝʞʠʤ ʩʦʟʜʘʥʠʷ ʬʘʡʣʦʚ (umask)è ð ʟʥʘʯʝʥʠʝ umask ʜʣʷ ʩʦʟʜʘʚʘʝʤʳʭ 

ʬʘʡʣʦʚ; 

- çʄʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠè ð ʦʛʨʘʥʠʯʝʥʠʝ ʩʢʦʨʦʩʪʠ ʚ ʙʘʡʪʘʭ/ʩ; 

- çʈʘʟʨʝʰʠʪʴ ʟʘʧʠʩʴ ʠ ʩʦʟʜʘʥʠʝ ʜʠʨʝʢʪʦʨʠʡè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ 

ʩʦʟʜʘʥʠʝ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ; 

- çʈʘʟʨʝʰʠʪʴ ʟʘʛʨʫʟʢʫ (upload)è ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʟʘʛʨʫʟʢʫ ʬʘʡʣʦʚ 

ʥʘ ʩʝʨʚʝʨ; 

- çʈʘʟʨʝʰʠʪʴ ʧʨʦʯʠʝ ʜʝʡʩʪʚʠʷè ð ʬʣʘʛ, ʨʘʟʨʝʰʘʶʱʠʡ ʧʝʨʝʠʤʝʥʦʚʘʥʠʝ, 

ʫʜʘʣʝʥʠʝ ʠ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ. 



5.5.7 ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷè 

ʅʘ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷè (ʩʤ. ʨʠʩʫʥʦʢ 5-33) 

ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ FTP-ʩʝʨʚʝʨʘ. 

 

ʈʠʩʫʥʦʢ 5-33: ʅʘʩʪʨʦʡʢʠ FTP-ʩʝʨʚʝʨʘ. ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷè 

- çɺʢʣʶʯʠʪʴ ʞʫʨʥʘʣʠʨʦʚʘʥʠʝ ʚ ʬʘʡʣè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʟʘʧʠʩʴ 

ʩʦʙʳʪʠʡ ʚ ʬʘʡʣ; 

- çʌʘʡʣ ʞʫʨʥʘʣʘè ð ʧʫʪʴ ʢ ʬʘʡʣʫ ʞʫʨʥʘʣʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ: 

/var/log/vsftpd.log. 

5.6 ʐʣʶʟ Modbus TCP ʚ Modbus RTU 

ʐʣʶʟ Modbus TCP ʚ Modbus RTU ʧʦʟʚʦʣʷʝʪ ʫʩʪʨʦʡʩʪʚʘʤ, 

ʧʦʜʜʝʨʞʠʚʘʶʱʠʤ ʧʨʦʪʦʢʦʣ Modbus TCP, ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʫʩʪʨʦʡʩʪʚʘʤʠ 

Modbus RTU, ʧʦʜʢʣʶʯʸʥʥʳʤʠ ʯʝʨʝʟ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ. ʐʣʶʟ 

ʚʳʧʦʣʥʷʝʪ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʦʚ: ʧʨʠʥʠʤʘʝʪ Modbus TCP-ʟʘʧʨʦʩʳ, 

ʪʨʘʥʩʣʠʨʫʝʪ ʠʭ ʚ Modbus RTU ʠ ʚʦʟʚʨʘʱʘʝʪ ʦʪʚʝʪʳ ʦʙʨʘʪʥʦ. 

5.6.1 ʂʦʥʬʠʛʫʨʘʮʠʷ ʧʦʨʪʦʚ 

ʆʩʥʦʚʥʘʷ ʩʪʨʘʥʠʮʘ çʐʣʶʟ Modbus TCP ʚ Modbus RTUè (ʩʤ. ʨʠʩʫʥʦʢ 5-

34) ʩʦʜʝʨʞʠʪ ʪʘʙʣʠʮʫ ʥʘʩʪʨʦʝʥʥʳʭ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʭ ʧʦʨʪʦʚ. 

 

ʈʠʩʫʥʦʢ 5-34: ʐʣʶʟ Modbus TCP ʚ Modbus RTU. ʂʦʥʬʠʛʫʨʘʮʠʷ ʧʦʨʪʦʚ 



ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çɺʢʣʶʯʠʪʴè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʠʣʠ ʦʪʢʣʶʯʘʶʱʠʡ ʰʣʶʟ ʜʣʷ 

ʜʘʥʥʦʛʦ ʧʦʨʪʘ; 

- çʋʩʪʨʦʡʩʪʚʦè ð ʠʤʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ (ʥʘʧʨʠʤʝʨ, 

/dev/ttyUSB0); 

- çʉʢʦʨʦʩʪʴè ð ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʚ ʙʦʜʘʭ (ʥʘʧʨʠʤʝʨ, 115200); 

- çʏʸʪʥʦʩʪʴè ð ʨʝʞʠʤ ʢʦʥʪʨʦʣʷ; 

- çʉʪʦʧʦʚʳʝ ʙʠʪʳè ð ʢʦʣʠʯʝʩʪʚʦ ʩʪʦʧʦʚʳʭ ʙʠʪʦʚ; 

- çTCP ʧʦʨʪè ð TCP-ʧʦʨʪ, ʥʘ ʢʦʪʦʨʦʤ ʰʣʶʟ ʧʨʠʥʠʤʘʝʪ Modbus TCP-

ʩʦʝʜʠʥʝʥʠʷ; 

5.6.2 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʰʣʶʟʘ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʰʣʶʟʘ ʦʪʢʨʳʚʘʝʪʩʷ ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ 

çʀʟʤʝʥʠʪʴè ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʦʨʪʘ. ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ 

ʚʢʣʘʜʢʠ: çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè, çʅʘʩʪʨʦʡʢʠ RTUè, çʅʘʩʪʨʦʡʢʠ TCPè. 

 

ʈʠʩʫʥʦʢ 5-35: ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʰʣʶʟʘ. ɺʢʣʘʜʢʘ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè 

5.6.2.1 ɺʢʣʘʜʢʘ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-35) ʟʘʜʘʶʪʩʷ ʦʩʥʦʚʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʰʣʶʟʘ. 

- çɺʢʣʶʯʠʪʴè ð ʬʣʘʛ, ʚʢʣʶʯʘʶʱʠʡ ʠʣʠ ʦʪʢʣʶʯʘʶʱʠʡ ʜʘʥʥʳʡ ʰʣʶʟ. 

- çʋʨʦʚʝʥʴ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷè ð ʚʳʙʦʨ ʫʨʦʚʥʷ ʜʝʪʘʣʠʟʘʮʠʠ ʟʘʧʠʩʠ 

ʩʦʙʳʪʠʡ. 



5.6.2.2 ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ RTUè 

ʅʘ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ RTUè (ʩʤ. ʨʠʩʫʥʦʢ 5-36) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʘʨʘʤʝʪʨʳ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʩʚʷʟʠ ʩ ʫʩʪʨʦʡʩʪʚʘʤʠ Modbus 

RTU. 

 

ʈʠʩʫʥʦʢ 5-36: ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʰʣʶʟʘ. ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ RTUè 

- çʋʩʪʨʦʡʩʪʚʦè ð ʚʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʜʣʷ ʚʳʙʦʨʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ (ʥʘʧʨʠʤʝʨ, /dev/ttyUSB0, /dev/ttyS0). ɿʥʘʯʝʥʠʝ çð ʉʜʝʣʘʡʪʝ 

ʚʳʙʦʨ ðè ʦʟʥʘʯʘʝʪ, ʯʪʦ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʚʳʙʨʘʥʦ. 

- çʉʢʦʨʦʩʪʴè ð ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʚ ʙʦʜʘʭ.  

- çʏʸʪʥʦʩʪʴè ð ʢʦʥʪʨʦʣʴ ʯʸʪʥʦʩʪʠ. 

- çʉʪʦʧʦʚʳʝ ʙʠʪʳè ð ʢʦʣʠʯʝʩʪʚʦ ʩʪʦʧʦʚʳʭ ʙʠʪʦʚ. 

- çʇʦʧʳʪʢʠ ʟʘʧʨʦʩʘè ð ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ 

ʟʘʧʨʦʩʘ (ʜʠʘʧʘʟʦʥ 0ï15); 

- çʇʘʫʟʘ ʤʝʞʜʫ ʟʘʧʨʦʩʘʤʠè ð ʧʘʫʟʘ ʤʝʞʜʫ ʟʘʧʨʦʩʘʤʠ ʚ ʤʠʣʣʠʩʝʢʫʥʜʘʭ 

(ʜʠʘʧʘʟʦʥ 1ï10000); 

- çɺʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʚʝʪʘè ð ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʚʝʪʘ ʦʪ Modbus RTU-

ʫʩʪʨʦʡʩʪʚʘ ʚ ʤʠʣʣʠʩʝʢʫʥʜʘʭ (ʜʠʘʧʘʟʦʥ 1ï10000). 



5.6.2.3 ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ TCPè 

ʅʘ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ TCPè (ʩʤ. ʨʠʩʫʥʦʢ 5-37) ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʘʨʘʤʝʪʨʳ TCP-ʩʝʨʚʝʨʘ ʰʣʶʟʘ. 

 

ʈʠʩʫʥʦʢ 5-37: ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʰʣʶʟʘ. ɺʢʣʘʜʢʘ çʅʘʩʪʨʦʡʢʠ TCPè 

- çTCP ʘʜʨʝʩè ð IP-ʘʜʨʝʩ, ʥʘ ʢʦʪʦʨʦʤ ʰʣʶʟ ʙʫʜʝʪ ʧʨʠʥʠʤʘʪʴ TCP-

ʩʦʝʜʠʥʝʥʠʷ; 

- çTCP ʧʦʨʪè ð TCP-ʧʦʨʪ ʜʣʷ ʧʨʠʸʤʘ Modbus TCP-ʩʦʝʜʠʥʝʥʠʡ; 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ TCP ʧʦʜʢʣʶʯʝʥʠʡè ð ʤʘʢʩʠʤʘʣʴʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ TCP-ʩʦʝʜʠʥʝʥʠʡ (ʜʠʘʧʘʟʦʥ 1ï128); 

- çʊʘʡʤʘʫʪè ð ʪʘʡʤʘʫʪ ʧʦʜʢʣʶʯʝʥʠʷ ʚ ʩʝʢʫʥʜʘʭ (ʜʠʘʧʘʟʦʥ 0ï1000). 

5.6.3 ɼʦʙʘʚʣʝʥʠʝ ʰʣʶʟʘ 

ʉʪʨʘʥʠʮʘ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʰʣʶʟʘ ʩʦʜʝʨʞʠʪ ʪʝ ʞʝ ʚʢʣʘʜʢʠ ʠ 

ʧʘʨʘʤʝʪʨʳ, ʯʪʦ ʠ ʩʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. ʅʘʩʪʨʦʡʢʠ ʚʳʧʦʣʥʷʶʪʩʷ 

ʘʥʘʣʦʛʠʯʥʦ ʨʘʟʜʝʣʫ 5.6.2 çʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʰʣʶʟʘè. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʥʦʚʦʛʦ 

ʰʣʶʟʘ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʦʣʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘ ʚʩʝʭ ʪʨʸʭ ʚʢʣʘʜʢʘʭ, ʧʦʩʣʝ ʯʝʛʦ 

ʩʦʭʨʘʥʠʪʴ ʠʟʤʝʥʝʥʠʷ. 

5.7 uHTTPd 

uHTTPd ð ʵʪʦ ʚʝʙ-ʩʝʨʚʝʨ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʚʩʪʨʘʠʚʘʝʤʳʭ ʩʠʩʪʝʤ. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ: çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè, 

çɺʪʦʨʦʩʪʝʧʝʥʥʳʝ ʥʘʩʪʨʦʡʢʠè, çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè, çʇʘʨʘʤʝʪʨʳ 

ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘè. 



5.7.1 ɺʢʣʘʜʢʘ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-38) ʟʘʜʘʶʪʩʷ 

ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʚʝʙ-ʩʝʨʚʝʨʘ: ʧʦʨʪʳ ʧʨʦʩʣʫʰʠʚʘʥʠʷ, ʥʘʩʪʨʦʡʢʠ HTTPS ʠ 

SSL-ʩʝʨʪʠʬʠʢʘʪʦʚ. 

 

ʈʠʩʫʥʦʢ 5-38: uHTTPd. ɺʢʣʘʜʢʘ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠè 

- çɺʭʦʜʷʱʠʝ HTTP (ʘʜʨʝʩ: ʧʦʨʪ)è ð ʘʜʨʝʩʘ ʠ ʧʦʨʪʳ ʜʣʷ ʚʭʦʜʷʱʠʭ HTTP-

ʩʦʝʜʠʥʝʥʠʡ.  

- çɺʭʦʜʷʱʠʝ HTTPS (ʘʜʨʝʩ: ʧʦʨʪ)è ð ʘʜʨʝʩʘ ʠ ʧʦʨʪʳ ʜʣʷ ʚʭʦʜʷʱʠʭ 

HTTPS-ʩʦʝʜʠʥʝʥʠʡ.  

- çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʚʩʝʭ HTTP ʟʘʧʨʦʩʦʚ ʥʘ HTTPSè ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ 

ʜʘʥʥʦʡ ʦʧʮʠʠ ʚʩʝ HTTP-ʟʘʧʨʦʩʳ ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʝʨʝʥʘʧʨʘʚʣʷʪʴʩʷ ʥʘ HTTPS. 



- çʀʛʥʦʨʠʨʦʚʘʪʴ ʧʨʠʚʘʪʥʳʝ IP-ʘʜʨʝʩʘ ʥʘ ʧʫʙʣʠʯʥʦʤ ʠʥʪʝʨʬʝʡʩʝè ð ʧʨʠ 

ʚʢʣʶʯʝʥʠʠ ʩʝʨʚʝʨ ʠʛʥʦʨʠʨʫʝʪ ʟʘʧʨʦʩʳ ʩ ʧʨʠʚʘʪʥʳʭ IP-ʘʜʨʝʩʦʚ. 

- çʉʝʨʪʠʬʠʢʘʪ HTTPS (ʚ DER ʠʣʠ PEM ʬʦʨʤʘʪʝ)è ð ʚʳʙʦʨ ʬʘʡʣʘ SSL-

ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ HTTPS.  

- çʇʨʠʚʘʪʥʳʡ ʢʣʶʯ HTTPS (ʚ DER ʠʣʠ PEM ʬʦʨʤʘʪʝ)è ð ʚʳʙʦʨ ʬʘʡʣʘ 

ʧʨʠʚʘʪʥʦʛʦ ʢʣʶʯʘ ʜʣʷ HTTPS. 

- çʋʜʘʣʠʪʴ ʩʪʘʨʳʡ ʩʝʨʪʠʬʠʢʘʪ ʠ ʢʣʶʯè ð ʢʥʦʧʢʘ, ʧʨʠ ʥʘʞʘʪʠʠ ʢʦʪʦʨʦʡ 

ʩʪʘʨʳʡ ʩʝʨʪʠʬʠʢʘʪ ʠ ʢʣʶʯ ʫʜʘʣʷʶʪʩʷ. 

- çʋʜʘʣʠʪʴ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʢʣʶʯʘè ð ʢʥʦʧʢʘ ʜʣʷ ʧʦʣʥʦʛʦ 

ʫʜʘʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʢʣʶʯʘ ʩ ʦʪʢʣʶʯʝʥʠʝʤ ʧʦʜʜʝʨʞʢʠ HTTPS. 

5.7.2 ɺʢʣʘʜʢʘ çɺʪʦʨʦʩʪʝʧʝʥʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ çɺʪʦʨʦʩʪʝʧʝʥʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 5-39) 

ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʚʝʙ-ʩʝʨʚʝʨʘ, ʥʝ ʩʚʷʟʘʥʥʳʝ ʥʘʧʨʷʤʫʶ 

ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠ ʠʥʪʝʨʬʝʡʩʘʤʠ. 

 

ʈʠʩʫʥʦʢ 5-39: uHTTPd. ɺʢʣʘʜʢʘ çɺʪʦʨʦʩʪʝʧʝʥʥʳʝ ʥʘʩʪʨʦʡʢʠè 



- çʉʪʨʘʥʠʮʘ ʠʣʠ ʩʪʨʘʥʠʮʳ ʠʥʜʝʢʩʘè ð ʧʝʨʝʯʝʥʴ ʠʥʜʝʢʩʥʳʭ ʬʘʡʣʦʚ, 

ʨʘʟʜʝʣʸʥʥʳʭ ʟʘʧʷʪʳʤʠ. 

- çʆʙʨʘʙʦʪʯʠʢ ʪʠʧʘ ʬʘʡʣʘ CGIè ð ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʨʘʩʰʠʨʝʥʠʡ ʬʘʡʣʦʚ ʩ 

ʦʙʨʘʙʦʪʯʠʢʘʤʠ. 

- çʅʝ ʩʣʝʜʦʚʘʪʴ ʧʦ ʩʠʤʚʦʣʠʯʝʩʢʠʤ ʩʩʳʣʢʘʤ ʚʥʝ ʢʦʨʥʝʚʦʛʦ ʢʘʪʘʣʦʛʘ 

ʜʦʢʫʤʝʥʪʦʚè ð ʟʘʧʨʝʱʘʝʪ ʧʝʨʝʭʦʜ ʧʦ ʩʠʤʚʦʣʴʥʳʤ ʩʩʳʣʢʘʤ, ʚʝʜʫʱʠʤ 

ʟʘ ʧʨʝʜʝʣʳ ʢʦʨʥʝʚʦʡ ʧʘʧʢʠ. 

- çʅʝ ʩʦʟʜʘʚʘʪʴ ʩʧʠʩʢʠ ʧʘʧʦʢè ð ʟʘʧʨʝʱʘʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʩʦʟʜʘʥʠʝ 

ʩʧʠʩʢʦʚ ʩʦʜʝʨʞʠʤʦʛʦ ʜʠʨʝʢʪʦʨʠʡ. 

- çʇʩʝʚʜʦʥʠʤʳ (aliases)è ð ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʧʩʝʚʜʦʥʠʤʳ ʧʫʪʝʡ ʚ 

ʬʦʨʤʘʪʝ /ʩʪʘʨʳʡ/ʧʫʪʴ=/ʥʦʚʳʡ/ʧʫʪʴ. 

- çʍʦʩʪ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠè ð ʠʤʷ ʭʦʩʪʘ ʜʣʷ HTTP-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

- çʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ (ʥʘʧʨʠʤʝʨ, ʩ ʫʯʸʪʥʳʤʠ ʜʘʥʥʳʤʠ ʙʘʟʦʚʦʡ 

HTTP-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ)è ð ʧʫʪʴ ʢ ʬʘʡʣʫ ʩ ʫʯʸʪʥʳʤʠ ʟʘʧʠʩʷʤʠ. 

- çʆʰʠʙʢʘ 404è ð ʚʠʨʪʫʘʣʴʥʳʡ URL-ʘʜʨʝʩ ʠʣʠ CGI-ʩʢʨʠʧʪ ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʫʩʘ ç404 Not Foundè. 

5.7.3 ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʢʠ 5-40ʘ ʠ 5-40ʙ) 

ʩʦʜʝʨʞʠʪ ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ʨʝʜʢʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʠʣʠ ʚʣʠʷʶʪ ʥʘ 

ʦʙʩʣʫʞʠʚʘʥʠʝ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ. 



 

ʈʠʩʫʥʦʢ 5-40ʘ: uHTTPd. ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè. ʆʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ 

- çʆʩʥʦʚʥʘʷ ʧʘʧʢʘè ð ʢʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ ʜʣʷ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 

ʦʙʩʣʫʞʠʚʘʪʴʩʷ ʩʝʨʚʝʨʦʤ. 

- çʇʨʝʬʠʢʩ ʧʫʪʠ ʜʣʷ CGI ʩʢʨʠʧʪʦʚè ð ʧʫʪʴ ʜʣʷ CGI-ʩʢʨʠʧʪʦʚ. CGI ʙʫʜʝʪ 

ʦʪʢʣʶʯʸʥ, ʝʩʣʠ ʥʝ ʟʘʜʘʥʦ. 

- çɺʠʨʪʫʘʣʴʥʳʡ ʧʨʝʬʠʢʩ ʧʫʪʠ ʜʣʷ ʩʢʨʠʧʪʦʚ Luaè ð ʥʘʩʪʨʦʡʢʘ ʜʣʷ 

ʦʙʨʘʙʦʪʢʠ Lua-ʩʢʨʠʧʪʦʚ. ʀʥʪʝʨʧʨʝʪʘʪʦʨ Lua ʙʫʜʝʪ ʦʪʢʣʶʯʸʥ, ʝʩʣʠ ʥʝ 

ʟʘʜʘʥ. 

- çʇʦʣʥʳʡ ʧʫʪʴ ʢ ʦʙʨʘʙʦʪʯʠʢʫ ʩʢʨʠʧʪʦʚ Luaè ð ʧʦʣʥʳʡ ʧʫʪʴ ʢ 

ʦʙʨʘʙʦʪʯʠʢʫ ʩʢʨʠʧʪʦʚ Lua (ʘʥʘʣʦʛʠʯʥʦ ʧʨʝʜʳʜʫʱʝʤʫ ʧʘʨʘʤʝʪʨʫ). 

- çɺʠʨʪʫʘʣʴʥʳʡ ʧʨʝʬʠʢʩ ʧʫʪʠ ʜʣʷ ubus ʯʝʨʝʟ ʠʥʪʝʛʨʘʮʠʶ JSON-RPC» ð 

ʧʨʝʬʠʢʩ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ubus ʯʝʨʝʟ JSON-RPC. 

- çʇʝʨʝʦʧʨʝʜʝʣʠʪʴ ʧʫʪʴ ʜʣʷ ʩʦʢʝʪʘ ubusè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ 

ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʧʫʪʴ ʢ ʩʦʢʝʪʫ ubus. 

- çɺʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ CORSè ð ʚʢʣʶʯʘʝʪ ʩʦʚʤʝʩʪʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʨʝʩʫʨʩʦʚ ʤʝʞʜʫ ʨʘʟʥʳʤʠ ʠʩʪʦʯʥʠʢʘʤʠ (Cross-Origin Resource Sharing) 

ʜʣʷ JSON-RPC ʧʨʦʪʦʢʦʣʘ. 



- çʆʪʢʣʶʯʝʥʠʝ ʘʚʪʦʨʠʟʘʮʠʠ JSON-RPC ʯʝʨʝʟ API ʩʠʩʪʝʤʳ ubusè ð 

ʦʪʢʣʶʯʘʝʪ ʧʨʦʚʝʨʢʫ ʘʚʪʦʨʠʟʘʮʠʠ ʜʣʷ JSON-RPC-ʟʘʧʨʦʩʦʚ ʢ ubus. 

 

ʈʠʩʫʥʦʢ 5-40ʙ: uHTTPd. ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè. ʊʘʡʤʘʫʪʳ ʠ 

ʦʛʨʘʥʠʯʝʥʠʷ 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʟʘʚʝʨʰʝʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʜʣʷ Lua, CGI 

ʠʣʠ ubusè ð ʪʘʡʤʘʫʪ ʚʳʧʦʣʥʝʥʠʷ ʩʢʨʠʧʪʦʚ ʚ ʩʝʢʫʥʜʘʭ. 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠè ð ʪʘʡʤʘʫʪ 

ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ ʚ ʩʝʢʫʥʜʘʭ. 

- çʇʦʚʪʦʨʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʷè ð ʥʘʩʪʨʦʡʢʘ keepalive ʜʣʷ 

ʩʦʝʜʠʥʝʥʠʡ. 

- çɿʥʘʯʝʥʠʝ TCP keepaliveè ð ʧʘʨʘʤʝʪʨ TCP keepalive. 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʦʝʜʠʥʝʥʠʡè ð ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ. 

- çʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʩʢʨʠʧʪʘè ð ʤʘʢʩʠʤʘʣʴʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʟʘʧʨʦʩʦʚ ʩʢʨʠʧʪʘ. 

5.7.4 çʇʘʨʘʤʝʪʨʳ ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘè 

ʅʘ ʚʢʣʘʜʢʝ çʇʘʨʘʤʝʪʨʳ ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘè (ʩʤ. ʨʠʩʫʥʦʢ 

5-41) ʟʘʜʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ SSL-ʩʝʨʪʠʬʠʢʘʪʘ, 

ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʚʢʣʶʯʝʥʠʠ HTTPS ʠ ʦʪʩʫʪʩʪʚʠʠ ʟʘʛʨʫʞʝʥʥʦʛʦ 

ʩʝʨʪʠʬʠʢʘʪʘ. 



 

ʈʠʩʫʥʦʢ 5-41: uHTTPd. ɺʢʣʘʜʢʘ çʇʘʨʘʤʝʪʨʳ ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘè 

- çʂʦʣʠʯʝʩʪʚʦ ʜʥʝʡ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʳʭ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 

ʜʝʡʩʪʚʠʪʝʣʝʥè ð ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʜʥʷʭ. 

- çɼʣʠʥʘ ʧʨʠʚʘʪʥʦʛʦ ʢʣʶʯʘ ʚ ʙʠʪʘʭè ð ʜʣʠʥʘ ʢʣʶʯʘ RSA. 

- «Common name (/CN)» ð ʧʦʣʥʦʝ ʜʦʤʝʥʥʦʝ ʠʤʷ ʩʝʨʚʝʨʘ. 

- çʆʨʛʘʥʠʟʘʮʠʷè ð ʥʘʟʚʘʥʠʝ ʦʨʛʘʥʠʟʘʮʠʠ. 

- çʅʘʟʚʘʥʠʝ ʰʪʘʪʘ ʠʣʠ ʦʙʣʘʩʪʠ (/ST)è ð ʰʪʘʪ ʠʣʠ ʦʙʣʘʩʪʴ. 

- çʈʘʩʧʦʣʦʞʝʥʠʝ (/L)è ð ʥʘʟʚʘʥʠʝ ʛʦʨʦʜʘ. 

- çʉʪʨʘʥʘ (/C)è ð ʜʚʫʭʙʫʢʚʝʥʥʳʡ ISO-ʢʦʜ ʩʪʨʘʥʳ. 

  



6 ʉʝʪʴ 

6.1 ʀʥʪʝʨʬʝʡʩʳ 

ɼʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ ʩʠʩʪʝʤʳ ʧʨʝʜʥʘʟʥʘʯʝʥʘ 

ʩʪʨʘʥʠʮʘ çʀʥʪʝʨʬʝʡʩʳè ʨʘʟʜʝʣʘ çʉʝʪʴè. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ 

çʀʥʪʝʨʬʝʡʩʳè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-1. 

 

ʈʠʩʫʥʦʢ 6-1: ʉʪʨʘʥʠʮʘ çʀʥʪʝʨʬʝʡʩʳè 

ʅʘ ʩʪʨʘʥʠʮʝ ʨʘʩʧʦʣʦʞʝʥ ʩʧʠʩʦʢ çʀʥʪʝʨʬʝʡʩʳè, ʚ ʢʦʪʦʨʦʡ ʧʝʨʝʯʠʩʣʝʥʳ 

ʠʤʝʶʱʠʝʩʷ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ ʚ ʩʠʩʪʝʤʝ. ɼʣʷ ʢʘʞʜʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʚʝʜʸʥ 

ʟʥʘʯʦʢ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ: 

- ʥʘʟʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʘ; 

- ʪʠʧ ʠʥʪʝʨʬʝʡʩʘ (ethernet, ʤʦʩʪ, ʪʦʥʠʥʛ ʠʣʠ ʙʝʩʧʨʦʚʦʜʥʦʡ) ʠ ʩʦʩʪʦʷʥʠʝ 

ʧʦʜʢʣʶʯʝʥʠʷ, 

- ʝʩʣʠ ʠʥʪʝʨʬʝʡʩ ʷʚʣʷʝʪʩʷ ʤʦʩʪʦʤ, ʪʦ ʢʦʣʠʯʝʩʪʚʦ ʧʦʨʪʦʚ ʤʦʩʪʘ 

ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦʤ ʠʢʦʥʦʢ ʠʥʪʝʨʬʝʡʩʦʚ, ʫʢʘʟʘʥʥʳʭ ʚ ʩʢʦʙʢʘʭ; 

- ʥʘʟʚʘʥʠʝ ʩʠʩʪʝʤʥʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʜʘʥʥʦʤʫ 

ʠʥʪʝʨʬʝʡʩʫ. 

ʉʣʝʚʘ ʦʪ ʟʥʘʯʢʘ ʜʣʷ ʢʘʞʜʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʚʳʚʦʜʠʪʩʷ ʢʨʘʪʢʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʠ ʩʪʘʪʠʩʪʠʢʘ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ: 

- çʇʨʦʪʦʢʦʣè ð ʧʨʦʪʦʢʦʣ ʠʥʪʝʨʬʝʡʩʘ. 

- çɺʨʝʤʷ ʨʘʙʦʪʳè ð ʚʨʝʤʷ ʨʘʙʦʪʳ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 



- «MAC» ð MAC-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ (ʝʩʣʠ ʵʪʦ ʧʨʠʤʝʥʠʤʦ ʜʣʷ ʧʨʦʪʦʢʦʣʘ 

ʠʥʪʝʨʬʝʡʩʘ). 

- «ʇʦʣʫʯʝʥʦ (RX)» ð ʢʦʣʠʯʝʩʪʚʦ ʧʨʠʥʷʪʳʭ ʙʘʡʪ (ʧʘʢʝʪʦʚ) ʩ ʤʦʤʝʥʪʘ 

ʟʘʧʫʩʢʘ. 

- «ʇʝʨʝʜʘʥʦ (TX)» ð ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʚʘʝʤʳʭ ʙʘʡʪ (ʧʘʢʝʪʦʚ) ʩ ʤʦʤʝʥʪʘ 

ʟʘʧʫʩʢʘ. 

- «IPv4» ð ʪʝʢʫʱʠʡ IPv4 ʘʜʨʝʩ, ʥʘʟʥʘʯʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩʫ (ʝʩʣʠ 

ʥʘʟʥʘʯʝʥ). 

- «IPv6» ð ʪʝʢʫʱʠʡ IPv6 ʘʜʨʝʩ, ʥʘʟʥʘʯʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩʫ (ʝʩʣʠ 

ʥʘʟʥʘʯʝʥ). 

- «IPv4-PD» ð ʪʝʢʫʱʠʡ IPv4 ʧʨʝʬʠʢʩ (ʝʩʣʠ ʥʘʟʥʘʯʝʥ). 

- çʆʰʠʙʢʘè ð ʦʰʠʙʢʘ ʠʥʪʝʨʬʝʡʩʘ (ʝʩʣʠ ʦʙʥʘʨʫʞʝʥʘ). 

ɺ ʧʦʩʣʝʜʥʝʤ ʩʪʦʣʙʮʝ ʪʘʙʣʠʮʳ ʨʘʩʧʦʣʦʞʝʥʳ ʢʥʦʧʢʠ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʪʝʨʬʝʡʩʦʤ: 

- çʇʝʨʝʟʘʧʫʩʪʠʪʴè ð ʚʳʧʦʣʥʷʝʪ ʧʝʨʝʧʦʜʢʣʶʯʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ 

ʠʥʪʝʨʬʝʡʩʘ (ʦʪʢʣʶʯʝʥʠʝ ʩ ʧʦʩʣʝʜʫʶʱʠʤ ʧʦʜʢʣʶʯʝʥʠʝʤ). 

- çʆʩʪʘʥʦʚʠʪʴè ð ʚʳʧʦʣʥʷʝʪ ʧʨʠʥʫʜʠʪʝʣʴʥʦʝ ʦʪʢʣʶʯʝʥʠʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

- çʀʟʤʝʥʠʪʴè ð ʦʪʢʨʳʚʘʝʪ ʩʪʨʘʥʠʮʫ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ 

ʠʥʪʝʨʬʝʡʩʘ. 

- çʋʜʘʣʠʪʴè ð ʫʜʘʣʷʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʠʥʪʝʨʬʝʡʩ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʥʘ ʩʪʨʘʥʠʮʝ çʀʥʪʝʨʬʝʡʩʳè ʚ ʨʘʟʜʝʣʝ çʆʩʥʦʚʥʳʝ 

ʥʘʩʪʨʦʡʢʠ ʩʝʪʠè ʜʦʩʪʫʧʥʘ ʥʘʩʪʨʦʡʢʘ ULA ʧʨʝʬʠʢʩʘ IPv6 (ʩʤ. ʨʠʩʫʥʦʢ 7-1). 

6.1.1 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʦʢʘʟʘʥ ʥʘ 

ʨʠʩʫʥʢʝ 6-2. 

 



 

ʈʠʩʫʥʦʢ 6-2: ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʚʢʣʘʜʢʠ: 

- çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè; 

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè; 

- çʅʘʩʪʨʦʡʢʠ ʢʘʥʘʣʘè; 

- çʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ». 

6.1.1.1 ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 7-4) ʧʨʝʜʩʪʘʚʣʝʥʳ 

ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ. 

 

ʈʠʩʫʥʦʢ 6-3: ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ɺʳʙʦʨ ʧʨʦʪʦʢʦʣʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ 

çʇʨʦʪʦʢʦʣè ʥʘ ʚʢʣʘʜʢʝ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 6-3). ɺʳʧʘʜʘʶʱʠʡ 

ʩʧʠʩʦʢ ʚʳʙʦʨʘ ʧʨʦʪʦʢʦʣʘ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-4. 



 

ʈʠʩʫʥʦʢ 6-4: ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʚʳʙʦʨʘ ʧʨʦʪʦʢʦʣʘ ʠʥʪʝʨʬʝʡʩʘ 

ʇʦʩʣʝ ʚʳʙʦʨʘ ʥʦʚʦʛʦ ʧʨʦʪʦʢʦʣʘ, ʥʘ ʩʪʨʘʥʠʮʝ ʦʩʥʦʚʥʳʭ ʥʘʩʪʨʦʝʢ ʙʫʜʝʪ 

ʦʪʦʙʨʘʞʝʥʘ ʢʥʦʧʢʘ çʀʟʤʝʥʠʪʴ ʧʨʦʪʦʢʦʣè, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 6-5. 

 

ʈʠʩʫʥʦʢ 6-5: ʂʥʦʧʢʘ ʩʤʝʥʳ ʧʨʦʪʦʢʦʣʘ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʀʟʤʝʥʠʪʴ ʧʨʦʪʦʢʦʣè ʧʨʦʪʦʢʦʣ ʩʝʪʝʚʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ʙʫʜʝʪ ʠʟʤʝʥʸʥ ʥʘ ʚʳʙʨʘʥʥʳʡ. ʇʨʠ ʵʪʦʤ ʥʘʙʦʨ ʦʩʥʦʚʥʳʭ ʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʙʫʜʝʪ ʟʘʤʝʥʸʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ 

ʧʨʦʪʦʢʦʣʦʤ.  

ʉʨʝʜʠ ʦʙʱʠʭ ʜʣʷ ʚʩʝʭ ʧʨʦʪʦʢʦʣʦʚ, ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʩʣʝʜʫʶʱʠʝ 

ʥʘʩʪʨʦʡʢʠ: 

- çɿʘʧʫʩʪʠʪʴ ʧʨʠ ʟʘʛʨʫʟʢʝè ð ʚʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ 

ʟʘʧʫʩʢ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠ ʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ; 

- «ʀʤʷ ʭʦʩʪʘ ʵʪʦʛʦ ʫʩʪʨʦʡʩʪʚʘè ð ʚʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ ʦʪʧʨʘʚʢʫ 

ʠʤʝʥʠ ʜʘʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚ DHCP-ʟʘʧʨʦʩʘʭ. 

ʅʘ ʨʠʩʫʥʢʝ 6-6, ʜʣʷ ʧʨʠʤʝʨʘ, ʧʨʠʚʝʜʸʥ ʚʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ ʥʘʩʪʨʦʝʢ 

ʜʣʷ ʧʨʦʪʦʢʦʣʘ çDHCP-ʢʣʠʝʥʪè. 

 

ʈʠʩʫʥʦʢ 6-6 ð ɺʠʜ ʦʙʱʠʭ ʥʘʩʪʨʦʝʢ 



6.1.1.2 ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʥʘ ʨʠʩʫʥʢʝ 

6-7) ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

ʇʦʚʝʜʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ: 

- çʇʨʠʥʫʜʠʪʝʣʴʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ (Force link)è ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ 

ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʨʬʝʡʩʘ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʨʝʘʣʴʥʦʛʦ ʩʦʩʪʦʷʥʠʷ ʬʠʟʠʯʝʩʢʦʛʦ 

ʧʦʜʢʣʶʯʝʥʠʷ. ɽʩʣʠ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ, ʩʦʙʳʪʠʷ ʧʦʜʢʣʶʯʝʥʠʷ/ʦʪʢʣʶʯʝʥʠʷ 

ʢʘʙʝʣʷ ʜʣʷ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʙʫʜʫʪ ʚʳʟʳʚʘʪʴ hotplug-ʦʙʨʘʙʦʪʯʠʢʠ. 

 

ʈʠʩʫʥʦʢ 6-7: ʅʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ 

ʅʘʩʪʨʦʡʢʠ DHCP-ʢʣʠʝʥʪʘ: 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʬʣʘʛè ð ʚʢʣʶʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦʛʦ ʬʣʘʛʘ (broadcast flag) ʚ DHCP-ʟʘʧʨʦʩʘʭ. 

- çID ʢʣʠʝʥʪʘ ʧʨʠ DHCP-ʟʘʧʨʦʩʝè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʢʣʠʝʥʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ DHCP-ʟʘʧʨʦʩʘʭ. 

- çʂʣʘʩʩ ʧʨʦʠʟʚʦʜʠʪʝʣʷ (Vendor class), ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʣʷʪʴ ʧʨʠ DHCP-

ʟʘʧʨʦʩʝè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʢʣʘʩʩ ʧʨʦʠʟʚʦʜʠʪʝʣʷ (vendor class), 

ʧʝʨʝʜʘʚʘʝʤʳʡ ʚ DHCP-ʟʘʧʨʦʩʘʭ. 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʰʣʶʟ ʧʦ ʫʤʦʣʯʘʥʠʶè ð ʦʧʨʝʜʝʣʷʝʪ, ʙʫʜʝʪ ʣʠ ʜʘʥʥʳʡ 

ʠʥʪʝʨʬʝʡʩ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʤʘʨʰʨʫʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʦʙʲʷʚʣʷʝʤʳʝ ʫʟʣʦʤ DNS ʩʝʨʚʝʨʘè ð ʦʧʨʝʜʝʣʷʝʪ, ʙʫʜʫʪ 

ʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ DNS-ʩʝʨʚʝʨʳ, ʧʦʣʫʯʝʥʥʳʝ ʦʪ DHCP-ʩʝʨʚʝʨʘ. 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʤʝʪʨʠʢʫ ʰʣʶʟʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʤʝʪʨʠʢʫ ʰʣʶʟʘ 

ʜʣʷ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. DNS-ʩʝʨʚʝʨʳ ʚ ʣʦʢʘʣʴʥʦʤ ʬʘʡʣʝ resolv.conf 

ʩʦʨʪʠʨʫʶʪʩʷ ʧʦ ʚʝʩʫ, ʫʢʘʟʘʥʥʦʤʫ ʟʜʝʩʴ. 



 

ʈʠʩʫʥʦʢ 6-8: ʅʘʩʪʨʦʡʢʠ DHCP-ʢʣʠʝʥʪʘ  

ʊʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

- çʇʝʨʝʦʧʨʝʜʝʣʠʪʴ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IPv4è ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ 

ʘʣʴʪʝʨʥʘʪʠʚʥʫʶ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʜʣʷ IPv4. 

- çʇʝʨʝʦʧʨʝʜʝʣʠʪʴ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IPv6è ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ 

ʘʣʴʪʝʨʥʘʪʠʚʥʫʶ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʜʣʷ IPv6. 

 

ʈʠʩʫʥʦʢ 6-9: ʅʘʩʪʨʦʡʢʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

ʅʘʩʪʨʦʡʢʠ IPv6 

- çɼʝʣʝʛʠʨʦʚʘʪʴ IPv6 ʧʨʝʬʠʢʩʳè ð ʚʢʣʶʯʘʝʪ ʥʠʩʭʦʜʷʱʝʝ ʜʝʣʝʛʠʨʦʚʘʥʠʝ 

ʧʨʝʬʠʢʩʦʚ IPv6, ʜʦʩʪʫʧʥʳʭ ʥʘ ʵʪʦʤ ʠʥʪʝʨʬʝʡʩʝ. 

- çIPv6 ʥʘʟʥʘʯʝʥʠʝ ʜʣʠʥʳè ð ʟʘʜʘʸʪ ʜʣʠʥʫ ʧʨʝʬʠʢʩʘ IPv6, ʚʳʜʝʣʷʝʤʫʶ 

ʠʥʪʝʨʬʝʡʩʫ.  

- çʌʠʣʴʪʨ IPv6 ʧʨʝʬʠʢʩʘè ð ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ ʜʠʘʧʘʟʦʥ ʧʨʝʬʠʢʩʦʚ 

IPv6 ʜʣʷ ʚʳʜʝʣʝʥʠʷ ʥʠʩʭʦʜʷʱʠʭ ʧʦʜʩʝʪʝʡ.  

- çIPv6 ʩʫʬʬʠʢʩè ð ʦʧʨʝʜʝʣʷʝʪ ʩʫʬʬʠʢʩ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ IPv6-ʘʜʨʝʩʘ 

ʠʥʪʝʨʬʝʡʩʘ. 

- çIPv6 ʧʨʠʚʠʣʝʛʠʠè ð ʦʧʨʝʜʝʣʷʝʪ ʧʨʠʦʨʠʪʝʪ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠ 

ʜʝʣʝʛʠʨʦʚʘʥʠʠ ʧʨʝʬʠʢʩʦʚ ʥʝʩʢʦʣʴʢʠʤ ʥʠʩʭʦʜʷʱʠʤ ʧʦʪʦʢʘʤ. 



 

ʈʠʩʫʥʦʢ 6-10: ʅʘʩʪʨʦʡʢʠ IPv6 

6.1.1.3 ʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

ɺʦ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘè ʧʨʦʠʟʚʦʜʠʪʩʷ ʚʳʙʦʨ ʠʣʠ 

ʩʦʟʜʘʥʠʝ ʥʦʚʦʡ ʟʦʥʳ, ʧʨʠʢʨʝʧʣʸʥʥʦʡ ʢ ʨʝʜʘʢʪʠʨʫʝʤʦʤʫ ʩʝʪʝʚʦʤʫ ʠʥʪʝʨʬʝʡʩʫ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ çʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-

11. 

 

ʈʠʩʫʥʦʢ 6-11: ʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʅʘ ʚʢʣʘʜʢʝ ʨʘʟʤʝʱʸʥ ʪʦʣʴʢʦ ʦʜʠʥ ʵʣʝʤʝʥʪ ʫʧʨʘʚʣʝʥʠʷ ð ʚʳʧʘʜʘʶʱʠʡ 

ʩʧʠʩʦʢ çʉʦʟʜʘʪʴ / ʥʘʟʥʘʯʠʪʴ ʟʦʥʫ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘè (ʩʤ. ʨʠʩʫʥʦʢ 6-12). 

 

ʈʠʩʫʥʦʢ 6-12: ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʚʳʙʦʨʘ ʟʦʥʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

ʇʨʠ ʧʦʤʦʱʠ ʜʘʥʥʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʤʦʞʥʦ ʚʳʙʨʘʪʴ 

ʩʫʱʝʩʪʚʫʶʱʫʶ ʟʦʥʫ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠʣʠ ʩʦʟʜʘʪʴ ʥʦʚʫʶ, ʚʚʝʜʷ ʝʸ ʠʤʷ ʚ 



ʧʦʣʝ çʩʦʟʜʘʪʴè. ʇʨʠ ʚʳʙʦʨʝ çʥʝ ʦʧʨʝʜʝʣʸʥʥʦè, ʨʝʜʘʢʪʠʨʫʝʤʳʡ ʩʝʪʝʚʦʡ 

ʠʥʪʝʨʬʝʡʩ ʙʫʜʝʪ ʫʜʘʣʸʥ ʠʟ ʟʦʥʳ, ʢ ʢʦʪʦʨʦʡ ʦʥ ʙʳʣ ʧʨʠʢʨʝʧʣʸʥ ʨʘʥʝʝ. 

6.1.1.4 ʅʘʩʪʨʦʡʢʠ DHCP-ʩʝʨʚʝʨʘ 

ʇʨʠ ʚʳʙʦʨʝ ʧʨʦʪʦʢʦʣʘ çʉʪʘʪʠʯʝʩʢʠʡ ʘʜʨʝʩè ʜʣʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʧʦʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘ DHCP-ʩʝʨʚʝʨʘ ʥʘ ʜʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ. 

ʅʘʩʪʨʦʡʢʠ DHCP-ʩʝʨʚʝʨʘ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʧʦʜʨʘʟʜʝʣʝ çDHCP-ʩʝʨʚʝʨè 

ʩʪʨʘʥʠʮʳ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ɺʢʣʘʜʢʘ çDHCP-ʩʝʨʚʝʨè ʨʘʟʜʝʣʝʥʘ ʥʘ ʥʝʩʢʦʣʴʢʦ ʧʦʜʨʘʟʜʝʣʦʚ: çʆʙʱʠʝ 

ʥʘʩʪʨʦʡʢʠè, çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè ʠ çʅʘʩʪʨʦʡʢʠ IPv6è. 

6.1.1.4.1 ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 6-13) ʧʨʝʜʩʪʘʚʣʝʥʳ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çʀʛʥʦʨʠʨʦʚʘʪʴ ʠʥʪʝʨʬʝʡʩè ð ʦʪʢʣʶʯʘʝʪ DHCP-ʩʝʨʚʝʨ ʜʣʷ ʜʘʥʥʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ. 

- çɿʘʧʫʩʪʠʪʴè ð ʥʘʯʘʣʴʥʳʡ ʘʜʨʝʩ ʧʫʣʘ ʘʜʨʝʩʦʚ, ʚʳʜʘʚʘʝʤʳʭ DHCP-

ʩʝʨʚʝʨʦʤ ʚ ʘʨʝʥʜʫ. 

- çʇʨʝʜʝʣè ð ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʜʨʝʩʦʚ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʙʳʪʴ 

ʚʳʜʘʥʦ DHCP-ʩʝʨʚʝʨʦʤ ʚ ʘʨʝʥʜʫ. 

- çʉʨʦʢ ʘʨʝʥʜʳ ʘʜʨʝʩʘè ð ʚʨʝʤʷ ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʘʨʝʥʜʳ ʚʳʜʘʚʘʝʤʳʭ 

ʘʜʨʝʩʦʚ. ʄʠʥʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ð 2 ʤʠʥʫʪʳ (2m). ʄʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʦ 

ʚ ʬʦʨʤʘʪʝ: 12h (12 ʯʘʩʦʚ), 3d (3 ʜʥʷ) ʠ ʪ.ʧ. 

 

ʈʠʩʫʥʦʢ 6-13: ʆʙɦʠʝ ʥʘʩʪʨʦʡʢʠ DHCP-ʩʝʨʚʝʨʘ 



6.1.1.4.2 ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 6-14) 

ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çɼʠʥʘʤʠʯʝʩʢʠʡ DHCPè ð ʚʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ ʨʝʞʠʤ 

ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʚʳʜʝʣʝʥʠʷ ʘʜʨʝʩʦʚ ʢʣʠʝʥʪʘʤ. 

- çʇʨʠʥʫʜʠʪʝʣʴʥʦ (Force)è ð ʟʘʧʫʩʢʘʪʴ DHCP-ʩʝʨʚʝʨ ʚ ʜʘʥʥʦʡ ʩʝʪʠ, ʜʘʞʝ 

ʝʩʣʠ ʚ ʥʝʡ ʫʞʝ ʦʙʥʘʨʫʞʝʥ ʜʨʫʛʦʡ ʨʘʙʦʪʘʶʱʠʡ DHCP-ʩʝʨʚʝʨ. 

- «IPv4-ʤʘʩʢʘ ʩʝʪʠè ð ʧʦʟʚʦʣʷʝʪ ʧʝʨʝʦʧʨʝʜʝʣʠʪʴ ʤʘʩʢʫ ʧʦʜʩʝʪʠ, 

ʦʪʧʨʘʚʣʷʝʤʫʶ ʢʣʠʝʥʪʘʤ. 

- çDHCP ʥʘʩʪʨʦʡʢʠè ð ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ 

DHCP, ʧʝʨʝʜʘʚʘʝʤʳʝ ʢʣʠʝʥʪʘʤ. ʅʘʧʨʠʤʝʨ, ʦʧʮʠʷ 

6,192.168.2.1,192.168.2.2 ʠʟʚʝʱʘʝʪ DHCP-ʢʣʠʝʥʪʦʚ ʦʙ ʘʜʨʝʩʘʭ DNS-

ʩʝʨʚʝʨʦʚ 192.168.2.1 ʠ 192.168.2.2. 

 

ʈʠʩʫʥʦʢ 6-14: ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ DHCP-ʩʝʨʚʝʨʘ 

6.1.1.4.3 ʅʘʩʪʨʦʡʢʠ IPv6 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʅʘʩʪʨʦʡʢʠ IPv6è (ʩʤ. ʨʠʩʫʥʦʢ 6-15) ʧʨʝʜʩʪʘʚʣʝʥʳ 

ʧʘʨʘʤʝʪʨʳ DHCP-ʩʝʨʚʝʨʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ IPv6: 

- çʉʣʫʞʙʘ RAè ð ʢʦʥʬʠʛʫʨʠʨʫʝʪ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩʣʫʞʙʳ Router 

Advertisement (RA) ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

ʥʘ ʜʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ. ɼʦʩʪʫʧʥʳʝ ʚʘʨʠʘʥʪʳ: 

o çʆʪʢʣʶʯʝʥʦè ð ʩʣʫʞʙʘ RA ʚʳʢʣʶʯʝʥʘ; 

o «ʈʝʞʠʤ ʩʝʨʚʝʨʘè ð ʩʣʫʞʙʘ RA ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ; 



o «ʈʝʞʠʤ ʧʝʨʝʜʘʯʠè ð ʩʣʫʞʙʘ RA ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʨʝʪʨʘʥʩʣʷʮʠʠ; 

o «ɻʠʙʨʠʜʥʳʡ ʨʝʞʠʤè ð ʛʠʙʨʠʜʥʳʡ ʨʝʞʠʤ ʨʘʙʦʪʳ. 

- çDHCPv6 ʩʝʨʚʠʩè ð ʢʦʥʬʠʛʫʨʠʨʫʝʪ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩʣʫʞʙʳ DHCPv6 ʥʘ 

ʵʪʦʤ ʠʥʪʝʨʬʝʡʩʝ. ɼʦʩʪʫʧʥʳʝ ʚʘʨʠʘʥʪʳ: 

o çʆʪʢʣʶʯʝʥʦè; 

o «ʈʝʞʠʤ ʩʝʨʚʝʨʘè; 

o «ʈʝʞʠʤ ʧʝʨʝʜʘʯʠè; 

o çʛʠʙʨʠʜʥʳʡ ʨʝʞʠʤè 

- «NDP-Proxy» ð ʢʦʥʬʠʛʫʨʠʨʫʝʪ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩʣʫʞʙʳ NDP-ʧʨʦʢʩʠ ʥʘ 

ʵʪʦʤ ʠʥʪʝʨʬʝʡʩʝ. ɼʦʩʪʫʧʥʳʝ ʚʘʨʠʘʥʪʳ: 

o çʆʪʢʣʶʯʝʥʦè; 

o çʨʝʞʠʤ ʧʝʨʝʜʘʯʠè; 

o çʛʠʙʨʠʜʥʳʡ ʨʝʞʠʤè. 

 

ʈʠʩʫʥʦʢ 6-15: ʅʘʩʪʨʦʡʢʠ IPv6 DHCP-ʩʝʨʚʝʨʘ 

6.1.2 ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çɼʦʙʘʚʠʪʴ 

ʥʦʚʳʡ ʠʥʪʝʨʬʝʡʩè (ʩʤ. ʨʠʩʫʥʦʢ 6-1), ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʚʥʠʟʫ ʪʘʙʣʠʮʳ 

ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʠʥʪʝʨʬʝʡʩè ʙʫʜʝʪ ʦʪʢʨʳʪʘ 

ʩʪʨʘʥʠʮʘ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 6-16, 

ʥʘ ʢʦʪʦʨʦʡ ʩʣʝʜʫʝʪ ʫʢʘʟʘʪʴ ʩʠʤʚʦʣʴʥʦʝ ʠʤʷ ʠ ʧʨʦʪʦʢʦʣ ʠʥʪʝʨʬʝʡʩʘ. 



 

ʈʠʩʫʥʦʢ 6-16: ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʇʦʩʣʝ ʚʚʦʜʘ ʦʩʥʦʚʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʠʥʪʝʨʬʝʡʩʘ, ʜʣʷ ʝʛʦ ʩʦʟʜʘʥʠʷ ʩʣʝʜʫʝʪ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ çʉʦʟʜʘʪʴ ʠʥʪʝʨʬʝʡʩè. ɽʩʣʠ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʩʦʟʜʘʚʘʝʤʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ʙʳʣʠ ʚʚʝʜʝʥʳ ʙʝʟ ʦʰʠʙʦʢ, ʧʨʦʠʟʦʡʜʝʪ ʧʝʨʝʭʦʜ ʥʘ ʩʪʨʘʥʠʮʫ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʥʦʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʢʦʪʦʨʘʷ ʧʦʜʨʦʙʥʘ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ 6.1.1 

ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. 

6.1.3 ʋʜʘʣʝʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çʋʜʘʣʠʪʴè (ʩʤ. ʨʠʩʫʥʦʢ 

6-1), ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʋʜʘʣʠʪʴè ʠʥʪʝʨʬʝʡʩ ʙʫʜʝʪ ʧʦʤʝʯʝʥ ʜʣʷ ʫʜʘʣʝʥʠʷ. 

 

ʈʠʩʫʥʦʢ 6-17: ʇʦʤʝʯʝʥʥʳʡ ʜʣʷ ʫʜʘʣʝʥʠʷ ʠʥʪʝʨʬʝʡʩ 

ɺ ʩʣʫʯʘʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʫʜʘʣʝʥʠʷ (ʥʘʞʘʪʠʝ ʢʥʦʧʢʠ çʆʂè), ʩʝʪʝʚʦʡ 

ʠʥʪʝʨʬʝʡʩ ʙʫʜʝʪ ʫʜʘʣʸʥ. 

6.1.4 ʋʩʪʨʦʡʩʪʚʘ 

ʅʘ ʚʢʣʘʜʢʝ «ʋʩʪʨʦʡʩʪʚʘ» ʨʘʟʜʝʣʘ çʉʝʪʴè ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʩʧʠʩʦʢ ʭʦʩʪʦʚ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʠʤ ʧʘʨʘʤʝʪʨʳ. ɺʥʝʰʥʠʡ 

ʚʠʜ ʩʪʨʘʥʠʮʳ çʋʩʪʨʦʡʩʪʚʘè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-18. 



 

ʈʠʩʫʥʦʢ 6-18: ʉʪʨʘʥʠʮʘ çʀʤʝʥʘ ʭʦʩʪʦʚè 

ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘʞʘʪʠʝʤ ʢʥʦʧʢʠ 

çɼʦʙʘʚʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʫʩʪʨʦʡʩʪʚʘè ʩ ʧʦʩʣʝʜʫʶʱʠʤ ʫʢʘʟʘʥʠʝʤ ʠʤʝʥʠ 

ʭʦʩʪʘ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʚ ʪʘʙʣʠʮʝ (ʩʤ. ʨʠʩʫʥʦʢ 6-19). 

 

ʈʠʩʫʥʦʢ 6-19: ʉʪʨʘʥʠʮʘ çʋʩʪʨʦʡʩʪʚʘè. ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʡ ʟʘʧʠʩʠ. ʆʙʱʠʝ ʦʧʮʠʠ 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ 

ʜʦʙʘʚʣʷʝʤʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 



 

ʈʠʩʫʥʦʢ 6-20: ʉʪʨʘʥʠʮʘ çʋʩʪʨʦʡʩʪʚʘè. ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʡ ʟʘʧʠʩʠ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʦʧʮʠʠ 

ʋʜʘʣʠʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʟʘʧʠʩʴ ʠʤʝʥʠ ʭʦʩʪʘ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ 

«ɼʝʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴè, ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʩʪʨʦʢʝ. 

6.1.5 ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

ɺ ʨʘʟʜʝʣʝ çʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠè ʩʪʨʘʥʠʮʳ çʀʥʪʝʨʬʝʡʩʳè 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʛʣʦʙʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʩʝʪʝʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʫʩʪʨʦʡʩʪʚʘ. ɺʥʝʰʥʠʡ ʚʠʜ ʨʘʟʜʝʣʘ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-21. 

 

ʈʠʩʫʥʦʢ 6-21: ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʜʦʩʪʫʧʥʳʭ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʚ ʜʘʥʥʦʤ 

ʨʘʟʜʝʣʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: «ʕʪʦʪ ʨʘʟʜʝʣ ʥʝ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʭ». 

ʅʠʞʝ ʨʘʩʧʦʣʦʞʝʥʳ ʢʥʦʧʢʠ ʫʧʨʘʚʣʝʥʠʷ: 



- çʇʨʠʤʝʥʠʪʴè ð ʧʨʠʤʝʥʷʝʪ ʚʥʝʩʸʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʙʝʟ ʩʦʭʨʘʥʝʥʠʷ ʚ 

ʧʦʩʪʦʷʥʥʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ (ʠʟʤʝʥʝʥʠʷ ʜʝʡʩʪʚʫʶʪ ʜʦ ʧʝʨʝʟʘʛʨʫʟʢʠ 

ʫʩʪʨʦʡʩʪʚʘ); 

- çʉʦʭʨʘʥʠʪʴè ð ʩʦʭʨʘʥʷʝʪ ʪʝʢʫʱʠʝ ʥʘʩʪʨʦʡʢʠ ʚ ʧʦʩʪʦʷʥʥʫʶ 

ʢʦʥʬʠʛʫʨʘʮʠʶ; 

- çʆʯʠʩʪʠʪʴè ð ʩʙʨʘʩʳʚʘʝʪ ʚʩʝ ʥʝʩʦʭʨʘʥʸʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʚ ʧʦʣʷʭ ʚʚʦʜʘ. 

6.2 ʄʘʨʰʨʫʪʠʟʘʮʠʷ 

ʅʘ ʩʪʨʘʥʠʮʝ çʄʘʨʰʨʫʪʠʟʘʮʠʷè ʨʘʟʜʝʣʘ çʉʝʪʴè ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ 

ʩʪʘʪʠʯʝʩʢʠʭ ʤʘʨʰʨʫʪʦʚ ʠ ʧʨʘʚʠʣ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ IPv4 ʠ IPv6. 

ɼʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʦʟʚʦʣʷʶʪ ʦʧʨʝʜʝʣʠʪʴ, ʯʝʨʝʟ ʢʘʢʦʡ ʠʥʪʝʨʬʝʡʩ ʠ ʰʣʶʟ 

ʤʦʞʥʦ ʜʦʩʪʠʯʴ ʦʧʨʝʜʝʣʸʥʥʦʛʦ ʭʦʩʪʘ ʠʣʠ ʩʝʪʠ. 

ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ (ʠʣʠ ʧʦʜʨʘʟʜʝʣʦʚ): 

- çʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ IPv4è; 

- çʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ IPv6è; 

- çʇʨʘʚʠʣʘ IPv4è; 

- çʇʨʘʚʠʣʘ IPv6è. 

6.2.1  ʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ (IPv4 / IPv6) 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳè ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ 

ʩʦʟʜʘʥʥʳʭ ʩʪʘʪʠʯʝʩʢʠʭ ʤʘʨʰʨʫʪʦʚ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʀʥʪʝʨʬʝʡʩè ð ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴʩʷ 

ʪʨʘʬʠʢ ʜʣʷ ʜʘʥʥʦʛʦ ʤʘʨʰʨʫʪʘ; 

- çʅʘʟʥʘʯʝʥʠʝè ð IP-ʘʜʨʝʩ ʠʣʠ ʩʝʪʴ ʥʘʟʥʘʯʝʥʠʷ (ʚ ʬʦʨʤʘʪʝ CIDR ʜʣʷ 

IPv6); 

- çʐʣʶʟè ð IP-ʘʜʨʝʩ ʰʣʶʟʘ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʧʝʨʝʜʘʚʘʪʴʩʷ ʪʨʘʬʠʢ 

ʢ ʫʢʘʟʘʥʥʦʤʫ ʥʘʟʥʘʯʝʥʠʶ; 

- çʄʝʪʨʠʢʘè ð ʤʝʪʨʠʢʘ ʤʘʨʰʨʫʪʘ (ʯʝʤ ʤʝʥʴʰʝ ʟʥʘʯʝʥʠʝ, ʪʝʤ ʚʳʰʝ 

ʧʨʠʦʨʠʪʝʪ); 



- çʊʘʙʣʠʮʘè ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ, ʚ ʢʦʪʦʨʫʶ 

ʜʦʙʘʚʣʷʝʪʩʷ ʤʘʨʰʨʫʪ; 

- çʆʪʢʣʶʯʠʪʴè ð ʧʦʟʚʦʣʷʝʪ ʚʨʝʤʝʥʥʦ ʦʪʢʣʶʯʠʪʴ ʤʘʨʰʨʫʪ ʙʝʟ ʝʛʦ 

ʫʜʘʣʝʥʠʷ. 

 

ʈʠʩʫʥʦʢ 6-22: ʉʪʨʘʥʠʮʘ çʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳè 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʥʘʩʪʨʦʝʥʥʳʭ ʤʘʨʰʨʫʪʦʚ ʚ ʪʘʙʣʠʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: çʕʪʦʪ ʨʘʟʜʝʣ ʥʝ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʭè. 

ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʩʪʘʪʠʯʝʩʢʦʛʦ ʤʘʨʰʨʫʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘʞʘʪʠʝʤ 

ʢʥʦʧʢʠ çɼʦʙʘʚʠʪʴè ʩ ʧʦʩʣʝʜʫʶʱʠʤ ʫʢʘʟʘʥʠʝʤ ʧʘʨʘʤʝʪʨʦʚ ʤʘʨʰʨʫʪʘ ʚ 

ʜʦʙʘʚʣʝʥʥʦʡ ʩʪʨʦʢʝ ʪʘʙʣʠʮʳ (ʩʤ. ʨʠʩʫʥʦʢ 6-23). 

 

ʈʠʩʫʥʦʢ 6-23: ʉʪʨʘʥʠʮʘ çʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳè. ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʤʘʨʰʨʫʪʘ 

ʋʜʘʣʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ ʤʘʨʰʨʫʪ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ 

çʋʜʘʣʠʪʴè, ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʤʘʨʰʨʫʪʘ. 



6.2.2 ʇʨʘʚʠʣʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ (IPv4 / IPv6) 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʇʨʘʚʠʣʘè ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ ʧʨʘʚʠʣ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʇʨʘʚʠʣʘ ʧʦʟʚʦʣʷʶʪ ʫʧʨʘʚʣʷʪʴ ʚʳʙʦʨʦʤ ʪʘʙʣʠʮʳ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʘʨʘʤʝʪʨʦʚ ʧʘʢʝʪʘ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ 

ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʇʨʠʦʨʠʪʝʪè ð ʯʠʩʣʦʚʦʝ ʟʥʘʯʝʥʠʝ, ʦʧʨʝʜʝʣʷʶʱʝʝ ʧʦʨʷʜʦʢ ʧʨʠʤʝʥʝʥʠʷ 

ʧʨʘʚʠʣ (ʯʝʤ ʤʝʥʴʰʝ ʯʠʩʣʦ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ); 

- çɺʭʦʜʷʱʠʡ ʠʥʪʝʨʬʝʡʩè ð ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ, ʩ ʢʦʪʦʨʦʛʦ ʧʦʩʪʫʧʠʣ 

ʧʘʢʝʪ (ʦʧʮʠʦʥʘʣʴʥʦ); 

- çʆʪʧʨʘʚʠʪʝʣʴè ð IP-ʘʜʨʝʩ ʠʣʠ ʧʦʜʩʝʪʴ ʠʩʪʦʯʥʠʢʘ ʪʨʘʬʠʢʘ; 

- çʀʩʭʦʜʷʱʠʡ ʠʥʪʝʨʬʝʡʩè ð ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ 

ʦʪʧʨʘʚʣʷʪʴʩʷ ʧʘʢʝʪ (ʦʧʮʠʦʥʘʣʴʥʦ); 

- çʇʦʣʫʯʘʪʝʣʴè ð IP-ʘʜʨʝʩ ʠʣʠ ʧʦʜʩʝʪʴ ʥʘʟʥʘʯʝʥʠʷ ʪʨʘʬʠʢʘ; 

- çʊʘʙʣʠʮʘè ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʘʢʝʪʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʜʘʥʥʦʤʫ ʧʨʘʚʠʣʫ; 

- çʆʪʢʣʶʯʠʪʴè ð ʧʦʟʚʦʣʷʝʪ ʚʨʝʤʝʥʥʦ ʦʪʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ʙʝʟ ʝʛʦ 

ʫʜʘʣʝʥʠʷ. 

 

ʈʠʩʫʥʦʢ 6-24: ʉʪʨʘʥʠʮʘ çʇʨʘʚʠʣʘ» 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʥʘʩʪʨʦʝʥʥʳʭ ʧʨʘʚʠʣ ʚ ʪʘʙʣʠʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: çʕʪʦʪ ʨʘʟʜʝʣ ʥʝ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʭè. 



ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ 

ʢʥʦʧʢʘ çɼʦʙʘʚʠʪʴè. ʇʨʠ ʝʸ ʥʘʞʘʪʠʠ ʦʪʢʨʳʚʘʝʪʩʷ ʩʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ 

ʧʘʨʘʤʝʪʨʦʚ ʧʨʘʚʠʣʘ. 

 

ʈʠʩʫʥʦʢ 6-25: ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ 

6.3 DHCP ʠ DNS 

ʅʘ ʩʪʨʘʥʠʮʝ çDHCP ʠ DNSè ʨʘʟʜʝʣʘ çʉʝʪʴè ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘʩʪʨʦʡʢʠ 

ʩʝʪʝʚʦʡ ʩʣʫʞʙʳ dnsmasq, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʣʝʛʢʦʚʝʩʥʳʡ DNS ʠ 

DHCP-ʩʝʨʚʝʨ. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-

26.  



 

ʈʠʩʫʥʦʢ 6-26: ʉʪʨʘʥʠʮʘ çDHCP ʠ DNSè 

ʅʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳ dnsmasq ʥʘ ʩʪʨʘʥʠʮʝ çDHCP ʠ DNSè ʨʘʟʜʝʣʝʥʳ ʥʘ 

ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ: 

- çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè; 

- çʌʘʡʣʳ resolv ʠ hostsè; 

- «ʅʘʩʪʨʦʡʢʠ PXE/TFTP»; 

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè 

- «ʇʦʩʪʦʷʥʥʳʝ ʘʨʝʥʜʳ» 

- «ʀʤʝʥʘ ʫʩʪʨʦʡʩʪʚ» 

- «ʉʧʠʩʢʠ IP» 

6.3.1 ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳ dnsmasq ʨʘʩʧʦʣʦʞʝʥʳ ʚʦ ʚʢʣʘʜʢʝ çʆʙʱʠʝ 

ʥʘʩʪʨʦʡʢʠè ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè. 

ʅʘ ʚʢʣʘʜʢʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʛʨʫʧʧʳ ʥʘʩʪʨʦʝʢ: 

ʀʤʝʥʘ ʫʩʪʨʦʡʩʪʚ: 



- çʊʨʝʙʫʝʪʩʷ ʜʦʤʝʥè ð ʥʝ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ DNS-ʟʘʧʨʦʩʳ ʙʝʟ ʪʦʯʝʢ ʠʣʠ 

ʯʘʩʪʝʡ ʜʦʤʝʥʘ.  

- çʆʩʥʦʚʥʦʡè ð ʦʧʨʝʜʝʣʷʝʪ, ʷʚʣʷʝʪʩʷ ʣʠ ʜʘʥʥʳʡ DHCP-ʩʝʨʚʝʨ 

ʝʜʠʥʩʪʚʝʥʥʳʤ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

- çʃʦʢʘʣʴʥʳʡ ʩʝʨʚʝʨè ð ʟʘʜʘʸʪ ʜʦʤʝʥ, ʠʤʝʥʘ ʢʦʪʦʨʦʛʦ ʥʠʢʦʛʜʘ ʥʝ 

ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʚʳʰʝʩʪʦʷʱʠʝ DNS-ʩʝʨʚʝʨʳ. ʊʘʢʠʝ ʠʤʝʥʘ ʨʘʟʨʝʰʘʶʪʩʷ 

ʪʦʣʴʢʦ ʠʟ ʬʘʡʣʘ DHCP (ç/etc/config/dhcpè) ʠʣʠ ʬʘʡʣʘ hosts (ç/etc/hostsè). 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð «/lan/». 

- çʃʦʢʘʣʴʥʳʡ ʜʦʤʝʥè ð ʩʫʬʬʠʢʩ ʣʦʢʘʣʴʥʦʛʦ ʜʦʤʝʥʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʜʦʙʘʚʣʝʥ ʢ DHCP-ʠʤʝʥʘʤ ʠ ʟʘʧʠʩʷʤ ʬʘʡʣʘ hosts (ç/etc/hostsè). ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ ð «lan». 

 

ʈʠʩʫʥʦʢ 6-27: ʉʪʨʘʥʠʮʘ çDHCP ʠ DNSè. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ. ʀʤʝʥʘ ʫʩʪʨʦʡʩʪʚ. 

ɾʫʨʥʘʣʠʨʦʚʘʥʠʝ 

- çɾʫʨʥʘʣʠʨʦʚʘʪʴ ʟʘʧʨʦʩʳè ð ʟʘʧʠʩʳʚʘʪʴ ʧʦʣʫʯʝʥʥʳʝ DNS-ʟʘʧʨʦʩʳ ʚ 

ʩʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʦʧʮʠʠ ʚʩʝ ʚʭʦʜʷʱʠʝ DNS-ʟʘʧʨʦʩʳ 

ʙʫʜʫʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ. 

 

ʈʠʩʫʥʦʢ 6-28: ʉʪʨʘʥʠʮʘ çDHCP ʠ DNSè. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ. ɾʫʨʥʘʣʠʨʦʚʘʥʠʝ. 

 

 

 



ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ DNS 

- çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ DNSè ð ʩʧʠʩʦʢ DNS-ʩʝʨʚʝʨʦʚ ʜʣʷ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʟʘʧʨʦʩʦʚ. ʇʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ, ʥʘ ʢʘʢʠʝ DNS-ʩʝʨʚʝʨʳ 

ʩʣʝʜʫʝʪ ʥʘʧʨʘʚʣʷʪʴ ʟʘʧʨʦʩʳ. ʄʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʟʘʧʠʩʠ ʚʠʜʘ: 

- «8.8.8.8» ð IP-ʘʜʨʝʩ DNS-ʩʝʨʚʝʨʘ; 

- «/example.org/10.1.2.3» ð ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ 

ʜʦʤʝʥʘ ʥʘ ʦʧʨʝʜʝʣʸʥʥʳʡ DNS-ʩʝʨʚʝʨ. 

- çɸʜʨʝʩʘè ð ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ ʜʣʷ ʧʨʠʥʫʜʠʪʝʣʴʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʚ IP-

ʘʜʨʝʩ. ʇʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʩʪʘʪʠʯʝʩʢʠʝ ʩʦʦʪʚʝʪʩʪʚʠʷ ʤʝʞʜʫ ʜʦʤʝʥʘʤʠ ʠ IP-

ʘʜʨʝʩʘʤʠ. ʇʨʠʤʝʨ: ç/router.local/192.168.0.1è. 

- çʅʘʙʦʨʳ IP ʘʜʨʝʩʦʚè ð ʩʧʠʩʦʢ ʥʘʙʦʨʦʚ IP-ʘʜʨʝʩʦʚ ʜʣʷ ʟʘʧʦʣʥʝʥʠʷ 

ʫʢʘʟʘʥʥʳʤʠ IP-ʘʜʨʝʩʘʤʠ ʜʦʤʝʥʦʚ. ʇʨʠʤʝʨ: ç/example.org/ipset.ipset6». 

- çɿʘʱʠʪʘ ʦʪ DNS Rebindingè ð ʦʪʙʨʘʩʳʚʘʪʴ ʦʪʚʝʪʳ ʚʳʰʝʩʪʦʷʱʝʛʦ 

ʩʝʨʚʝʨʘ, ʩʦʜʝʨʞʘʱʠʝ ʘʜʨʝʩʘ RFC1918 (ʧʨʠʚʘʪʥʳʝ ʘʜʨʝʩʘ). ʇʨʠ 

ʚʢʣʶʯʝʥʠʠ ʦʧʮʠʠ ʙʣʦʢʠʨʫʶʪʩʷ ʦʪʚʝʪʳ DNS, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʘʪʘʢʠ DNS Rebinding. 

- çʈʘʟʨʝʰʠʪʴ localhostè ð ʨʘʟʨʝʰʠʪʴ ʦʪʚʝʪʳ ʚʥʝʰʥʝʡ ʩʝʪʠ ʚ ʜʠʘʧʘʟʦʥʝ 

127.0.0.0/8 ʠ ::1. ʄʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ, ʥʘʧʨʠʤʝʨ, ʜʣʷ RBL-ʩʝʨʚʠʩʦʚ. 

- çɹʝʣʳʡ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚè ð ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥʳ 

ʦʪʚʝʪʳ RFC1918 (ʧʨʠʚʘʪʥʳʝ ʘʜʨʝʩʘ). ʇʨʠ ʚʢʣʶʯʸʥʥʦʡ ʟʘʱʠʪʝ ʦʪ DNS 

Rebinding ʜʣʷ ʫʢʘʟʘʥʥʳʭ ʜʦʤʝʥʦʚ ʦʪʚʝʪʳ ʩ ʧʨʠʚʘʪʥʳʤʠ ʘʜʨʝʩʘʤʠ ʥʝ 

ʙʫʜʫʪ ʦʪʙʨʘʩʳʚʘʪʴʩʷ. ʇʨʠʤʝʨ: çihost.netflix.com». 

https://example.org/10.1.2.3%C2%BB
https://example.org/ipset.ipset6%C2%BB
https://ihost.netflix.com/


 

ʈʠʩʫʥʦʢ 6-29: ʉʪʨʘʥʠʮʘ çDHCP ʠ DNSè. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ. ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ 

DNS. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ DNS 

- çʊʦʣʴʢʦ ʣʦʢʘʣʴʥʳʡ DNSè ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʩʣʫʞʙʫ DNS ʪʦʣʴʢʦ ʜʣʷ 

ʧʦʜʩʝʪʝʡ ʠʥʪʝʨʬʝʡʩʘ, ʠʩʧʦʣʴʟʫʶʱʝʛʦ DNS. 

- çʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ wildcardè ð ʧʨʠʚʷʟʳʚʘʪʴ ʜʠʥʘʤʠʯʝʩʢʠ ʢ 

ʠʥʪʝʨʬʝʡʩʘʤ, ʘ ʥʝ ʧʦ ʰʘʙʣʦʥʫ ʘʜʨʝʩʘ. 

- çʀʥʪʝʨʬʝʡʩ ʜʣʷ ʚʭʦʜʷʱʠʭ ʩʦʝʜʠʥʝʥʠʡè ð ʫʢʘʟʳʚʘʝʪ ʠʥʪʝʨʬʝʡʩʳ, 

ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʧʨʦʩʣʫʰʠʚʘʪʴ ʩʣʫʞʙʘ DNS. 

- çʀʩʢʣʶʯʠʪʴ ʠʥʪʝʨʬʝʡʩʳè ð ʟʘʧʨʝʱʘʝʪ ʧʨʦʩʣʫʰʠʚʘʥʠʝ ʫʢʘʟʘʥʥʳʭ 

ʠʥʪʝʨʬʝʡʩʦʚ. 



 

ʈʠʩʫʥʦʢ 6-30: ʉʪʨʘʥʠʮʘ çDHCP ʠ DNSè. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʥʘʩʪʨʦʡʢʠ DNS. 

6.3.2 ʅʘʩʪʨʦʡʢʠ ʬʘʡʣʦʚ çresolv.confè ʠ çhostsè 

ɺʦ ʚʢʣʘʜʢʝ çʌʘʡʣʳ resolv ʠ hostsè ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè 

ʨʘʩʧʦʣʦʞʝʥʳ ʥʘʩʪʨʦʡʢʠ, ʢʘʩʘʶʱʠʝʩʷ ʬʘʡʣʦʚ çresolv.confè ʠ çhostsè, ʘ ʪʘʢʞʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ DHCP-ʩʝʨʚʝʨʘ. ɺʥʝʰʥʠʡ ʚʠʜ 

ʚʢʣʘʜʢʠ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-31. 

 

ʈʠʩʫʥʦʢ 6-31: ʉʪʨʘʥʠʮʘ çDHCP ʠ DNSè. ʌʘʡʣʳ resolv ʠ hosts 

ʅʘ ʚʢʣʘʜʢʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

- çʀʩʧʦʣʴʟʦʚʘʪʴ /etc/ethersè ð ʫʢʘʟʘʥʠʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ 

ʬʘʡʣ ç/etc/ethersè ʜʣʷ ʥʘʩʪʨʦʡʢʠ DHCP-ʩʝʨʚʝʨʘ. 

- çʌʘʡʣ ʘʨʝʥʜè ð ʧʫʪʴ ʢ ʬʘʡʣʫ, ʛʜʝ ʭʨʘʥʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ 

ʘʨʝʥʜʦʚʘʥʥʳʭ DHCP-ʘʜʨʝʩʘʭ.  



- çʀʛʥʦʨʠʨʦʚʘʪʴ ʬʘʡʣ resolvè ð ʫʢʘʟʘʥʠʝ ʩʣʫʞʙʝ dnsmasq ʠʛʥʦʨʠʨʦʚʘʪʴ 

ʜʘʥʥʳʝ ʬʘʡʣʘ çresolv.confè. 

- çʌʘʡʣ resolvè ð ʧʫʪʴ ʢ ʬʘʡʣʫ çresolv.confè, ʩʦʜʝʨʞʘʱʝʤʫ ʩʧʠʩʦʢ 

ʚʳʰʝʩʪʦʷʱʠʭ DNS-ʩʝʨʚʝʨʦʚ. 

- çʀʛʥʦʨʠʨʦʚʘʪʴ ʩʦʜʝʨʞʠʤʦʝ ʬʘʡʣʘ ç/etc/hostsèè ð ʫʢʘʟʘʥʠʝ ʩʣʫʞʙʝ 

dnsmasq ʠʛʥʦʨʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʬʘʡʣʘ ç/etc/hostsè.  

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʡ hosts ʬʘʡʣè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʬʘʡʣʦʚ çhostsè. 

6.3.3 ʅʘʩʪʨʦʡʢʠ PXE/TFTP 

ɺʦ ʚʢʣʘʜʢʝ çʅʘʩʪʨʦʡʢʠ PXE/TFTPè ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè 

ʨʘʩʧʦʣʦʞʝʥʳ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʩʪʨʦʝʥʥʦʛʦ TFTP-ʩʝʨʚʝʨʘ ʠ PXE-

ʦʧʮʠʡ ʟʘʛʨʫʟʢʠ. ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-32. 

 

ʈʠʩʫʥʦʢ 6-32: ʉʪʨʘʥʠʮʘ çDHCP ʠ DNSè. ʅʘʩʪʨʦʡʢʠ PXE/TFTP 

ɼʣʷ ʘʢʪʠʚʘʮʠʠ TFTP-ʩʝʨʚʝʨʘ ʥʘ ʩʪʨʘʥʠʮʝ ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʛʘʣʦʯʢʘ 

«ɺʢʣʶʯʠʪʴ TFTP-ʩʝʨʚʝʨè. 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʧʝʮʠʘʣʴʥʳʝ PXE ʦʧʮʠʠ ʟʘʛʨʫʟʢʠ ʜʣʷ dnsmasqè 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ PXE-ʦʧʮʠʡ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ 

ʩʪʦʣʙʮʳ: 

- çʀʤʷ ʬʘʡʣʘè ð ʠʤʷ ʬʘʡʣʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʟʘʛʨʫʞʝʥ ʢʣʠʝʥʪʦʤ 

(ʥʘʧʨʠʤʝʨ, ʟʘʛʨʫʟʦʯʥʳʡ ʦʙʨʘʟ); 

- çʀʤʷ ʩʝʨʚʝʨʘè ð ʠʤʷ TFTP-ʩʝʨʚʝʨʘ, ʦʪ ʢʦʪʦʨʦʛʦ ʢʣʠʝʥʪʫ ʩʣʝʜʫʝʪ 

ʟʘʛʨʫʞʘʪʴ ʬʘʡʣ (ʦʧʮʠʦʥʘʣʴʥʦ); 



- çɸʜʨʝʩ ʩʝʨʚʝʨʘè ð IP-ʘʜʨʝʩ TFTP-ʩʝʨʚʝʨʘ (ʤʦʞʝʪ ʦʪʣʠʯʘʪʴʩʷ ʦʪ ʘʜʨʝʩʘ 

ʩʘʤʦʛʦ ʫʩʪʨʦʡʩʪʚʘ); 

- çʆʧʮʠʠ DHCPè ð ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ DHCP-ʦʧʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʳʝ 

ʢʣʠʝʥʪʫ ʚʤʝʩʪʝ ʩ PXE-ʧʘʨʘʤʝʪʨʘʤʠ; 

- «Network-ID» ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʪʠ, ʜʣʷ ʢʦʪʦʨʦʡ ʧʨʠʤʝʥʷʶʪʩʷ ʜʘʥʥʳʝ 

PXE-ʦʧʮʠʠ; 

- çʇʨʠʥʫʜʠʪʝʣʴʥʦ (Force)è ð ʧʨʠʥʫʜʠʪʝʣʴʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʦʧʮʠʡ 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʟʘʧʨʦʩʘ ʢʣʠʝʥʪʘ; 

- çʕʢʟʝʤʧʣʷʨè ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʵʢʟʝʤʧʣʷʨʘ PXE-ʩʝʨʚʝʨʘ (ʧʦʟʚʦʣʷʝʪ 

ʨʘʟʣʠʯʘʪʴ ʥʝʩʢʦʣʴʢʦ ʥʘʙʦʨʦʚ ʦʧʮʠʡ). 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʥʘʩʪʨʦʝʥʥʳʭ PXE-ʦʧʮʠʡ ʚ ʪʘʙʣʠʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: çʕʪʦʤ ʨʘʟʜʝʣ ʥʝ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʭè. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ PXE-ʦʧʮʠʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çɼʦʙʘʚʠʪʴè. 

ʇʨʠ ʝʸ ʥʘʞʘʪʠʠ ʦʪʢʨʳʚʘʝʪʩʷ ʩʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ PXE-

ʦʧʮʠʠ. 

 

ʈʠʩʫʥʦʢ 6-33: ʇʘʨʘʤʝʪʨʳ ʥʦʚʦʡ PXE-ʦʧʮʠʠ 



6.3.4 ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳ dnsmasq ʨʘʩʧʦʣʦʞʝʥʳ ʚʦ ʚʢʣʘʜʢʝ 

çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè.  

ɺʦ ʚʢʣʘʜʢʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

ʃʦʛʠʨʦʚʘʥʠʝ ʠ ʧʦʚʝʜʝʥʠʝ DHCP/DNS 

- çʇʦʜʘʚʠʪʴ ʣʦʛʠʨʦʚʘʥʠʝè ð ʧʦʜʘʚʣʷʝʪ ʣʦʛʠʨʦʚʘʥʠʝ ʩʪʘʥʜʘʨʪʥʦʡ ʨʘʙʦʪʳ 

ʧʨʦʪʦʢʦʣʦʚ DNS ʠ DHCP. 

- çɺʳʜʝʣʷʪʴ IP-ʘʜʨʝʩʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦè ð ʚʳʜʘʚʘʪʴ DHCP-ʢʣʠʝʥʪʘʤ IP-

ʘʜʨʝʩʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʥʘʯʠʥʘʷ ʩ ʤʝʥʴʰʝʛʦ ʜʦʩʪʫʧʥʦʛʦ ʘʜʨʝʩʘ. 

- çʌʠʣʴʪʨʦʚʘʪʴ ʯʘʩʪʥʳʝè ð ʥʝ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʦʙʨʘʪʥʳʝ DNS-ʟʘʧʨʦʩʳ 

ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʩʝʪʝʡ (ʜʠʘʧʘʟʦʥʳ RFC1918). 

- çʌʠʣʴʪʨʦʚʘʪʴ ʙʝʩʧʦʣʝʟʥʳʝè ð ʥʝ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʟʘʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʥʝ 

ʤʦʛʫʪ ʙʳʪʴ ʦʙʨʘʙʦʪʘʥʳ ʧʫʙʣʠʯʥʳʤʠ DNS-ʩʝʨʚʝʨʘʤʠ (ʥʘʧʨʠʤʝʨ, 

ʟʘʧʨʦʩʳ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʜʦʤʝʥʦʚ). 

- çʃʦʢʘʣʠʟʦʚʳʚʘʪʴ ʟʘʧʨʦʩʳè ð ʣʦʢʘʣʠʟʦʚʘʪʴ ʠʤʷ ʭʦʩʪʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʟʘʧʨʘʰʠʚʘʝʤʦʡ ʧʦʜʩʝʪʠ, ʝʩʣʠ ʜʦʩʪʫʧʥʦ ʥʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ. 

- çʈʘʩʰʠʨʷʪʴ ʠʤʝʥʘ ʫʟʣʦʚè ð ʜʦʙʘʚʣʷʪʴ ʣʦʢʘʣʴʥʳʡ ʩʫʬʬʠʢʩ ʜʦʤʝʥʘ ʜʣʷ 

ʠʤʸʥ ʠʟ ʬʘʡʣʘ hosts (ç/etc/hostsè). 

 

 

ʈʠʩʫʥʦʢ 6-34: çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʃʦʛʠʨʦʚʘʥʠʝ ʠ ʧʦʚʝʜʝʥʠʝ 

DHCP/DNS  



ʅʘʩʪʨʦʡʢʠ DNSSEC 

- «DNSSEC» ð ʚʢʣʶʯʘʝʪ ʧʨʦʚʝʨʢʫ DNSSEC. ʊʨʝʙʫʝʪʩʷ ʧʦʜʜʝʨʞʢʘ 

ʚʥʝʰʥʝʡ ʩʝʪʴʶ DNSSEC. 

- «DNSSEC ʧʨʦʚʝʨʢʘ ʙʝʟ ʟʥʘʢʘè ð ʧʨʦʚʝʨʷʪʴ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʣʠ ʦʪʚʝʪʳ 

ʦʪ ʥʝʧʦʜʧʠʩʘʥʥʳʭ ʜʦʤʝʥʦʚ ʧʨʠʭʦʜʷʪ ʦʪ ʥʝʧʦʜʧʠʩʘʥʥʳʭ ʜʦʤʝʥʦʚ. 

 

ʈʠʩʫʥʦʢ 6-35: çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʅʘʩʪʨʦʡʢʠ DNSSEC 

ʂʵʰʠʨʦʚʘʥʠʝ 

- çʆʪʢʣʶʯʠʪʴ ʢʵʰ ʦʪʨʠʮʘʪʝʣʴʥʳʭ ʦʪʚʝʪʦʚè ð ʥʝ ʢʵʰʠʨʦʚʘʪʴ 

ʦʪʨʠʮʘʪʝʣʴʥʳʝ ʦʪʚʝʪʳ (ʥʘʧʨʠʤʝʨ, ʜʣʷ ʥʝʩʫʱʝʩʪʚʫʶʱʠʭ ʜʦʤʝʥʦʚ). 

- çʈʘʟʤʝʨ ʢʵʰʘ DNS ʟʘʧʨʦʩʘè ð ʢʦʣʠʯʝʩʪʚʦ ʢʵʰʠʨʦʚʘʥʥʳʭ DNS-ʟʘʧʠʩʝʡ. 

ʄʘʢʩʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ð 10000. ʇʨʠ ʫʢʘʟʘʥʠʠ ʟʥʘʯʝʥʠʷ ç0è 

ʢʵʰʠʨʦʚʘʥʠʝ DNS-ʟʘʧʨʦʩʦʚ ʙʫʜʝʪ ʦʪʢʣʶʯʝʥʦ. 

 

 

ʈʠʩʫʥʦʢ 6-36: çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʂʝʰʠʨʦʚʘʥʠʝ 

ʌʘʡʣʳ ʢʦʥʬʠʛʫʨʘʮʠʠ 

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʬʘʡʣ ʩʝʨʚʝʨʦʚè ð ʧʫʪʴ ʢ ʬʘʡʣʫ ʩʦ ʩʧʠʩʢʦʤ 

ʚʳʰʝʩʪʦʷʱʠʭ DNS-ʩʝʨʚʝʨʦʚ, ʦʧʮʠʦʥʘʣʴʥʦ ʩʧʝʮʠʬʠʯʥʳʭ ʜʣʷ ʜʦʤʝʥʘ.  

 

ʈʠʩʫʥʦʢ 6-37: çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʌʘʡʣʳ ʢʦʥʬʠʛʫʨʘʮʠʠ 

 

 



ʇʦʨʷʜʦʢ ʦʧʨʦʩʘ DNS-ʩʝʨʚʝʨʦʚ 

- çʉʪʨʦʛʠʡ ʧʦʨʷʜʦʢè ð DNS-ʩʝʨʚʝʨʳ ʙʫʜʫʪ ʦʧʨʘʰʠʚʘʪʴʩʷ ʩʪʨʦʛʦ ʚ 

ʧʦʨʷʜʢʝ, ʦʧʨʝʜʝʣʸʥʥʦʤ ʚ ʬʘʡʣʝ resolv.conf. 

- çɺʩʝ ʩʝʨʚʝʨʳè ð ʦʧʨʘʰʠʚʘʪʴ ʚʩʝ ʠʤʝʶʱʠʝʩʷ ʚʥʝʰʥʠʝ DNS-ʩʝʨʚʝʨʳ.  

 

ʈʠʩʫʥʦʢ 6-38: çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʇʦʨʷʜʦʢ ʦʧʨʦʩʘ DNS-

ʩʝʨʚʝʨʦʚ 

ʆʙʨʘʙʦʪʢʘ NX-ʜʦʤʝʥʦʚ 

çʇʝʨʝʦʧʨʝʜʝʣʝʥʠʝ ʧʦʜʜʝʣʴʥʦʛʦ NX-ʜʦʤʝʥʘè ð ʩʧʠʩʦʢ IP-ʘʜʨʝʩʦʚ, 

ʧʦʩʪʘʚʣʷʶʱʠʭ ʧʦʜʜʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʜʦʤʝʥʘ NX (ʥʝʩʫʱʝʩʪʚʫʶʱʠʡ ʜʦʤʝʥ).  

 

ʈʠʩʫʥʦʢ 6-39: çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʆʙʨʘʙʦʪʢʘ NX-ʜʦʤʝʥʦʚ 

ʇʦʨʪʳ 

«DNS ʧʦʨʪ ʩʝʨʚʝʨʘè ð ʥʦʤʝʨ ʧʦʨʪʘ ʜʣʷ ʚʭʦʜʷʱʠʭ DNS-ʟʘʧʨʦʩʦʚ. 

«DNS ʧʦʨʪ ʟʘʧʨʦʩʘè ð ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʨʪ ʜʣʷ ʠʩʭʦʜʷʱʠʭ DNS-

ʟʘʧʨʦʩʦʚ. 

 

ʈʠʩʫʥʦʢ 6-40 çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʇʦʨʪʳ 

ʆʛʨʘʥʠʯʝʥʠʷ 

çʄʘʢʩ. ʢʦʣ-ʚʦ ʘʨʝʥʜ DHCP ʘʨʝʥʜʳè ð ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʘʢʪʠʚʥʳʭ ʘʨʝʥʜʦʚʘʥʥʳʭ DHCP-ʘʜʨʝʩʦʚ.  



çʄʘʢʩ. EDNS0 ʨʘʟʤʝʨ ʧʘʢʝʪʘè ð ʤʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

UDP-ʧʘʢʝʪʦʚ EDNS0. 

çʄʘʢʩ. ʢʦʣ-ʚʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʟʘʧʨʦʩʦʚè ð ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ DNS-ʟʘʧʨʦʩʦʚ. 

 

ʈʠʩʫʥʦʢ 6-41 çDHCP ʠ DNSè. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʆʛʨʘʥʠʯʝʥʠʷ 

6.3.5 ʇʦʩʪʦʷʥʥʳʝ ʘʨʝʥʜʳ 

ʇʦʩʪʦʷʥʥʘʷ ʘʨʝʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʬʠʢʩʠʨʦʚʘʥʥʳʭ IP-

ʘʜʨʝʩʦʚ ʠ ʠʤʸʥ DHCP-ʢʣʠʝʥʪʘʤ. ʇʦʩʪʦʷʥʥʘʷ ʘʨʝʥʜʘ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ 

ʩʪʘʪʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʚ ʢʦʪʦʨʳʭ ʦʙʩʣʫʞʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʢʣʠʝʥʪʳ ʩ 

ʧʨʠʩʚʦʝʥʥʳʤʠ ʘʜʨʝʩʘʤʠ. 

ʋʧʨʘʚʣʝʥʠʝ ʧʦʩʪʦʷʥʥʳʤʠ ʘʨʝʥʜʘʤʠ ʨʘʟʤʝʱʝʥʦ ʚ ʧʦʜʨʘʟʜʝʣʝ 

çʇʦʩʪʦʷʥʥʳʝ ʘʨʝʥʜʳè ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè. ɺʥʝʰʥʠʡ ʚʠʜ ʧʦʜʨʘʟʜʝʣʝ 

çʇʦʩʪʦʷʥʥʳʝ ʘʨʝʥʜʳè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-42. 

 

ʈʠʩʫʥʦʢ 6-42: ʅʘʩʪʨʦʡʢʘ ʧʦʩʪʦʷʥʥʳʭ ʘʨʝʥʜ DHCP-ʩʝʨʚʝʨʘ 



ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʡ ʧʦʩʪʦʷʥʥʦʡ ʘʨʝʥʜʳ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘʞʘʪʠʝʤ ʢʥʦʧʢʠ 

çɼʦʙʘʚʠʪʴè ʩ ʧʦʩʣʝʜʫʶʱʠʤ ʫʢʘʟʘʥʠʝʤ ʧʘʨʘʤʝʪʨʦʚ ʧʦʩʪʦʷʥʥʦʡ ʘʨʝʥʜʳ ʚ 

ʜʦʙʘʚʣʝʥʥʦʡ ʩʪʨʦʢʝ ʪʘʙʣʠʮʳ (ʩʤ. ʨʠʩʫʥʦʢ 6-43). 

 

ʈʠʩʫʥʦʢ 6-43: ɼʦʙʘʚʣʝʥʠʝ ʟʘʧʠʩʠ ʧʦʩʪʦʷʥʥʦʡ ʘʨʝʥʜʳ DHCP-ʩʝʨʚʝʨʘ 

ʋʜʘʣʠʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʧʦʩʪʦʷʥʥʫʶ ʘʨʝʥʜʫ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ 

çʋʜʘʣʠʪʴè, ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʟʘʧʠʩʠ. 

6.3.6 ʀʤʝʥʘ ʫʩʪʨʦʡʩʪʚ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʀʤʝʥʘ ʫʩʪʨʦʡʩʪʚè ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè 

ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ ʩʪʘʪʠʯʝʩʢʠʭ ʧʨʠʚʷʟʦʢ ʜʦʤʝʥʥʳʭ ʠʤʸʥ ʢ IP-ʘʜʨʝʩʘʤ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʧʦʜʨʘʟʜʝʣʘ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-44. 

 

ʈʠʩʫʥʦʢ 6-44: DHCP ʠ DNS. ʀʤʝʥʘ ʫʩʪʨʦʡʩʪʚ 

 



ɺ ʧʦʜʨʘʟʜʝʣʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ ʧʨʠʚʷʟʦʢ ʠʤʸʥ ʢ IP-

ʘʜʨʝʩʘʤ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʀʤʷè ð ʜʦʤʝʥʥʦʝ ʠʤʷ (FQDN ʠʣʠ ʢʦʨʦʪʢʦʝ ʠʤʷ), ʢʦʪʦʨʦʝ ʙʫʜʝʪ 

ʧʨʠʚʷʟʘʥʦ ʢ ʫʢʘʟʘʥʥʦʤʫ IP-ʘʜʨʝʩʫ; 

- «IP-ʘʜʨʝʩè ð IP-ʘʜʨʝʩ (IPv4 ʠʣʠ IPv6), ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʫʢʘʟʘʥʥʦʤʫ 

ʠʤʝʥʠ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ ʧʨʠʚʷʟʢʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çɼʦʙʘʚʠʪʴè. ʇʨʠ 

ʝʸ ʥʘʞʘʪʠʠ ʚ ʪʘʙʣʠʮʝ ʧʦʷʚʣʷʝʪʩʷ ʥʦʚʘʷ ʩʪʨʦʢʘ ʜʣʷ ʚʚʦʜʘ ʠʤʝʥʠ ʠ IP-ʘʜʨʝʩʘ. 

 

ʈʠʩʫʥʦʢ 6-45: DHCP ʠ DNS. ʀʤʝʥʘ ʫʩʪʨʦʡʩʪʚ. ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 

6.3.7 ʉʧʠʩʢʠ IP 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʉʧʠʩʢʠ IPè ʩʪʨʘʥʠʮʳ çDHCP ʠ DNSè ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʥʘʩʪʨʦʡʢʘ ʩʪʘʪʠʯʝʩʢʠʭ ʧʨʠʚʷʟʦʢ ʜʦʤʝʥʥʳʭ ʠʤʸʥ ʢ ʥʘʙʦʨʘʤ IP-ʘʜʨʝʩʦʚ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʧʦʜʨʘʟʜʝʣʘ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-46. 

 

ʈʠʩʫʥʦʢ 6-46: DHCP ʠ DNS. ʉʧʠʩʢʠ IP 

ɺ ʧʦʜʨʘʟʜʝʣʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ ʧʨʠʚʷʟʦʢ ʜʦʤʝʥʦʚ ʢ 

ʥʘʙʦʨʘʤ IP-ʘʜʨʝʩʦʚ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 



 

- çʉʧʠʩʦʢ IPè ð ʠʤʷ ʥʘʙʦʨʘ IP-ʘʜʨʝʩʦʚ (ipset), ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʟʘʧʦʣʥʝʥ 

IP-ʘʜʨʝʩʘʤʠ ʫʢʘʟʘʥʥʳʭ ʜʦʤʝʥʦʚ; 

- çɼʦʤʝʥè ð ʜʦʤʝʥʥʦʝ ʠʤʷ, IP-ʘʜʨʝʩʘ ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʚ 

ʫʢʘʟʘʥʥʳʡ ʥʘʙʦʨ. 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʥʘʩʪʨʦʝʥʥʳʭ ʧʨʠʚʷʟʦʢ ʚ ʪʘʙʣʠʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: çʕʪʦʪ ʨʘʟʜʝʣ ʥʝ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʭè. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ ʧʨʠʚʷʟʢʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çɼʦʙʘʚʠʪʴè. ʇʨʠ 

ʝʸ ʥʘʞʘʪʠʠ ʚ ʪʘʙʣʠʮʝ ʧʦʷʚʣʷʝʪʩʷ ʥʦʚʘʷ ʩʪʨʦʢʘ ʜʣʷ ʚʚʦʜʘ ʠʤʝʥʠ ʥʘʙʦʨʘ IP-

ʘʜʨʝʩʦʚ ʠ ʜʦʤʝʥʘ. 

 

ʈʠʩʫʥʦʢ 6-47: DHCP ʠ DNS. ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʩʧʠʩʢʘ IP 

6.4 ɼʠʘʛʥʦʩʪʠʢʘ 

ʅʘ ʩʪʨʘʥʠʮʝ çɼʠʘʛʥʦʩʪʠʢʘè ʨʘʟʜʝʣʘ çʉʝʪʴè ʨʝʘʣʠʟʦʚʘʥ ʠʥʪʝʨʬʝʡʩ ʢ 

ʥʝʢʦʪʦʨʳʤ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʤ ʩʝʪʝʚʳʤ ʫʪʠʣʠʪʘʤ: 

- çʇʠʥʛ-ʟʘʧʨʦʩ 

- çʊʨʘʩʩʠʨʦʚʢʘè 

- «DNS-ʟʘʧʨʦʩè 

- ɺʥʝʰʥʠʡ IP-ʘʜʨʝʩ 

- ARP ʩʢʘʥʠʨʦʚʘʥʠʝ 

6.4.1 ʇʠʥʛ-ʟʘʧʨʦʩ 

ɺʳʧʦʣʥʝʥʠʝ ʜʠʘʛʥʦʩʪʠʢʠ ʧʠʥʛ-ʟʘʧʨʦʩʘ ʜʣʷ IPv4-ʘʜʨʝʩʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʚʳʧʦʣʥʝʥʠʶ ʢʦʤʘʥʜʳ: 

ping -c 5 -W 1 <ʘʜʨʝʩ> 

ʠʣʠ ʜʣʷ IPv6-ʘʜʨʝʩʘ: 



ping6 -c 5 <ʘʜʨʝʩ> 

ʈʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʠʷ ʧʠʥʛ-ʟʘʧʨʦʩʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʪʝʢʩʪʦʚʦʤ ʚʠʜʝ ʧʦʜ 

ʬʦʨʤʦʡ ʚʚʦʜʘ. ʅʠʞʝ ʧʨʠʚʝʜʸʥ ʧʨʠʤʝʨ ʚʳʚʦʜʘ ʫʩʧʝʰʥʦʛʦ ʧʠʥʛ-ʟʘʧʨʦʩʘ ʜʣʷ 

ʘʜʨʝʩʘ ya.ru: 

PING ya.ru (87.250.250.242): 56 data bytes 

64 bytes from 87.250.250.242: seq=0 ttl=48 time=16.959 ms 

64 bytes from 87.250.250.242: seq=1 ttl=48 time=17.029 ms 

64 bytes from 87.250.250.242: seq=2 ttl=48 time=17.197 ms 

64 bytes from 87.250.250.242: seq=3 ttl=48 time=17.338 ms 

64 bytes from 87.250.250.242: seq=4 ttl=48 time=16.608 ms 

--- ya.ru ping statistics --- 

5 packets transmitted, 5 packets received, 0% packet loss 

round-trip min/avg/max = 16.608/17.026/17.338 ms 

6.4.2 ʊʨʘʩʩʠʨʦʚʢʘ 

ɺʳʧʦʣʥʝʥʠʝ ʪʨʘʩʩʠʨʦʚʢʠ ʜʣʷ IPv4-ʘʜʨʝʩʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʚʳʧʦʣʥʝʥʠʶ 

ʢʦʤʘʥʜʳ: 

traceroute -q 1 -w 1 -n <ʘʜʨʝʩ> 

ʠʣʠ ʜʣʷ IPv6-ʘʜʨʝʩʘ: 

traceroute6 -q 1 -w 2 -n <ʘʜʨʝʩ> 

ʈʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʠʷ ʧʠʥʛ-ʟʘʧʨʦʩʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʪʝʢʩʪʦʚʦʤ ʚʠʜʝ ʧʦʜ 

ʬʦʨʤʦʡ ʚʚʦʜʘ. ʅʠʞʝ ʧʨʠʚʝʜʸʥ ʧʨʠʤʝʨ ʚʳʚʦʜʘ ʫʩʧʝʰʥʦʡ ʪʨʘʩʩʠʨʦʚʢʠ ʜʣʷ 

ʘʜʨʝʩʘ ya.ru: 

traceroute to ya.ru (87.250.250.242), 30 hops max, 38 byte packets 

1 192.168.0.1 0.598 ms 

2 10.82.190.5 2.009 ms 

3 212.232.64.221 2.274 ms 

4 212.232.64.209 0.857 ms 

5 212.232.64.85 0.980 ms 

6 212.232.67.218 1.172 ms 

7 188.65.69.56 0.823 ms 



8 188.65.69.65 1.152 ms 

9 46.19.184.17 1.225 ms 

10 46.19.184.5 1.090 ms 

11 194.226.100.90 1.319 ms 

12 * 

13 87.250.250.242 17.069 ms 

6.4.3 DNS-ʟʘʧʨʦʩ 

ɺʳʧʦʣʥʝʥʠʝ DNS-ʟʘʧʨʦʩʘ ʘʜʨʝʩʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʚʳʧʦʣʥʝʥʠʶ ʢʦʤʘʥʜʳ: 

nslookup <ʘʜʨʝʩ> 

ʈʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʠʷ ʧʠʥʛ-ʟʘʧʨʦʩʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʪʝʢʩʪʦʚʦʤ ʚʠʜʝ ʧʦʜ 

ʬʦʨʤʦʡ ʚʚʦʜʘ. ʅʠʞʝ ʧʨʠʚʝʜʸʥ ʧʨʠʤʝʨ ʚʳʚʦʜʘ ʫʩʧʝʰʥʦʛʦ DNS-ʟʘʧʨʦʩʘ ʜʣʷ 

ʘʜʨʝʩʘ ya.ru: 

Server: 127.0.0.1 

Address: 127.0.0.1#53 

Name: ya.ru 

Address 1: 87.250.250.242 

Address 2: 2a02:6b8::2:242 

6.4.4 ɺʥʝʰʥʠʡ IP-ʘʜʨʝʩ 

çʆʧʨʝʜʝʣʠʪʴ ʚʥʝʰʥʠʡ IP-ʘʜʨʝʩè ð ʢʥʦʧʢʘ, ʧʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʦʪʦʨʫʶ 

ʚʳʧʦʣʥʷʝʪʩʷ ʟʘʧʨʦʩ ʢ ʚʥʝʰʥʝʤʫ ʩʝʨʚʝʨʫ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʧʫʙʣʠʯʥʦʛʦ IP-

ʘʜʨʝʩʘ. ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʧʨʦʩʘ ʘʜʨʝʩ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ 

ʧʦʣʝ. 

6.4.5 ARP-ʩʢʘʥʠʨʦʚʘʥʠʝ 

ʇʦʜʨʘʟʜʝʣ çARP ʩʢʘʥʠʨʦʚʘʥʠʝè ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʠʪʴ ʩʢʘʥʠʨʦʚʘʥʠʝ 

ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʩʪʨʦʡʩʪʚ ʧʦ ʧʨʦʪʦʢʦʣʫ ARP. 

 

  



6.5 ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ 

ʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ (ʙʨʘʥʜʤʘʫʵʨʘ) ʨʘʩʧʦʣʦʞʝʥʳ ʥʘ ʩʪʨʘʥʠʮʝ 

çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè ʨʘʟʜʝʣʘ çʉʝʪʴè ʠ ʨʘʟʜʝʣʝʥʳ ʥʘ ʚʢʣʘʜʢʠ: 

- çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè ð ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠ 

ʥʘʩʪʨʦʡʢʘ ʟʦʥ 

- çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚè ð ʥʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ 

ʧʦʨʪʦʚ 

- çʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘè ð ʥʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʜʣʷ 

ʚʭʦʜʷʱʝʛʦ, ʠʩʭʦʜʷʱʝʛʦ ʠ ʧʝʨʝʥʘʧʨʘʚʣʷʝʤʦʛʦ ʪʨʘʬʠʢʘ 

- çʇʨʘʚʠʣʘ NATè ð ʥʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʪʨʘʥʩʣʷʮʠʠ ʩʝʪʝʚʳʭ ʘʜʨʝʩʦʚ 

(NAT) 

- çʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘè ð ʥʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʘʚʠʣ 

ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

6.5.1 ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè ʩ ʦʪʢʨʳʪʦʡ ʚʢʣʘʜʢʦʡ 

çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-48. 

 

ʈʠʩʫʥʦʢ 6-48: ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ ʩʦʜʝʨʞʘʪʩʷ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ 

ʵʢʨʘʥʘ: 

- çɺʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʦʪ SYN-flood ʘʪʘʢè ð ʫʧʨʘʚʣʝʥʠʝ ʬʫʥʢʮʠʝʡ ʟʘʱʠʪʳ 

ʦʪ SYN-flood ʘʪʘʢ. 

- çʆʪʙʨʘʩʳʚʘʪʴ ʥʝʢʦʨʨʝʢʪʥʳʝ ʧʘʢʝʪʳè ð ʫʧʨʘʚʣʝʥʠʝ ʬʫʥʢʮʠʝʡ 

ʦʪʙʨʘʩʳʚʘʥʠʷ ʥʝʢʦʨʨʝʢʪʥʳʭ ʚʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ. 



- çɺʭʦʜʷʱʠʡ ʪʨʘʬʠʢè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ (ʧʨʠʥʠʤʘʪʴ, ʦʪʚʝʨʛʘʪʴ ʠʣʠ ʥʝ ʦʙʨʘʙʘʪʳʚʘʪʴ). 

- çʀʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ (ʧʨʠʥʠʤʘʪʴ, ʦʪʚʝʨʛʘʪʴ ʠʣʠ ʥʝ ʦʙʨʘʙʘʪʳʚʘʪʴ). 

- çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʧʝʨʝʥʘʧʨʘʚʣʷʝʤʦʛʦ ʪʨʘʬʠʢʘ (ʧʨʠʥʠʤʘʪʴ, ʦʪʚʝʨʛʘʪʴ ʠʣʠ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ). 

6.5.2 ʅʘʩʪʨʦʡʢʘ ʟʦʥ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çɿʦʥʳè (ʚʢʣʘʜʢʘ çʆʙʱʠʝ ʧʘʨʘʤʝʪʨʳè ʩʪʨʘʥʠʮʳ 

çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè) ʧʝʨʝʯʠʩʣʝʥʳ ʩʫʱʝʩʪʚʫʶʱʠʝ ʟʦʥʳ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʩ ʠʭ 

ʦʩʥʦʚʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʚ ʩʪʦʣʙʮʘʭ (ʩʤ. ʨʠʩʫʥʦʢ 6-49). 

 

ʈʠʩʫʥʦʢ 6-49: ʅʘʩʪʨʦʡʢʘ ʟʦʥ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. ʊʘʙʣʠʮʘ ʟʦʥ 

ʂ ʦʩʥʦʚʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʟʦʥʳ ʦʪʥʦʩʷʪʩʷ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ (ʩʪʦʣʙʮʳ 

ʪʘʙʣʠʮʳ): 

- çɺʭʦʜʷʱʠʡ ʪʨʘʬʠʢè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʟʦʥʳ (ʧʨʠʥʠʤʘʪʴ, ʦʪʢʣʦʥʷʪʴ ʠʣʠ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ). 

- çʀʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʟʦʥʳ (ʧʨʠʥʠʤʘʪʴ, ʦʪʢʣʦʥʷʪʴ ʠʣʠ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ). 



- çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʧʝʨʝʥʘʧʨʘʚʣʷʝʤʦʛʦ ʪʨʘʬʠʢʘ ʟʦʥʳ (ʧʨʠʥʠʤʘʪʴ, ʦʪʢʣʦʥʷʪʴ ʠʣʠ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ). 

- çʄʘʩʢʘʨʘʜʠʥʛ» ð ʚʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ ʪʨʘʥʩʣʷʮʠʶ IP-ʘʜʨʝʩʦʚ ʜʣʷ 

ʫʢʘʟʘʥʥʦʡ ʟʦʥʳ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ, ʚ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʟʦʥ: 

- çɿʦʥʘ => ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʷè ð ʟʦʥʘ ʠʩʪʦʯʥʠʢ ʠ ʟʦʥʳ ʥʘʟʥʘʯʝʥʠʷ, ʚ 

ʢʦʪʦʨʳʝ ʨʘʟʨʝʰʝʥʦ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ (ʩʤ. ʨʘʟʜʝʣ 7.5.2.1). 

6.5.2.1 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʟʦʥ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʟʦʥʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

ʦʪʢʨʳʚʘʝʪʩʷ ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʀʟʤʝʥʠʪʴè ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ 

ʟʦʥʳ. ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʥʝʩʢʦʣʴʢʦ ʚʢʣʘʜʦʢ: çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè, 

çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè, çʆʪʩʣʝʞʠʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ (conntrack)è ʠ 

çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ iptablesè. ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʧʦʢʘʟʘʥ ʥʘ 

ʨʠʩʫʥʢʘʭ 7-32 ð 7-35. 

6.5.2.1.1 ɺʢʣʘʜʢʘ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 6-50) ʧʨʝʜʩʪʘʚʣʝʥʳ 

ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʟʦʥʳ: 

- çʅʘʟʚʘʥʠʝè ð ʫʥʠʢʘʣʴʥʦʝ ʩʠʤʚʦʣʴʥʦʝ ʠʤʷ ʟʦʥʳ (ʥʘʧʨʠʤʝʨ, çlanè); 

- çɺʭʦʜʷʱʠʡ ʪʨʘʬʠʢè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʟʦʥʳ (ʧʨʠʥʠʤʘʪʴ, ʦʪʢʣʦʥʷʪʴ ʠʣʠ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ); 

- çʀʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʟʦʥʳ (ʧʨʠʥʠʤʘʪʴ, ʦʪʢʣʦʥʷʪʴ ʠʣʠ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ); 

- çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝè ð ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʠʪʠʢʫ çʧʦ ʫʤʦʣʯʘʥʠʶè ʜʣʷ 

ʚʩʝʛʦ ʧʝʨʝʥʘʧʨʘʚʣʷʝʤʦʛʦ ʪʨʘʬʠʢʘ ʟʦʥʳ (ʧʨʠʥʠʤʘʪʴ, ʦʪʢʣʦʥʷʪʴ ʠʣʠ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʪʴ); 



- çʄʘʩʢʘʨʘʜʠʥʛè ð ʚʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ ʪʨʘʥʩʣʷʮʠʶ IP-ʘʜʨʝʩʦʚ 

(NAT) ʜʣʷ ʫʢʘʟʘʥʥʦʡ ʟʦʥʳ; 

- çʆʛʨʘʥʠʯʝʥʠʝ MSSè ð ʚʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ MSS 

(Maximum Segment Size) ʧʨʠ ʧʝʨʝʜʘʯʝ ʜʣʷ ʜʘʥʥʦʡ ʟʦʥʳ; 

- çʆʭʚʘʪʳʚʘʝʤʳʝ ʩʝʪʠè ð ʚʳʙʦʨ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʚʭʦʜʷʱʠʭ ʚ 

ʫʢʘʟʘʥʥʫʶ ʟʦʥʫ. 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʤʝʞʜʫ ʟʦʥʘʤʠè ʥʘʩʪʨʘʠʚʘʶʪʩʷ 

ʧʦʣʠʪʠʢʠ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʨʝʜʘʢʪʠʨʫʝʤʦʡ ʟʦʥʦʡ ʠ ʜʨʫʛʠʤʠ 

ʟʦʥʘʤʠ: 

- ʈʘʟʨʝʰʠʪʴ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʚ 'ʟʦʥʳ ʥʘʟʥʘʯʝʥʠʷ'è ð ʨʘʟʨʝʰʘʝʪ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ ʠʟ ʨʝʜʘʢʪʠʨʫʝʤʦʡ ʟʦʥʳ ʚ ʟʦʥʳ-ʥʘʟʥʘʯʝʥʠʷ; 

- çʈʘʟʨʝʰʠʪʴ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʠʟ 'ʟʦʥ ʠʩʪʦʯʥʠʢʦʚ'è ð ʨʘʟʨʝʰʘʝʪ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ ʠʟ ʚʳʙʨʘʥʥʳʭ ʟʦʥ-ʠʩʪʦʯʥʠʢʦʚ ʚ 

ʨʝʜʘʢʪʠʨʫʝʤʫʶ ʟʦʥʫ. 

ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʷʚʣʷʝʪʩʷ ʦʜʥʦʥʘʧʨʘʚʣʝʥʥʳʤ. ʅʘʧʨʠʤʝʨ, 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʠʟ ʟʦʥʳ çlanè ʚ ʟʦʥʫ çwanè ʥʝ ʜʦʧʫʩʢʘʝʪ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ 

ʪʨʘʬʠʢʘ ʠʟ çwanè ʚ çlanè. 

 

ʈʠʩʫʥʦʢ 6-50: ʅʘʩʪʨʦʡʢʘ ʟʦʥ. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 



6.5.2.1.2 ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè 

ʅʘ ʚʢʣʘʜʢʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè (ʩʤ. ʨʠʩʫʥʦʢ 6-51) ʜʦʩʪʫʧʥʳ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çʆʭʚʘʪʳʚʘʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘè ð ʧʦʟʚʦʣʷʝʪ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʪʨʘʬʠʢ 

ʟʦʥʳ ʧʦ ʩʝʪʝʚʳʤ ʫʩʪʨʦʡʩʪʚʘʤ, ʫʧʨʘʚʣʷʝʤʳʤ ʥʝ ʯʝʨʝʟ netifd. 

- çʆʭʚʘʪʳʚʘʝʤʳʝ ʧʦʜʩʝʪʠè ð ʧʦʟʚʦʣʷʝʪ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʪʨʘʬʠʢ ʟʦʥʳ 

ʧʦ ʠʩʪʦʯʥʠʢʫ ʠʣʠ ʧʦʜʩʝʪʠ ʥʘʟʥʘʯʝʥʠʷ ʚʤʝʩʪʦ ʩʝʪʠ ʠʣʠ ʫʩʪʨʦʡʩʪʚ. 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʪʦʢʦʣè ð ʚʳʙʦʨ ʚʝʨʩʠʠ ʠʩʧʦʣʴʟʫʝʤʦʛʦ IP-ʧʨʦʪʦʢʦʣʘ 

ʚ ʫʢʘʟʘʥʥʦʡ ʟʦʥʝ. 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʘʨʘʜʠʥʛ ʪʦʣʴʢʦ ʜʣʷ ʫʢʘʟʘʥʥʳʭ ʧʦʜʩʝʪʝʡ-

ʦʪʧʨʘʚʠʪʝʣʝʡè ð ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʨʘʥʩʣʷʮʠʠ 

ʘʜʨʝʩʦʚ (ʤʘʩʢʘʨʘʜʠʥʛʘ) ʪʦʣʴʢʦ ʜʣʷ ʫʢʘʟʘʥʥʳʭ ʧʦʜʩʝʪʝʡ-ʦʪʧʨʘʚʠʪʝʣʝʡ. 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʘʨʘʜʠʥʛ ʪʦʣʴʢʦ ʜʣʷ ʫʢʘʟʘʥʥʳʭ ʧʦʜʩʝʪʝʡ-

ʧʦʣʫʯʘʪʝʣʝʡè ð ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʨʘʥʩʣʷʮʠʠ 

ʘʜʨʝʩʦʚ (ʤʘʩʢʘʨʘʜʠʥʛʘ) ʪʦʣʴʢʦ ʜʣʷ ʫʢʘʟʘʥʥʳʭ ʧʦʜʩʝʪʝʡ-ʧʦʣʫʯʘʪʝʣʝʡ. 

- çɺʢʣʶʯʠʪʴ ʞʫʨʥʘʣʠʨʦʚʘʥʠʝ ʚ ʵʪʦʡ ʟʦʥʝè ð ʚʢʣʶʯʘʝʪ ʠʣʠ ʦʪʢʣʶʯʘʝʪ 

ʟʘʧʠʩʴ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʜʣʷ ʜʘʥʥʦʡ ʟʦʥʳ ʚ 

ʩʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ. 

 

ʈʠʩʫʥʦʢ 6-51: ʅʘʩʪʨʦʡʢʘ ʟʦʥ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 



6.5.2.1.3 ɺʢʣʘʜʢʘ çʆʪʩʣʝʞʠʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ (conntrack)è 

ʅʘ ʚʢʣʘʜʢʝ çʆʪʩʣʝʞʠʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ (conntrack)è (ʩʤ. ʨʠʩʫʥʦʢ 6-52) 

ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

- çʈʘʟʨʝʰʠʪʴ çʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʡè ʪʨʘʬʠʢè ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ 

ʦʧʮʠʠ ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʨʘʚʠʣʘ ʜʣʷ ʦʪʢʣʦʥʝʥʠʷ 

ʧʝʨʝʥʘʧʨʘʚʣʷʝʤʦʛʦ ʪʨʘʬʠʢʘ ʩ ʩʦʩʪʦʷʥʠʝʤ çinvalidè (ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʡ). 

- çɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʥʘʟʥʘʯʝʥʠʝ ʧʦʤʦʱʥʠʢʦʚè ð ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ 

ʥʘʟʥʘʯʝʥʠʝ ʧʦʤʦʱʥʠʢʦʚ ʦʪʩʣʝʞʠʚʘʥʠʷ ʩʦʝʜʠʥʝʥʠʡ (conntrack helpers) 

ʥʘ ʦʩʥʦʚʝ ʧʨʦʪʦʢʦʣʘ ʠ ʧʦʨʪʘ ʪʨʘʬʠʢʘ. 

 

ʈʠʩʫʥʦʢ 6-52: ʅʘʩʪʨʦʡʢʘ ʟʦʥ. çʆʪʩʣʝʞʠʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ (conntrack)è 

6.5.2.1.4 ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ iptablesè 

ʅʘ ʚʢʣʘʜʢʝ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ iptablesè (ʩʤ. ʨʠʩʫʥʦʢ 6-53) 

ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ ʜʣʷ ʢʦʤʘʥʜ iptables. ɼʘʥʥʳʝ ʦʧʮʠʠ 

ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩ ʦʩʦʙʦʡ ʦʩʪʦʨʦʞʥʦʩʪʴʶ, ʪʘʢ ʢʘʢ ʥʝʚʝʨʥʳʝ ʟʥʘʯʝʥʠʷ 

ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʥʘʨʫʰʝʥʠʶ ʨʘʙʦʪʳ ʧʨʘʚʠʣ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ, ʧʦʣʥʦʩʪʴʶ 

ʦʪʢʨʳʚʘʷ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʩʣʫʞʙʘʤ ʩʠʩʪʝʤʳ. 

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ ʜʣʷ ʠʩʪʦʯʥʠʢʘè ð ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʘʨʛʫʤʝʥʪʳ iptables ʜʣʷ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʪʨʘʬʠʢʘ ʟʦʥʳ ʠʩʪʦʯʥʠʢʘ.  

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷè ð ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʘʨʛʫʤʝʥʪʳ iptables ʜʣʷ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʪʨʘʬʠʢʘ ʟʦʥʳ ʥʘʟʥʘʯʝʥʠʷ.  



 

ʈʠʩʫʥʦʢ 6-53: ʅʘʩʪʨʦʡʢʘ ʟʦʥ. çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ iptablesè 

6.5.2.2 ɼʦʙʘʚʣʝʥʠʝ ʟʦʥ 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ ʟʦʥʳ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çɼʦʙʘʚʠʪʴè, 

ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʩʥʠʟʫ ʪʘʙʣʠʮʳ ʟʦʥ. ʇʨʠ ʵʪʦʤ ʦʪʢʨʳʚʘʝʪʩʷ ʪʘʢʘʷ ʞʝ ʩʪʨʘʥʠʮʘ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʟʦʥʳ, ʢʘʢ ʠ ʧʨʠ ʠʟʤʝʥʝʥʠʠ ʩʫʱʝʩʪʚʫʶʱʝʡ ʟʦʥʳ 

(ʩʤ. ʨʘʟʜʝʣ 5.5.2.1). 

6.5.2.3 ʋʜʘʣʝʥʠʝ ʟʦʥ 

ʋʜʘʣʝʥʠʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ʟʦʥʳ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ 

çʋʜʘʣʠʪʴè, ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʟʦʥʳ. 

6.5.3 ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ 

ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ ð ʵʪʦ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʦʧʨʝʜʝʣʸʥʥʦʛʦ ʧʦʨʪʘ ʥʘ 

ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʫʩʪʨʦʡʩʪʚʘ ʩ ʦʧʨʝʜʝʣʸʥʥʳʤ ʧʦʨʪʦʤ ʥʫʞʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 

ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ ʧʦʟʚʦʣʷʝʪ, ʥʘʧʨʠʤʝʨ, ʫʜʘʣʸʥʥʳʤ 

ʢʦʤʧʴʶʪʝʨʘʤ ʠʟ ʩʝʪʠ ʠʥʪʝʨʥʝʪ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʫʩʪʨʦʡʩʪʚʦʤ ʠʣʠ ʩʣʫʞʙʦʡ 

ʚʥʫʪʨʠ ʯʘʩʪʥʦʡ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚè ʩʪʨʘʥʠʮʳ 

çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-54. 



 

ʈʠʩʫʥʦʢ 6-54: ɺʢʣʘʜʢʘ çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚè ʩʪʨʘʥʠʮʳ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè 

ɺ ʩʘʤʦʤ ʥʘʯʘʣʝ ʩʪʨʘʥʠʮʳ ʧʨʠʚʝʜʝʥʘ ʪʘʙʣʠʮʘ çʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚè 

ʩ ʧʝʨʝʯʠʩʣʝʥʠʝʤ ʫʞʝ ʩʦʟʜʘʥʥʳʭ ʧʨʘʚʠʣ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠ ̫ʧʦʨʪʦʚ. ʊʘʙʣʠʮʘ 

ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʀʤʷè ð ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ. 

- «ʉʦʦʪʚʝʪʩʪʚʠʝ» ð ʚ ʜʘʥʥʦʤ ʩʪʦʣʙʮʝ ʧʨʠʚʝʜʝʥʳ ʫʩʣʦʚʠʷ ʜʣʷ ʚʭʦʜʷʱʝʛʦ 

ʪʨʘʬʠʢʘ, ʧʨʠ ʩʦʚʧʘʜʝʥʠʠ ʢʦʪʦʨʳʭ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ. 

- «ɼʝʡʩʪʚʠʝ» ð ʚ ʜʘʥʥʦʤ ʩʪʦʣʙʮʝ ʧʨʠʚʝʜʸʥ ʘʜʨʝʩ ʠ ʧʦʨʪ ʫʩʪʨʦʡʩʪʚʘ, ʢʫʜʘ 

ʙʫʜʝʪ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴʩʷ ʪʨʘʬʠʢ ʧʨʠ ʧʨʠʤʝʥʝʥʠʠ ʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ. 

- çɺʢʣʶʯʠʪʴè ð ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ. 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʚʳʢʣʶʯʝʥʦ, ʪʦ ʦʥʦ ʥʝ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʚʭʦʜʷʱʝʤʫ 

ʪʨʘʬʠʢʫ. 

6.5.3.1 ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ 

ʉʪʨʘʥʠʮʘ ʜʦʙʘʚʣʝʥʠʷ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ ʦʪʢʨʳʚʘʝʪʩʷ ʧʨʠ 

ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ «ɼʦʙʘʚʠʪʴ». ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʚʢʣʘʜʢʠ çʆʙʱʠʝ 

ʥʘʩʪʨʦʡʢʠè ʠ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè.  

ɺʢʣʘʜʢʘ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè ʩʦʜʝʨʞʠʪ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ: 

- çʅʘʟʚʘʥʠʝè ð ʫʥʠʢʘʣʴʥʦʝ ʩʠʤʚʦʣʴʥʦʝ ʠʤʷ ʧʨʘʚʠʣʘ. 

- çʇʨʦʪʦʢʦʣè ð ʚʳʙʦʨ ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ. 

- çɿʦʥʘ ʠʩʪʦʯʥʠʢʘè ð ʚʳʙʦʨ ʟʦʥʳ, ʠʟ ʢʦʪʦʨʦʡ ʧʨʠʥʠʤʘʝʪʩʷ ʚʭʦʜʷʱʠʡ 

ʪʨʘʬʠʢ ʜʣʷ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ. 



- çɺʥʝʰʥʠʡ ʧʦʨʪè ð ʧʦʨʪ ʠʣʠ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ ʥʘ ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ, 

ʥʘ ʢʦʪʦʨʳʡ ʧʦʩʪʫʧʘʶʪ ʚʭʦʜʷʱʠʝ ʧʦʜʢʣʶʯʝʥʠʷ. 

- çɿʦʥʘ ʥʘʟʥʘʯʝʥʠʷè ð ʚʳʙʦʨ ʟʦʥʳ, ʚ ʢʦʪʦʨʫʶ ʙʫʜʝʪ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴʩʷ 

ʪʨʘʬʠʢ. 

- çɺʥʫʪʨʝʥʥʠʡ IP-ʘʜʨʝʩè ð IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʥʘ 

ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴʩʷ ʪʨʘʬʠʢ. 

- çɺʥʫʪʨʝʥʥʠʡ ʧʦʨʪè ð ʧʦʨʪ ʠʣʠ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ ʥʘ ʚʥʫʪʨʝʥʥʝʤ 

ʫʩʪʨʦʡʩʪʚʝ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴʩʷ ʪʨʘʬʠʢ. 

 

ʈʠʩʫʥʦʢ 6-55: ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ 

ʨʘʩʰʠʨʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ: 

- «MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ 

MAC-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ ʪʨʘʬʠʢʘ. 

- «IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʠʣʠ ʜʠʘʧʘʟʦʥ 

ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ ʪʨʘʬʠʢʘ. 

- çʇʦʨʪ ʠʩʪʦʯʥʠʢʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ ʠʣʠ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ 

ʠʩʪʦʯʥʠʢʘ ʪʨʘʬʠʢʘ. 



- çɺʥʝʰʥʠʡ IP-ʘʜʨʝʩè ð ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʣʷ 

ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ ʥʘ ʫʢʘʟʘʥʥʳʡ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ. 

- çɺʢʣʶʯʠʪʴ NAT Loopbackè ð ʚʢʣʶʯʘʝʪ ʪʝʭʥʦʣʦʛʠʶ NAT Loopback, 

ʧʦʟʚʦʣʷʶʱʫʶ ʩʯʠʪʘʪʴ ʧʘʢʝʪ, ʧʨʠʰʝʜʰʠʡ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʥʘ 

ʚʥʝʰʥʠʡ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ, ʢʘʢ ʧʘʢʝʪ, ʧʨʠʰʝʜʰʠʡ ʠʟʚʥʝ. 

- «IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʧʝʪʣʠ (Loopback)è ð ʦʧʨʝʜʝʣʷʝʪ, ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʚʥʝʰʥʠʡ ʠʣʠ ʚʥʫʪʨʝʥʥʠʡ IP-ʘʜʨʝʩ ʜʣʷ ʦʪʨʘʞʸʥʥʦʛʦ ʪʨʘʬʠʢʘ. 

- çʉʦʦʪʚʝʪʩʪʚʠʝ ʧʦʤʦʱʥʠʢʫè ð ʦʧʨʝʜʝʣʷʝʪ ʩʦʦʪʚʝʪʩʪʚʠʝ ʧʦʤʦʱʥʠʢʫ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʩʦʝʜʠʥʝʥʠʡ (conntrack helper). 

- çʉʦʦʪʚʝʪʩʪʚʠʝ ʤʝʪʢʠè ð ʧʦʟʚʦʣʷʝʪ ʩʦʧʦʩʪʘʚʣʷʪʴ ʪʨʘʬʠʢ ʩ 

ʦʧʨʝʜʝʣʸʥʥʦʡ ʤʝʪʢʦʡ ʙʨʘʥʜʤʘʫʵʨʘ ʠʣʠ ʜʠʘʧʘʟʦʥʦʤ ʤʝʪʦʢ. 

- çʉʦʦʪʚʝʪʩʪʚʠʝ ʧʦ ʦʛʨʘʥʠʯʝʥʠʷʤè ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʩʦʧʦʩʪʘʚʣʝʥʠʝ 

ʪʨʘʬʠʢʘ ʫʢʘʟʘʥʥʦʡ ʩʢʦʨʦʩʪʴʶ (rate limiting). 

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳè ð ʧʦʟʚʦʣʷʝʪ ʧʝʨʝʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʘʨʛʫʤʝʥʪʳ ʢʦʤʘʥʜʝ iptables. 



 

ʈʠʩʫʥʦʢ 6-56 ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

6.5.3.2 ʋʜʘʣʝʥʠʝ ʧʨʘʚʠʣ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ 

çʋʜʘʣʠʪʴè (ʩʤ. ʨʠʩʫʥʦʢ 6-54), ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ 

ʧʨʘʚʠʣʘ. 

6.5.4 ʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘʤʠ ʜʣʷ ʪʨʘʬʠʢʘ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʥʘ ʚʢʣʘʜʢʝ çʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘè ʩʪʨʘʥʠʮʳ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè (ʩʤ. 

ʨʠʩʫʥʦʢ 6-57). 



 

ʈʠʩʫʥʦʢ 6-57: ʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

ɺ ʩʘʤʦʤ ʥʘʯʘʣʝ ʩʪʨʘʥʠʮʳ ʧʨʠʚʝʜʝʥʘ ʪʘʙʣʠʮʘ çʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘè ʩ 

ʧʝʨʝʯʠʩʣʝʥʥʳʤʠ ʫʞʝ ʩʦʟʜʘʥʥʳʤʠ ʧʨʘʚʠʣʘʤʠ ʜʣʷ ʪʨʘʬʠʢʘ. ʊʘʙʣʠʮʘ ʠʤʝʝʪ 

ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- «ʅʘʟʚʘʥʠʝ» ð ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʧʨʘʚʠʣʘ. 

- «ʉʦʦʪʚʝʪʩʪʚʠʝ» ð ʚ ʜʘʥʥʦʤ ʩʪʦʣʙʮʝ ʧʨʠʚʝʜʝʥʳ ʫʩʣʦʚʠʷ ʜʣʷ ʚʭʦʜʷʱʝʛʦ 

ʪʨʘʬʠʢʘ, ʧʨʠ ʩʦʚʧʘʜʝʥʠʠ ʢʦʪʦʨʳʭ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ. 

- çɼʝʡʩʪʚʠʝè ð ʜʝʡʩʪʚʠʝ, ʧʨʠʤʝʥʷʝʤʦʝ ʜʣʷ ʪʨʘʬʠʢʘ ʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ. 

- çɺʢʣʶʯʠʪʴè ð ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ.  

6.5.4.1 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʜʣʷ ʪʨʘʬʠʢʘ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ ʦʪʢʨʳʚʘʝʪʩʷ ʧʨʠ 

ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʀʟʤʝʥʠʪʴè ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʨʘʚʠʣʘ (ʩʤ. ʨʘʟʜʝʣ 

7.5.4). ʉʪʨʘʥʠʮʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʚʢʣʘʜʢʠ: çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè, çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʥʘʩʪʨʦʡʢʠè ʠ çɺʨʝʤʝʥʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷè.  



ɺʢʣʘʜʢʘ çʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠè ʩʦʜʝʨʞʠʪ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ 

ʜʣʷ ʪʨʘʬʠʢʘ: 

- çʅʘʟʚʘʥʠʝè ð ʫʥʠʢʘʣʴʥʦʝ ʩʠʤʚʦʣʴʥʦʝ ʠʤʷ ʧʨʘʚʠʣʘ (ʥʘʧʨʠʤʝʨ, çAllow-

DHCP-Renew»). 

- çʇʨʦʪʦʢʦʣè ð ʚʳʙʦʨ ʧʨʦʪʦʢʦʣʘ ʪʨʘʬʠʢʘ, ʢ ʢʦʪʦʨʦʤʫ ʧʨʠʤʝʥʷʝʪʩʷ 

ʧʨʘʚʠʣʦ.  

- çɿʦʥʘ ʠʩʪʦʯʥʠʢʘè ð ʚʳʙʦʨ ʟʦʥʳ, ʠʟ ʢʦʪʦʨʦʡ ʧʦʩʪʫʧʘʝʪ ʪʨʘʬʠʢ ʜʣʷ 

ʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ. 

- çɸʜʨʝʩ ʠʩʪʦʯʥʠʢʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ 

ʠʩʪʦʯʥʠʢʘ ʪʨʘʬʠʢʘ. 

- çʇʦʨʪ ʠʩʪʦʯʥʠʢʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ ʠʣʠ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ 

ʠʩʪʦʯʥʠʢʘ ʪʨʘʬʠʢʘ. ɼʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ UDP ʠ TCP.  

- çɿʦʥʘ ʥʘʟʥʘʯʝʥʠʷè ð ʚʳʙʦʨ ʥʘʟʥʘʯʝʥʠʷ ʪʨʘʬʠʢʘ ʜʣʷ ʧʨʘʚʠʣʘ. 

- çɸʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʠʣʠ ʜʠʘʧʘʟʦʥ ʘʜʨʝʩʦʚ 

ʥʘʟʥʘʯʝʥʠʷ. 

- çʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ/ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ 

ʥʘʟʥʘʯʝʥʠʷ. 

- çɼʝʡʩʪʚʠʝè ð ʚʳʙʦʨ ʜʝʡʩʪʚʠʷ, ʧʨʠʤʝʥʷʝʤʦʛʦ ʜʣʷ ʪʨʘʬʠʢʘ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʨʘʚʠʣʫ. 

 

ʈʠʩʫʥʦʢ 6-58: ʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 



ɺʢʣʘʜʢʘ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠè ʩʦʜʝʨʞʠʪ ʧʘʨʘʤʝʪʨʳ, 

ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ ʠʣʠ ʪʠʧʘ ʧʨʘʚʠʣʘ. 

- çʉʦʦʪʚʝʪʩʪʚʠʝ ʫʩʪʨʦʡʩʪʚʫè ð ʧʦʟʚʦʣʷʝʪ ʩʦʧʦʩʪʘʚʣʷʪʴ ʪʨʘʬʠʢ ʩ 

ʫʢʘʟʘʥʥʳʤ ʩʝʪʝʚʳʤ ʫʩʪʨʦʡʩʪʚʦʤ (ʠʥʪʝʨʬʝʡʩʦʤ). 

- çʀʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʪʦʢʦʣè ð ʚʳʙʦʨ ʚʝʨʩʠʠ IP-ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʜʘʥʥʦʛʦ 

ʧʨʘʚʠʣʘ. ɼʦʩʪʫʧʥʳʝ ʚʘʨʠʘʥʪʳ: 

- «MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ 

MAC-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ ʪʨʘʬʠʢʘ. 

- çʉʦʦʪʚʝʪʩʪʚʠʝ ʧʦʤʦʱʥʠʢʫè ð ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ ʩ ʧʦʤʦʱʴʶ 

ʫʢʘʟʘʥʥʦʛʦ ʧʦʤʦʱʥʠʢʘ ʦʪʩʣʝʞʠʚʘʥʠʷ ʩʦʝʜʠʥʝʥʠʡ (conntrack helper).  

- çʉʦʦʪʚʝʪʩʪʚʠʝ ʤʝʪʢʠè ð ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ ʩ ʦʧʨʝʜʝʣʸʥʥʦʡ ʤʝʪʢʦʡ 

ʙʨʘʥʜʤʘʫʵʨʘ ʠʣʠ ʜʠʘʧʘʟʦʥʦʤ ʤʝʪʦʢ. 

- çʉʦʦʪʚʝʪʩʪʚʠʝ DSCPè ð ʩʦʧʦʩʪʘʚʣʷʝʪ ʪʨʘʬʠʢ ʩ ʫʢʘʟʘʥʥʦʡ DSCP-

ʤʘʨʢʠʨʦʚʢʦʡ (Differentiated Services Code Point). 

- çʉʦʦʪʚʝʪʩʪʚʠʝ ʧʦ ʦʛʨʘʥʠʯʝʥʠʷʤè ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʩʦʧʦʩʪʘʚʣʝʥʠʝ 

ʪʨʘʬʠʢʘ ʫʢʘʟʘʥʥʦʡ ʩʢʦʨʦʩʪʴʶ (rate limiting).  

- çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳè ð ʧʦʟʚʦʣʷʝʪ ʧʝʨʝʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʘʨʛʫʤʝʥʪʳ ʢʦʤʘʥʜʝ iptables. 



 

ʈʠʩʫʥʦʢ 6-59: ʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʘʜʢʘ çɺʨʝʤʝʥʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷè ʩʦʜʝʨʞʠʪ ʥʘʩʪʨʦʡʢʠ ʧʝʨʠʦʜʘ 

ʜʝʡʩʪʚʠʷ ʧʨʘʚʠʣʘ: 

- çɼʥʠ ʥʝʜʝʣʠè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʜʥʠ ʥʝʜʝʣʠ, ʚ ʢʦʪʦʨʳʝ ʧʨʘʚʠʣʦ 

ʜʦʣʞʥʦ ʧʨʠʤʝʥʷʪʴʩʷ. 

- çɼʥʠ ʤʝʩʷʮʘè ð ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʜʥʠ ʤʝʩʷʮʘ, ʚ ʢʦʪʦʨʳʝ ʧʨʘʚʠʣʦ 

ʜʦʣʞʥʦ ʧʨʠʤʝʥʷʪʴʩʷ. 

- çɺʨʝʤʷ ʥʘʯʘʣʘ (ʯʯ:ʤʤ:ʩʩ)è ð ʚʨʝʤʷ ʥʘʯʘʣʘ ʜʝʡʩʪʚʠʷ ʧʨʘʚʠʣʘ. 

- çɺʨʝʤʷ ʦʢʦʥʯʘʥʠʷ (ʯʯ:ʤʤ:ʩʩ)è ð ʚʨʝʤʷ ʦʢʦʥʯʘʥʠʷ ʜʝʡʩʪʚʠʷ ʧʨʘʚʠʣʘ. 

- çɼʘʪʘ ʥʘʯʘʣʘ (ʛʦʜ-ʤʝʩ-ʜʝʥʴ)è ð ʜʘʪʘ ʥʘʯʘʣʘ ʜʝʡʩʪʚʠʷ ʧʨʘʚʠʣʘ. 

- çɼʘʪʘ ʦʢʦʥʯʘʥʠʷ (ʛʦʜ-ʤʝʩ-ʜʝʥʴ)è ð ʜʘʪʘ ʦʢʦʥʯʘʥʠʷ ʜʝʡʩʪʚʠʷ ʧʨʘʚʠʣʘ. 

- çɺʨʝʤʷ UTCè ð ʝʩʣʠ ʜʘʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʚʢʣʶʯʝʥʘ, ʚʨʝʤʷ ʜʝʡʩʪʚʠʷ 

ʧʨʘʚʠʣʘ ʫʢʘʟʳʚʘʝʪʩʷ ʚ UTC. 



 

ʈʠʩʫʥʦʢ 6-70: ʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ. ɺʨʝʤʝʥʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ 

6.5.4.2 ʋʜʘʣʝʥʠʝ ʧʨʘʚʠʣ ʜʣʷ ʪʨʘʬʠʢʘ 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çʋʜʘʣʠʪʴè, 

ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʨʘʚʠʣʘ. 

6.5.5 ʇʨʘʚʠʣʘ NAT 

ʅʘ ʚʢʣʘʜʢʝ çʇʨʘʚʠʣʘ NATè ʩʪʨʘʥʠʮʳ çʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥè 

ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʪʨʘʥʩʣʷʮʠʠ ʩʝʪʝʚʳʭ ʘʜʨʝʩʦʚ (Network Address 

Translation). ʇʨʘʚʠʣʘ NAT ʧʦʟʚʦʣʷʶʪ ʪʦʯʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ IP-ʘʜʨʝʩ 

ʠʩʪʦʯʥʠʢʘ ʚ ʠʩʭʦʜʷʱʝʤ ʠʣʠ ʧʝʨʝʥʘʧʨʘʚʣʷʝʤʦʤ ʪʨʘʬʠʢʝ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʪʴ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʘʜʨʝʩʦʚ ʜʣʷ ʦʧʨʝʜʝʣʸʥʥʳʭ ʫʩʣʦʚʠʡ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʚʢʣʘʜʢʠ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ 6-71. 

 

ʈʠʩʫʥʦʢ 6-71: ʇʨʘʚʠʣʘ NAT 



ɺ ʧʦʜʨʘʟʜʝʣʝ çʇʨʘʚʠʣʘ NATè ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʘʙʣʠʮʘ ʫʞʝ ʩʦʟʜʘʥʥʳʭ 

ʧʨʘʚʠʣ NAT. ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʅʘʟʚʘʥʠʝè ð ʫʥʠʢʘʣʴʥʦʝ ʩʠʤʚʦʣʴʥʦʝ ʠʤʷ ʧʨʘʚʠʣʘ NAT; 

- çʉʦʦʪʚʝʪʩʪʚʠʝè ð ʫʩʣʦʚʠʷ, ʧʨʠ ʢʦʪʦʨʳʭ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ ʧʨʠʤʝʥʷʝʪʩʷ; 

- çɼʝʡʩʪʚʠʝè ð ʜʝʡʩʪʚʠʝ, ʚʳʧʦʣʥʷʝʤʦʝ ʧʨʠ ʩʦʚʧʘʜʝʥʠʠ ʫʩʣʦʚʠʡ; 

- çɺʢʣʶʯʠʪʴè ð ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ. 

ɼʦʙʘʚʣʝʥʠʝ, ʠʟʤʝʥʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʧʨʘʚʠʣ: 

- çɼʦʙʘʚʠʪʴè ð ʢʥʦʧʢʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ NAT. ʇʨʠ ʝʸ 

ʥʘʞʘʪʠʠ ʦʪʢʨʳʚʘʝʪʩʷ ʩʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʘʚʠʣʘ 

(ʘʥʘʣʦʛʠʯʥʦ ʜʨʫʛʠʤ ʨʘʟʜʝʣʘʤ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ). 

- çʀʟʤʝʥʠʪʴè ð ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʨʘʚʠʣʘ 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ çʀʟʤʝʥʠʪʴè ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ 

ʧʨʘʚʠʣʘ (ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ, ʥʦ ʥʘ ʩʢʨʠʥʰʦʪʝ ʥʝ ʧʦʢʘʟʘʥʘ). 

- çʋʜʘʣʠʪʴè ð ʜʣʷ ʫʜʘʣʝʥʠʷ ʧʨʘʚʠʣʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʥʦʧʢʘ çʋʜʘʣʠʪʴè ʚ 

ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʨʘʚʠʣʘ. 

6.5.6 ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ 

ʅʘ ʚʢʣʘʜʢʝ çʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘè ʥʘʩʪʨʦʝʢ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

(ʩʤ. ʨʠʩʫʥʦʢ 6-72) ʨʘʩʧʦʣʦʞʝʥʦ ʧʦʣʝ ʚʚʦʜʘ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ 

ʧʨʦʠʟʚʦʣʴʥʳʝ ʢʦʤʘʥʜʳ iptables. ɼʘʥʥʳʝ ʢʦʤʘʥʜʳ ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʚʳʧʦʣʥʷʪʴʩʷ ʧʦʩʣʝ ʢʘʞʜʦʡ ʧʝʨʝʟʘʛʨʫʟʢʠ ʩʣʫʞʙʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʩʣʝʜʦʤ 

ʟʘ ʟʘʛʨʫʟʢʦʡ ʧʨʘʚʠʣ ʧʦ ʫʤʦʣʯʘʥʠʶ. 



 

ʈʠʩʫʥʦʢ 6-72: ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

  



7 VPN 

ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʝʪʩʷ ʥʘʩʪʨʦʡʢʘ VPN-ʧʦʜʢʣʶʯʝʥʠʡ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ OpenVPN. 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʘʭ 7-1é7-4. 

7.1 OpenVPN 

ʉʪʨʘʥʠʮʘ çOpenVPNè ʨʘʟʜʝʣʘ çVPNè ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ 

ʵʢʟʝʤʧʣʷʨʘʤʠ OpenVPN-ʩʝʨʚʝʨʦʚ ʠ ʢʣʠʝʥʪʦʚ, ʩʦʟʜʘʚʘʪʴ ʥʦʚʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʠ ʟʘʛʨʫʞʘʪʴ ʛʦʪʦʚʳʝ ʬʘʡʣʳ .ovpn. 

7.1.1 ʕʢʟʝʤʧʣʷʨʳ OpenVPN 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʕʢʟʝʤʧʣʷʨʳ OpenVPNè (ʩʤ. ʨʠʩʫʥʦʢ 7-1) ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʪʘʙʣʠʮʘ ʚʩʝʭ ʥʘʩʪʨʦʝʥʥʳʭ ʵʢʟʝʤʧʣʷʨʦʚ OpenVPN ʩ ʠʭ ʪʝʢʫʱʠʤ ʩʦʩʪʦʷʥʠʝʤ. 

 

ʈʠʩʫʥʦʢ 7-1: VPN. ʕʢʟʝʤʧʣʷʨʳ OpenVPN 

ʊʘʙʣʠʮʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʪʦʣʙʮʳ: 

- çʀʤʷè ð ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʝ ʠʤʷ ʵʢʟʝʤʧʣʷʨʘ; 

- çɺʢʣʶʯʝʥʦè ð ʬʣʘʛ, ʫʢʘʟʳʚʘʶʱʠʡ, ʘʢʪʠʚʠʨʦʚʘʥ ʣʠ ʜʘʥʥʳʡ ʵʢʟʝʤʧʣʷʨ; 

- çɿʘʧʫʱʝʥʦè ð ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʵʢʟʝʤʧʣʷʨʘ; 

- çʉʪʘʨʪ/ʉʪʦʧè ð ʢʥʦʧʢʘ ʜʣʷ ʟʘʧʫʩʢʘ ʠʣʠ ʦʩʪʘʥʦʚʢʠ ʵʢʟʝʤʧʣʷʨʘ; 

- çʇʦʨʪè ð ʥʦʤʝʨ TCP/UDP ʧʦʨʪʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʵʢʟʝʤʧʣʷʨʦʤ; 

- çʇʨʦʪʦʢʦʣè ð ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʨʦʪʦʢʦʣ; 

- çʀʟʤʝʥʠʪʴè ð ʢʥʦʧʢʘ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʵʢʟʝʤʧʣʷʨʘ; 



- çʋʜʘʣʠʪʴè ð ʢʥʦʧʢʘ ʜʣʷ ʫʜʘʣʝʥʠʷ ʵʢʟʝʤʧʣʷʨʘ. 

7.1.1.1 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʵʢʟʝʤʧʣʷʨʘ OpenVPN 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʵʢʟʝʤʧʣʷʨʘ OpenVPN (ʩʤ. ʨʠʩʫʥʦʢ 7-2) 

ʦʪʢʨʳʚʘʝʪʩʷ ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʀʟʤʝʥʠʪʴè ʚ ʩʪʨʦʢʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ 

ʵʢʟʝʤʧʣʷʨʘ (ʩʤ. ʨʠʩʫʥʦʢ 7-1). ʅʘ ʩʪʨʘʥʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ʢʦʥʬʠʛʫʨʘʮʠʠ OpenVPN. 

 

ʈʠʩʫʥʦʢ 7-2: VPN. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʵʢʟʝʤʧʣʷʨʘ OpenVPN (ʥʘ ʧʨʠʤʝʨʝ çsample_serverè) 

- «verb» ð ʫʨʦʚʝʥʴ ʜʝʪʘʣʠʟʘʮʠʠ ʚʝʜʝʥʠʷ ʞʫʨʥʘʣʘ; 

- «port» ð ʥʦʤʝʨ ʣʦʢʘʣʴʥʦʛʦ TCP/UDP ʧʦʨʪʘ ʜʣʷ ʚʭʦʜʷʱʠʭ ʩʦʝʜʠʥʝʥʠʡ 

ʠʣʠ ʫʜʘʣʸʥʥʦʛʦ ʧʦʨʪʘ; 



- «server» ð ʥʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʩʝʨʚʝʨʘ. ʋʢʘʟʳʚʘʝʪʩʷ ʩʝʪʴ ʠ ʤʘʩʢʘ ʧʦʜʩʝʪʠ 

ʜʣʷ ʢʣʠʝʥʪʦʚ; 

- «keepalive» ð ʚʩʧʦʤʦʛʘʪʝʣʴʥʘʷ ʢʦʤʘʥʜʘ ʜʣʷ ʫʧʨʦʱʝʥʠʷ ʚʳʨʘʞʝʥʠʡ ping 

ʠ ping-restart. ʋʢʘʟʳʚʘʶʪʩʷ ʜʚʘ ʟʥʘʯʝʥʠʷ: ʠʥʪʝʨʚʘʣ ʧʠʥʛʘ ʠ ʪʘʡʤʘʫʪ 

ʧʝʨʝʟʘʧʫʩʢʘ; 

- «ca» ð ʧʫʪʴ ʢ ʬʘʡʣʫ ʮʝʥʪʨʘ ʩʝʨʪʠʬʠʢʘʮʠʠ (Certificate Authority). ʇʨʠ 

ʦʪʩʫʪʩʪʚʠʠ ʬʘʡʣʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ çʌʘʡʣ ʥʝ ʜʦʩʪʫʧʝʥè. 

- «dh» ð ʧʫʪʴ ʢ ʬʘʡʣʫ ʧʘʨʘʤʝʪʨʦʚ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ; 

- «cert» ð ʧʫʪʴ ʢ ʣʦʢʘʣʴʥʦʤʫ ʩʝʨʪʠʬʠʢʘʪʫ; 

- «key» ð ʧʫʪʴ ʢ ʣʦʢʘʣʴʥʦʤʫ ʧʨʠʚʘʪʥʦʤʫ ʢʣʶʯʫ; 

- «proto» ð ʚʳʙʦʨ ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ; 

- «ɼʦʧʦʣʥʠʪʝʣʴʥʦ» ð ʚʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʥʘʩʪʨʦʝʢ. 

7.1.2 ʂʦʥʬʠʛʫʨʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʰʘʙʣʦʥʦʚ 

ɺ ʧʦʜʨʘʟʜʝʣʝ çʂʦʥʬʠʛʫʨʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʰʘʙʣʦʥʦʚè (ʩʤ. ʨʠʩʫʥʦʢ 7-3) 

ʤʦʞʥʦ ʙʳʩʪʨʦ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʵʢʟʝʤʧʣʷʨ OpenVPN, ʚʳʙʨʘʚ ʦʜʠʥ ʠʟ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʰʘʙʣʦʥʦʚ. 

 

ʈʠʩʫʥʦʢ 7-3: VPN. ʂʦʥʬʠʛʫʨʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʰʘʙʣʦʥʦʚ 

- çʀʤʷ ʵʢʟʝʤʧʣʷʨʘè ð ʧʦʣʝ ʜʣʷ ʚʚʦʜʘ ʠʤʝʥʠ ʩʦʟʜʘʚʘʝʤʦʛʦ ʵʢʟʝʤʧʣʷʨʘ; 

- «ɺʳʙʝʨʠʪʝ ʰʘʙʣʦʥé» ð ʧʨʠʤʝʨ ʰʘʙʣʦʥʘ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ. 

ɼʦʩʪʫʧʥʳ ʨʘʟʣʠʯʥʳʝ ʰʘʙʣʦʥʳ ʜʣʷ ʩʝʨʚʝʨʘ ʠ ʢʣʠʝʥʪʘ.; 

- çɼʦʙʘʚʠʪʴè ð ʢʥʦʧʢʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʵʢʟʝʤʧʣʷʨʘ ʥʘ ʦʩʥʦʚʝ ʚʳʙʨʘʥʥʦʛʦ 

ʰʘʙʣʦʥʘ. 

7.1.3 ɿʘʛʨʫʟʢʘ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ OVPN 

ɺ ʧʦʜʨʘʟʜʝʣʝ çɿʘʛʨʫʟʢʘ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ OVPNè (ʩʤ. ʨʠʩʫʥʦʢ 

7-4) ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʛʦʪʦʚʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ OpenVPN (ʩ 

ʨʘʩʰʠʨʝʥʠʝʤ .ovpn) ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʵʢʟʝʤʧʣʷʨʘ. 



 

ʈʠʩʫʥʦʢ 7-4: VPN. ɿʘʛʨʫʟʢʘ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ OVPN 

- çʀʤʷ ʵʢʟʝʤʧʣʷʨʘè ð ʧʦʣʝ ʜʣʷ ʚʚʦʜʘ ʠʤʝʥʠ ʩʦʟʜʘʚʘʝʤʦʛʦ ʵʢʟʝʤʧʣʷʨʘ; 

- çɺʳʙʝʨʠʪʝ ʬʘʡʣè ð ʢʥʦʧʢʘ ʜʣʷ ʚʳʙʦʨʘ .ovpn-ʬʘʡʣʘ ʥʘ ʣʦʢʘʣʴʥʦʤ 

ʢʦʤʧʴʶʪʝʨʝ; 

- çɿʘʛʨʫʟʠʪʴè ð ʢʥʦʧʢʘ ʜʣʷ ʟʘʛʨʫʟʢʠ ʚʳʙʨʘʥʥʦʛʦ ʬʘʡʣʘ ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʠ 

ʩʦʟʜʘʥʠʷ ʵʢʟʝʤʧʣʷʨʘ OpenVPN ʥʘ ʝʛʦ ʦʩʥʦʚʝ. 

  



8 ʉʪʘʪʠʩʪʠʢʘ 

ʈʘʟʜʝʣ çʉʪʘʪʠʩʪʠʢʘè ʛʣʘʚʥʦʛʦ ʤʝʥʶ Web-ʠʥʪʝʨʬʝʡʩʘ ʧʦʟʚʦʣʷʝʪ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʛʨʘʬʠʢʠ ʩʠʩʪʝʤʥʳʭ ʧʘʨʘʤʝʪʨʦʚ, ʩʦʙʨʘʥʥʳʝ ʩʣʫʞʙʦʡ collectd ʠ 

ʚʠʟʫʘʣʠʟʠʨʦʚʘʥʥʳʝ ʩ ʧʦʤʦʱʴʶ RRDtool. ɿʜʝʩʴ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʮʝʩʩʦʨʘ, ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ, 

ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʪʝʤʧʝʨʘʪʫʨʝ ʫʩʪʨʦʡʩʪʚʘ. 

ɺʥʝʰʥʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʘʭ 8-1é8-8. 

8.1 ɻʨʘʬʠʢʠ 

ʉʪʨʘʥʠʮʘ çɻʨʘʬʠʢʠè ʨʘʟʜʝʣʘ çʉʪʘʪʠʩʪʠʢʘè (ʩʤ. ʨʠʩʫʥʦʢ 8-1) 

ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʛʨʘʬʠʢʦʚ ʩʪʘʪʠʩʪʠʢʠ. ɺ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʩʪʨʘʥʠʮʳ 

ʨʘʩʧʦʣʦʞʝʥʳ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʚʳʙʦʨʘ ʭʦʩʪʘ, ʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ 

ʠ ʯʘʩʪʦʪʳ ʦʙʥʦʚʣʝʥʠʷ. 

 

ʈʠʩʫʥʦʢ 8-1: ʉʪʘʪʠʩʪʠʢʘ. ʆʙʱʠʡ ʚʠʜ ʩʪʨʘʥʠʮʳ ʛʨʘʬʠʢʦʚ 




































